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Objectives
This course will provide students with a theoretical knowledge to understand the fundamental
principles of access control models and techniques and,

e To know about various encryption techniques.

e To understand the concept of Public key cryptography.

e To study about message authentication and hash functions

e To impart knowledge on Network security

Course Outcomes(COs)
On successful completion of the course the student should be able to:
1. Classify the symmetric encryption techniques
Ilustrate various Public key cryptographic techniques
Evaluate the authentication and hash algorithms.
Summarize the intrusion detection and its solutions to overcome the attacks.
Understand basic concepts of system level security

il

Unit I - INTRODUCTION

Security Trends - The OSI Security Architecture — Security Attacks — Security Services —
Security Mechanisms — A Model for Network Security. Classical Encryption Techniques —
Symmetric Cipher Model — Substitution Techniques - Transposition Techniques — Rotor
Machines - Steganography.

Unit I -BLOCK CIPHERS AND DATA ENCRYPTION STANDARD

Block Cipher Principles — The Data Encryption Standard - The Strength of DES —Advanced
Encryption Standard (AES) — Evaluation Criteria for AES — The AES Cipher — Multiple
Encryption and Triple DES — Block Cipher Modes of Operation — Stream Ciphers and RC4-
modular Arithmetic and Euclidean Algorithm.

Unit III - CONFIDENTIALITY USING SYMMETRIC ENCRYPTION
Placement of Encryption Function — Traffic Confidentiality — Key Distribution — Public key

Cryptography and RSA — Principles of Public Key Cryptosystems — The RSA Algorithm- Basic
prime numbers and Discrete Logarithms -Key Management — Diffie Hellman Key Exchange.



Unit IV - MESSAGE AUTHENTICATION AND HASH FUNCTIONS

Authentication Functions — Message Authentication Codes (MAC’s) Functions — Security of
Hash Functions and MAC’s Digital Signatures and Authentication Protocols — Digital Signatures
— Digital Signature Standard

Unit V - NETWORK SECURITY APPLICATIONS

Authentication Applications — KERBEROS — X.509 Authentication Service — Public Key
Infrastructure — Electronic Mail Security — Pretty Good Privacy — S/MIME — IP Security.
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SUBJECT CODE:19CSP103 SEMESTER: I
Lecture Support
S.No . TOPICS TO BE COVERED Materials/Page
Duration ,
No's
UNIT I

1 1 Introduction to information security,Security T1:6-12
Trends ,The OSI security Architecture ’

’ 1 Securlty‘ Attacks, Security Services ,Security T1:12-20
Mechanisms

3 1 A model for Network Security T1:22-23

4 1 Classical Encryption techniques -Introduction T1: 29

5 1 Symmetric cipher model T1:30-35, W1

6 1 Substitution techniques (Caesar T1:35-39
Cipher,monoalphabetic ciphers, playfair cipher) ’
Substitution techniques Cont.. (Hill cipher, )

/ ! Polyalphabetic cipher) T1:40-49

3 1 Transposition techniques, Rotor Machines, T1:49-54
Steganography

9 1 Recapitulation and discussion of important
question's
Total no of hours planned for unit I: 9
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UNIT-2
Block Ciphers and Data encryption Standard,
1 1 Block Cipher principles T1:63-72
2 1 The Data Encryption Standard ,Strength of DES T1:72-83
Advanced Encryption standard(AES) )
3 ! Evaluation Criteria For AES, T1:135-141
4 1 The AES Cipher T1:142-145
5 1 Multiple Encryption T1:175
6 1 Triple Des , Block Cipher modes of Operation T1:176-189
7 1 Stream Ciphers And RC4 T1:189-194
] 1 modular Arithmetic and Euclidean Algorithm T1: 101-109
9 1 Recapitulation and discussion of important
question's
Total no of hours planned for unit I : 9
UNIT-3
1 1 Confidentiality using symmetric Encryption T1:200-201
) 1 Placement of encryption function, Traffic confidentiality T1:201-211
3 1 Key distribution T1:211-218
4 1 Public-Key Encryption, Principles of Public-key T1:257-268
Cryptosystems
5 1 The RSA Algorithm T1:268-280, W2
6 1 Basic prime numbers and Discrete Logarithms T1: 236, 247
7 1 Key management : Public key distribution T1:290-297
8 1 Diffie-Hellman Key Exchange T1:298-301, W3
9 1 Recapitulation and discussion of important question's
Total no of hours planned for unit III : 9
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UNIT-4
1 Message Authentication and Hash Function T1:317,334
2 Authentication Function : Message encryption T1:320-325
3 Authentication Function : MAC & Hash T1:326-330
4 Message Authentication Codes(MAC's)Function T1:331-333
5 Security of Hash functions and MAC's T1:340-343
6 D}g%tal S}gnature and Authentication Protocols - T1:377 -378
Digital signatures
. . T1:390-394
7 Digital Signature Standard RD: 412427
8 Digital Signature Standard Functions T1:395-397
9 Recapitulation and discussion of important
question's
Total no of hours planned for unit IV :9
UNIT-5
1 Network security Applications T1:398
2 Authentication Applications T1:400-401
3 KERBEROS T1:402-419
4 X.509 Authentication service T1:419-428
5 Pubh(f Key Infrastructure, Electronic Mail T1-428-436
Security
6 Pretty Good privacy T1:438-457
7 s/MIME T1:457-474
. T1:483,
8 IP Security R1:345-357
9 Recapitulation and discussion of important
question's
10 End Semester Question paper Discussion
11 End Semester Question paper Discussion
12 End Semester Question paper Discussion
Total no of hours planned for unit V : 12
Total hours Planned: 48
Prepared by Dr.S.Saravana Kumar, Dept of CS, CA & IT, KAHE Page 3/4




LECTURE PLAN | 2019-2021 BATCH

Text Books

1. William Stallings. 2006. Cryptography and Network Security Principles and
Practices(4th ed.). New Delhi: Pearson Education.

2. AtulKahate. 2003. Cryptography and Network Security (2nd ed.). Tata McGraw Hill
New Delhi.

3. Charlie Kaufman, Radia Perlman, & Mike Speciner. (2003). Network Security Private
Communication in a Public World (2nd ed.). New Delhi: Prentice-Hall of India.

4. Menezes, A. Van Oorschot, & Vanstone, S. (1997). Hand Book of Applied Cryptography
(1st ed.). New Delhi: CRC Press. (Free Downloadable)

REFERENCES BOOKS

1. Ankit Fadia. (1998). Network Security (1st ed.). New Delhi: McMillan Publications.
2. Bruce Schneir. (1998). Applied Cryptography (1st ed.). New Delhi: CRC Press.
WEB SITES

1. williamstallings.com/Crypto3e.html

2. u.cs.biu.ac.il/~herzbea/book.html
3. cryptofundamentals.com/algorithms

Prepared by Dr.S.Saravana Kumar, Dept of CS, CA & IT, KAHE Page 4/4



~

oM

=

KARPAGAM KARPAGAM ACADEMY OF HIGHER EDUCATION
CLASS:IMSCCS COURSE NAME: CRYPTOGRAPHY AND NETWORK SECURITY
COURSE CODE: 19CSP103 UNIT: I (CRYPTOGRAPHY)  BATCH-2019-2021
UNIT I
Syllabus

Introduction — Security Trends - The OSI Security Architecture — Security Attacks — Security
Services — Security Mechanisms — A Model for Network Security. Classical Encryption Techniques
— Symmetric Cipher Model — Substitution Techniques - Transposition Techniques — Rotor Machines

- Steganography.

SECURITY TRENDS

Computer data often travels from one computer to another, leaving the safety of its protected
physical surroundings. Once the data is out of hand, people with bad intention could modify or forge
your data, either for amusement or for their own benefit. Cryptography can reformat and transform
our data, making it safer on its trip between computers. The technology is based on the essentials of

secret codes, augmented by modern mathematics that protects our data in powerful ways.

Cryptology:
This is the study of techniques for ensuring the secrecy and/or authenticity of information. The two
main branches of cryptology are
Cryptography
It is the study of the design of such techniques
Cryptographys, is the practice and study of hiding information.

When a message is sent using cryptography, it is changed (or encrypted) before it is sent.
The method of changing text is called a "code" or, more precisely, a "cipher". The changed text is
called "ciphertext". The change makes the message hard to read. Someone who wants to read it must
change it back (or decrypt it). How to change it back is a secret. Both the person that sends the
message and the one that gets it should know the secret way to change it, but other people should

not be able to.

Prepared by Dr.S.Saravana Kumar, Asst. Prof, Dept of CS, KAHE 1/37




KARPAGAM ACADEMY OF HIGHER EDUCATION

CLASS:I1 MSC CS COURSE NAME: CRYPTOGRAPHY AND NETWORK SECURITY
COURSE CODE: 19CSP103 UNIT: I (CRYPTOGRAPHY) BATCH-2019-2021

Cryptanalysis
It deals with the defeating such techniques, to recover information, or forging information that will

be accepted as authentic.

* Computer Security - generic name for the collection of tools designed to protect data and to

prevent hackers
* Network Security - measures to protect data during their transmission

* Internet Security - measures to protect data during their transmission over a collection of

interconnected networks

Security Trends

In 1994, the Internet Architecture Board (IAB) issued a report entitled "Security in the
Internet Architecture" (RFC 1636). The report stated the general consensus that the Internet needs
more and better security, and it identified key areas for security mechanisms. Among these were the
need to secure the network infrastructure from unauthorized monitoring and control of network
traffic and the need to secure end-user-to-end-user traffic using authentication and encryption
mechanisms. These concerns are fully justified. As confirmation, consider the trends reported by the

Computer Emergency Response Team (CERT) Coordination Center (CERT/CC).
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Fig 1.1 Trends in Security

Figure 1.1 shows the trend in Internet-related vulnerabilities reported to CERT over a 10-
year period. These include security weaknesses in the operating systems of attached computers (e.g.,
Windows, Linux) as well as vulnerabilities in Internet routers and other network devices.

Figure 1.1 shows the number of security-related incidents reported to CERT. These include
denial of service attacks; IP spoofing, in which intruders create packets with false IP addresses and
exploit applications that use authentication based on IP; and various forms of eavesdropping and
packet sniffing, in which attackers read transmitted information, including logon information and

database contents.

This increase in attacks coincides with an increased use of the Internet and with increases in
the complexity of protocols, applications, and the Internet itself. Critical infrastructures increasingly
rely on the Internet for operations. Individual users rely on the security of the Internet, email, the
Web, and Web-based applications to a greater extent than ever. Thus, a wide range of technologies
and tools are needed to counter the growing threat. At a basic level, cryptographic algorithms for
confidentiality and authentication assume greater importance. As well, designers need to focus on
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Internet-based protocols and the vulnerabilities of attached operating systems and applications. This

book surveys all of these technical areas.

OSI SECURITY ARCHITECTURE

To assess effectively the security needs of an organization and to evaluate and choose

various security products and policies, the manager responsible for security needs some systematic
way of defining the requirements for security and characterizing the approaches to satisfying those
requirements. The OSI security architecture was developed in the context of the OSI protocol
architecture. The OSI security architecture provides a useful, if abstract, overview of many of the
concepts. The OSI security architecture focuses on security attacks, mechanisms, and services.

These can be defined briefly in Table 1:

Threat

A potential for violation of security, which exists when there is a circumstance,
capability, action, or event that could breach security and cause harm. That is, a threat
is a possible danger that might exploit vulnerability.

Attack

An assault on system security that derives from an intelligent threat; that is, an
intelligent act that is a deliberate attempt (especially in the sense of a method or
technique) to evade security services and violate the security policy of a system.

Table 1: Threats and Attacks

Security Attacks, Services And Mechanisms

To assess the security needs of an organization effectively, the manager responsible for
security needs some systematic way of defining the requirements for security and characterization of
approaches to satisfy those requirements. One approach is to consider three aspects of information
security:
'] Security attack — Any action that compromises the security of information owned by an

organization.
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[l Security mechanism — A mechanism that is designed to detect, prevent or recover from a

security attack.

] Security service — A service that enhances the security of the data processing systems and the
information transfers of an organization. The services are intended to counter security attacks and

they make use of one or more security mechanisms to provide the service.

SECURITY SERVICES

The classification of security services are as follows:

'] Confidentiality: Ensures that the information in a computer system and transmitted information
are accessible only for reading by authorized parties.

Eg., printing, displaying and other forms of disclosure.

'] Authentication: Ensures that the origin of a message or electronic document is correctly
identified, with an assurance that the identity is not false.

[/Integrity: Ensures that only authorized parties are able to modify computer system assets and
transmitted information. Modification includes writing, changing status, deleting, creating and
delaying or replaying of transmitted messages.

'] Non repudiation: Requires that neither the sender nor the receiver of a message be able to deny
the transmission.

] Access control: Requires that access to information resources may be controlled by or the target
system.

(1 Availability: Requires that computer system assets be available to authorized parties when

needed.

AUTHENTICATION

The assurance that the communicating entity is the one that it claims to be.

Peer Entity Authentication

Used in association with a logical connection to provide confidence in the identity of

the entities connected.

Data Origin Authentication
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In a connectionless transfer, provides assurance that the source of received data is as

claimed.

ACCESS CONTROL

The prevention of unauthorized use of a resource (i.e., this service controls who can
have access to a resource, under what conditions access can occur, and what those
accessing the resource are allowed to do).

DATA CONFIDENTIALITY

The protection of data from unauthorized disclosure.

Connection Confidentiality

The protection of all user data on a connection.

Connectionless Confidentiality

The protection of all user data in a single data block

Selective-Field Confidentiality

The confidentiality of selected fields within the user data on a connection or in a

single data block.

Traffic Flow Confidentiality

The protection of the information that might be derived from observation of traffic

flows.

DATA INTEGRITY
The assurance that data received are exactly as sent by an authorized entity (i.e.,

contain no modification, insertion, deletion, or replay

Connection Integrity with Recovery
Provides for the integrity of all user data on a connection and detects any
modification, insertion, deletion, or replay of any data within an entire data sequence,

with recovery attempted.

Connection Integrity without Recovery

As above, but provides only detection without recovery.

Selective-Field Connection Integrity
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Provides for the integrity of selected fields within the user data of a data block
transferred over a connection and takes the form of determination of whether the

selected fields have been modified, inserted, deleted, or replayed.

Connectionless Integrity

Provides for the integrity of a single connectionless data block and may take the form
of detection of data modification. Additionally, a limited form of replay detection may

be provided.

Selective-Field Connectionless Integrity

Provides for the integrity of selected fields within a single connectionless data block;

takes the form of determination of whether the selected fields have been modified.

NONREPUDIATION

Provides protection against denial by one of the entities involved in a communication

of having participated in all or part of the communication.

Nonrepudiation, Origin

Proof that the message was sent by the specified party.

Nonrepudiation, Destination

Proof that the message was received by the specified party.

Table 1.1 Security Services (X.800)

SECURITY MECHANISMS

or encryption-like transformations of information are the most common means of providing security.

One of the most specific security mechanisms in use is cryptographic techniques. Encryption

Some of the mechanisms are,

1. SPECIFIC SECURITY MECHANISMS

e Encipherment
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The use of mathematical algorithms to transform data into a form that is not readily intelligible. The
transformation and subsequent recovery of the data depend on an algorithm and zero or more
encryption keys.

Digital Signature

Data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect against forgery (e.g., by the
recipient).

Access Control

A variety of mechanisms that enforce access rights to resources.

Data Integrity

A variety of mechanisms used to assure the integrity of a data unit or stream of data units.
Authentication Exchange

A mechanism intended to ensure the identity of an entity by means of information exchange.

Traffic Padding

The insertion of bits into gaps in a data stream to frustrate traffic analysis attempts.

Routing Control

Enables selection of particular physically secure routes for certain data and allows routing changes,
especially when a breach of security is suspected.

Notarization

The use of a trusted third party to assure certain properties of a data exchange.

ii. PERVASIVE SECURITY MECHANISMS

Trusted Functionality

That which is perceived to be correct with respect to some criteria (e.g., as established by a security
policy).

Security Label

The marking bound to a resource (which may be a data unit) that names or designates the security

attributes of that resource.
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¢ Event Detection
Detection of security-relevant events.
e Security Audit Trail
Data collected and potentially used to facilitate a security audit, which is an independent review and
examination of system records and activities.
e Security Recovery
Deals with requests from mechanisms, such as event handling and management functions, and takes

recovery actions.

SECURITY ATTACKS

A useful categorization of these attacks is in terms of

[1 Passive attacks

] Active attacks

Passive attack Passive attacks are in the nature of eavesdropping on, or monitoring of,
transmissions. The goal of the opponent is to obtain information that is being transmitted. Passive
attacks are of two types:

[IRelease of message contents: A telephone conversation, an e-mail message and a transferred file
may contain sensitive or confidential information. We would like to prevent the opponent from

learning the contents of these transmissions.

Internet or
other comms facility

Figure 1.2 Release of message content
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[l Traffic analysis: If we had encryption protection in place, an opponent might still be able to
observe the pattern of the message. The opponent could determine the location and identity of
communication hosts and could observe the frequency and length of messages being exchanged.

This information might be useful in guessing the nature of communication that was taking place.

Internet or
other comms facility

Figure 1.3 Traffic Analysis

Passive attacks are very difficult to detect because they do not involve any alteration of data.
However, it is feasible to prevent the success of these attacks.

Active attacks
These attacks involve some modification of the data stream or the creation of a false stream. These

attacks can be classified in to four categories:

'] Masquerade — One entity pretends to be a different entity.

Figure 1.4 Masquerade

"] Replay — involves passive capture of a data unit and its subsequent transmission to produce an

unauthorized effect.
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Figure 1.5 Replay
'] Modification of messages — Some portion of legitimate message is altered or the messages are

delayed or recorded, to produce an unauthorized effect.

Figure 1.6 Modification of message

'] Denial of service — Prevents or inhibits the normal use or management of communication
facilities. Another form of service denial is the disruption of an entire network, either by disabling

the network or overloading it with messages so as to degrade performance.

2 Internet or

other comms facility

Ilnh Server

Figure 1.7 Denial of service
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It 1s quite difficult to prevent active attacks absolutely, because to do so would require
physical protection of all communication facilities and paths at all times. Instead, the goal is to

detect them and to recover from any disruption or delays caused by them.

Symmetric and Asymmetric Encipherment
Encryption/Decryption methods fall into two categories.
'] Symmetric-key Encipherment

(1 Asymmetric Encipherment

Symmetric-key Encipherment

Symmetric-key encipherment uses a single secret key for both encryption and decryption.
Encryption/decryption can be thought of as electronic locking system. In symmetric-key
enciphering, Alice puts the message in a box and locks the box using the shared secret key; Bob
unlocks the box with the same key and takes out the messages.

In symmetric key algorithms, the encryption and decryption keys are known both to sender
and receiver. The encryption key is shared and the decryption key is easily calculated from it. In

many cases, the encryption and decryption keys are the same.

Asymmetric Encipherment
In asymmetric encipherment, we have the same situation aas the symmetric-key encipherment,
with a few exceptions. First, there are two keys instead of one; one public key and one private
key. To send a secure message to Bob, Alice firsts encrypts the message using Bob“s public key.
To decrypts the message, Bob uses his own private key.
In public key cryptography, encryption key is made public, but it is computationally

infeasible to find the decryption key without the information known to the receiver.

A MODEL FOR NETWORK SECURITY

A message is to be transferred from one party to another across some sort of internet. The

two parties, who are the principals in this transaction, must cooperate for the exchange to take place.
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A logical information channel is established by defining a route through the internet from source to

destination and by the cooperative use of communication protocols (e.g., TCP/IP) by the two
principals.

Trusted third party
(e.g., arbiter, distributer
of secret information)
F 9

Recipient

Sender
Information
Security -related

Security-related =
transformation v Channel transformation

H Y >
? g — Z :T/I

information

Secure
message
Secure
message
Message

Muessage

Secret
information

v

Opponent

Figure 1.8 Model for Network Security

Using this model requires us to:
— design a suitable algorithm for the security transformation

— generate the secret information (keys) used by the algorithm

— develop methods to distribute and share the secret information

— specify a protocol enabling the principals to use the transformation and secret information for a

security service

MODEL FOR NETWORK ACCESS SECURITY
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Information System

Computing resources

”I’l-“ yient {processor, memaory, 110y
—human {e.g.. cracker) Data
—sofiware
(&g, Virus, worn) Processes

Access Channel Gatekeeper | sofiware
Manction

Internal security controls

Figure 1.9 Network Access Security Model

* using this model requires us to:

— select appropriate gatekeeper functions to identify users

— implement security controls to ensure only authorised users access designated information or
resources

* trusted computer systems can be used to implement this model

CONVENTIONAL ENCRYPTION
This is also referred conventional / private-key / single-key. Here the sender and recipient
share a common key. All classical encryption algorithms are private-key. It was only type prior to

invention of public-key in 1970.

Some basic terminologies used :

* plaintext- the original message

* ciphertext- the coded message

* cipher- algorithm for transforming plaintext to ciphertext
* key- info used in cipher known only to sender/receiver

* encipher (encrypt) - converting plaintext to ciphertext

* decipher (decrypt) - recovering ciphertext from plaintext

* cryptography- study of encryption principles/methods
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* cryptanalysis (codebreaking) - the study of principles/ methods of deciphering
ciphertextwithoutknowing key
* cryptology- the field of both cryptography and cryptanalysis

Figure 1.13 shows the simplified model of conventional encryption. Here the original
message, referred to as plaintext, is converted into apparently random nonsense, referred to as cipher
text. The encryption process consists of an algorithm and a key. The key is a value independent of
the plaintext. Changing the key changes the output of the algorithm. Once the cipher text is
produced, it may be transmitted. Upon reception, the cipher text can be transformed back to the
original plaintext by using a decryption algorithm and the same key that was used for encryption.
The security depends on several factors. First, the encryption algorithm must be powerful enough
that it is impractical to decrypt a message on the basis of cipher text alone. Beyond that, the security

depends on the secrecy of the key, not the secrecy of the algorithm.

Secret Key shared by Secret key shared Iy
sender and recipient sender and recipient
— I'ransmitted —
e =| c iphi.‘rll:.\.l =u —
—_— e
Plaintext : 8 .’ ? Plaintext
: Encryption algorithm Decryption algorithm
input . =l ; : : . ouiput
le.g., DES) ireverse of eneryption

algorithm)

Figure 1.10 Simplified Model of Conventional Encryption

* Two requirements for secure use of symmetric encryption:

— a strong encryption algorithm

— a secret key known only to sender / receiver
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Y=EK(X)
X=DK(Y)

* assume encryption algorithm is known

* implies a secure channel to distribute key

)

—_—a X

Cryptanalyst A
— K

3

Decryption
algorithm

Destination

——
Message X Encryption
source algorithm

E

b

Secure channel
Key
source

Figure 1.11 Model of Conventional Cryptosystem

A source produces a message in plaintext, X = [X1, X2, ... , XM] where M are the number
of letters in the message. A key of the form K = [KI1, K2, ..., KJ] is generated. If the key is
generated at the source, then it must be provided to the destination by means of some secure
channel. With the message X and the encryption key K as input, the encryption algorithm forms the
cipher text Y = [Y1, Y2, ..., YN]. This can be expressed as Y = EK(X) The intended receiver, in
possession of the key, is able to invert the transformation: X = DK(Y) An opponent, observing Y but
not having access to K or X, may attempt to recover X or K or both. It is assumed that the opponent
knows the encryption and decryption algorithms. If the opponent is interested in only this particular

message, then the focus of effort is to recover X by generating a plaintext estimate. Often if the
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opponent is interested in being able to read future messages as well, in which case an attempt is

made to recover K by generating an estimate.

CRYPTOGRAPHY

Cryptographic systems are generally classified along 3 independent dimensions:

'] Type of operations used for transforming plain tex

in the plaintext are rearranged.

[] The number of keys used

If the sender and receiver u metric key

R

&@or) single key

(or) conventional encryption. If the send Wmto be public

key encryption.

'] The way in which th

ements at a , producing output block

ents continuously, producing output

known to the cryptanalyst.
] Cipher text only — A copy of cipher text alone is known to the cryptanalyst.
'] Known plaintext — The cryptanalyst has a copy of the cipher text and the corresponding

plaintext.
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'] Chosen plaintext — The cryptanalysts gains temporary access to the encryption machine. They
cannot open it to find the key, however; they can encrypt a large number of suitably chosen
plaintexts and try to use the resulting cipher texts to deduce the key.

"IChosen cipher text — The cryptanalyst obtains temporary access to the decryption machine, uses

it to decrypt several string of symbols, and tries to use the results to deduce the key.

substitution and

i i
or by numbers or symbols. IZ//'/ € plaintext is Vleweé as a sequence of bits, then substitution involves
// .
replacing plaintext bit pattern i sy text bit patte
'
(1)Caesar cipher (or) shift cipher

Itis a mona-alphabetw cipher Where ntext is substituted by another letter to

form the ciphertext. It is.a simplest fo ubstitution cipher scheme.

This cryptosystem 1s_generally refersed t the Shift Cipher. The concept is to replace each

alphabet by another alphabetwhich is “shifted’ by some fixed number between 0 and 25.

For this type of scheme, both sender and receiver agree on a ‘secret shift number’ for shifting the

alphabet. This number which is between 0 and 25 becomes the key of encryption.

The name ‘Caesar Cipher’ is occasionally used to describe the Shift Cipher when the ‘shift of three’

is used.
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Plaintext Alphabet | a |b|c|d|e|f|g|h|[i[]|k|I]|m W X
Ciphertext Alphabet | D |E | F[G[H| I |J|K|L{M|N|O|P|Q[R|S|T|U|V|W[X|Y|Z]|A|B|C

=2
(]
L=
N
L
-
=

The earliest known use of a substitution cipher and the simplest was by Julius Caesar. The Caesar

cipher involves replacing each letter of the alphabet wit ter standing 3 places further down

the alphabet.

e.g., plain text : pay more money

Cipher text: SDB PRUH PRQHB

.

Note that the alphabet is wrapped ar laintext letter
p, substitute the cipher text letter ¢ suc

C=E(p) = (p*t3) mod 26

where k takes on a value in the 1
The decryption algorithm is simp
P= D(C) = (C-k) mod 26

Monoalphabetic Cipher

Monoalphabetic cipher is agubstitution cipher in which for a given key, the cipher alphabet for each
plain alphabet is fixed througheut:the encryption process. For example, if ‘A’ is encrypted as ‘D’,

for any number of occurrence in that plaintext, ‘A’ will always get encrypted to ‘D’.

It is an improvement to the Caesar Cipher. Instead of shifting the alphabets by some number, this

scheme uses some permutation of the letters in alphabet.

For example, A.B.....Y.Z and Z.Y...... B.A are two obvious permutation of all the letters in
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alphabet. Permutation is nothing but a jumbled up set of alphabets.

With 26 letters in alphabet, the possible permutations are 26! (Factorial of 26) which is equal to
4x10°°. The sender and the receiver may choose any one of these possible permutation as a

ciphertext alphabet. This permutation is the secret key of the scheme.

Process of Simple Substitution Cipher

. Write the alphabets A, B, C,...,Z in the natura

. The sender and the receiver decide on@ random cted pefmutation of the letters of the

y

’/%
>
alphabet. o .
. Underneath the natural order »letters of the
alphabet. For encryption, sender replaces‘¢ i itu utation letter

that is directly beneath it afisthe table. This proeess is shown ustration. In this

, G, ..., O.Theplaintext ‘point’ i&.encrypted to ‘MIBXZ’.

iphertext letters is a key.

"%

Plaintext Alphabet |a |b|c|d|e|f|g|h|i|[j|k|[I|m|njo|p|g|r|s|t|u|fv|w|x|y]|2Z

Ciphertext Alphabet | K |[D |G| F(N|S|L|V|B(W|A|H|E[X|J[M|Q|IC|P|Z|R|T|Y|I|U|O

. On receiving the eiphertext, the re who also knows the randomly chosen permutation,

replaces each ciphertext letter on the:botto w with the corresponding plaintext letter in the top

row. The ciphertext ‘MJBXZ2 is decrypted to ‘point’.

Polyalphabetic ciphers
Polyalphabetic Cipher is a substitution cipher in which the cipher alphabet for the plain alphabet
may be different at different places during the encryption process. The next two examples, playfair

and Vigenere Cipher are polyalphabetic ciphers.
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. Another way to improve on the simple monoalphabetic technique is to use different

monoalphabetic substitutions as one proceeds through the plaintext message. The general name for

this approach is polyalphabetic cipher. All the techniques have the following features in common.

. ] A set of related monoalphabetic substitution rules are used
. " A key determines which particular rule is chosen for a given transformation.
Playfair Cipher

In this scheme, pairs of letters are encrypted, inst single letters as in the case of simple

substitution cipher. ‘

§
table i%% grid of alphabets that acts as
must ‘be unique and one letter of the

o

\\\\\\\\\\\\\\\

In playfair cipher, initially a key table is created.

. 4

alphabet (usually J) is omitted from f 26. If the

The sender and the receiver d i say ‘tutorials’y In a key table, the first
. by sy TR Y

characters (goingleft to right) S.th uding the duplicate letters. The rest of
the table will be filled with th |

works out to.be —

et, in natural order. The key table

T |

<| = Q| >
m
iy
&l
e

Process of Playfair Cipher
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. First, a plaintext message is split into pairs of two letters (digraphs). If there is an odd
number of letters, a Z is added to the last letter. Let us say we want to encrypt the message “hide

money”. It will be written as —

HIDE MO NE YZ
. The rules of encryption are —
o If both the letters are in the same colu ke the letter below each one (going back

to the top if at the bottom)

T U O R 1

. If both letters a he letter to the right of each one (going back to the

left if at the farthest right)

~

‘D’ and ‘E’ are in same row, hence take letter to the

T U O R I

right of them to replace. DE — EF
A L S B C
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D E F G H

KM NP Q

vV W X Y Z

. If neither of the preceding two rules are true, a rectangle with the two letters and take

the letters on the horizontal opposite corner of the rectangle. »

A

'M" and 'O’ nor on same column or same row,
hence form rectangle as shown, and replace letter
by picking up opposite corner letter on same row
MO -> NU

x| O = -

<

sl M — c
x| 2 M s
<| 9 o m =
N|O| I O -

g

Using these rules, the result of the h the key of ‘tutorials’ would be —

QC EF NUMBEZV

Decrypting the Playfair eiphéiis.as simpl doing the same process in reverse. Receiver has the

same key and can create the same key tableyand then decrypt any messages made using that key.

Example 2: (Playfair cipher)
The playfair algorithm is based on the use of 5x5 matrix of letters constructed using a
keyword. Let the keyword be “monarchy*.
The matrix is constructed by filling in the letters of the keyword (minus duplicates) from left

to right and from top to bottom, and then filling in the remainder of the matrix with the remaining
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letters in alphabetical order.The letter “i and “j* count as one letter. Plaintext is encrypted two
letters at a time according to the following rules:
] Repeating plaintext letters that would fall in the same pair are separated with a filler letter such as

e, ce

X

] Plaintext letters that fall in the same row of the matrix are.each replaced by the letter to the right,

with the first element of the row following the last.

] Plaintext letters that fall in the same column are ced by the letter beneath, with the top

element of the column following the last.

occupied by the other plaintext lette
M o

Plaintext = meet me at the school hou

hesch ox ol ho us ex

ILHY AV MP HF XL IU

Splitting two lettets as a unit => me et me
Corresponding cipher text=> CL.KL CL
Strength of playfair cipher

"1 Playfair cipher is a great advance over simple mono alphabetic ciphers.

] Since there are 26 letters, 26x26 = 676 diagrams are possible, so identification of individual

digram is more difficult.

) Frequency analysis is much more difficult.

Hill cipher
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This is proposed by Lester Hill in 1929. In this method, m letters together are substituted
by m cipher letters. The formula is ¢ =k * p (mod 26), where k is m X m matrix (entries are mod
26). p, ¢ are column vectors of size m. To get plain text back we use the formula k-ic (mod 26) =

p-
We now discuss the computation of A™' in mod 26.

A|=15-136=-121=9 (mod 26)

4 g
A~ :l[ ’ ]1110d26
9l _ 5

1/9=3 (mod 26), since 3 and " icative i

4 (3 13’]
A =3
9 5

9 35
23 3

o

A

] mod26
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Example: Let m=3.
IT 5

18 21
2 19

-} -

/1 -I,'
Suppose that plain text 1s “pay more money”. Take first three characters and find its cipher.

k=]21

15
pay=| 0
24
17 17 5Y{I5) (375 11
e=[21 18 21|| 0 |=]|819 [mod26=|13 |=LNS.
2 2 19)l24) {486 18

Decryption requires k™.

k| =-939 =23 (mod 26)

27/37
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Vigenere cipher

| Plassse

3 T - d € ] E & i i k I m = a p g T . 1 W - i i
A B g 1 | | LR H 1 J E L M N O F « H r i VO Ow X 9 i
i i I i i i I i I k L1} £ ik [ iy K & ) [ L [ L Y 3 LY
L i) I F L] i i I K (! L] b o F Lu ] 4 % 1 i L L x i ] o A "
¥ E I | H ] | LW 1 M X O I LE B 5 I L ¥ W L | £ A i i
F F G H 1 i E 1 M N O FP © KE 5 T 1 ¥ ow X ¥ £ A B ( (4]
I L " I ] k | M N O F QO R % 1 1 % W X L 8 A ] i (& L}
L i i | k [} W LS i | 4 o [} 1 1 L' - 5 ] 2 Y 1] i (4] ] i
[ [ | ] K L M K (8 ? R 5 T 1 W, W XK Y ok A W o 5 | I [
I j| K M ON.O F O R 5 T ¥ W X ¥ 2 A B C D 0 I I
) K i LY * (4] P ] K L T i W W x ] x A H (] I ¥ &G M { |

i E L M ¥ O F O R 5 T A L. X Y T A B q L I | F T 1
I M N O F 0 K & R ¥V W X Y F A B I L rF o i [ K

= M % O F O R % r i VoW X % ¥ AN {1 T | y i "o (R |

b o r Q = & L] I W L X k| X A B 4] | F i H I ] K | L]
o F O £ T i ¥ W X ¥ 2 A R { B0 F G WM 1 J K L. M %
¥ " S | ¥y W X Y T A B « (I | 1 L I P KO M N O
O R 5 r Voow X ¥ X A BT i O | I a Mo\ I K M N O F
R % I i Y % X % i/ A H. o | ¥ G H 1 1 E 1 M % O F O
5 T 1 L L X ¥ 4 A L] i I I I LE H I ! K L L b I Lk} L]
T i Y W K ¥ F N | R I | I G ®W o1 P K 10 M O% O O F O R
[} VW W X ¥ E A B 1 5 I VoG om0 I K I M N O F R S
& L] X ¥ & N [l L] oo L} i N I | k | M N L F O L Y I
w X ¥ £ L B i oD I I G W I ] E I ! Nk F g R - ] ! 1
X T £ A B ¢ [ [ F H 1| I K L M N O 7 B s T 1 ¥
T X Al ¢ i L | ] I K | M N O F O K § 7 | L
I A B B [ i o I K B M N O F O W 5 | ¥ W X

To encrypt a message, a key 1St as long a

Usually, the key'is a repeating . For exar eyword is deceptive, the message

"we are discovered save yourself" 18

key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveéyourself
ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMG]J

Decryption is equally simple. The key letter again identifies the row. The position of the ciphertext
letter in that row determines the column, and the plaintext letter is at the top of that column.
The strength of this cipher is that there are multiple ciphertext letters for each plaintext letter, one

for each unique letter of the keyword. Thus, the letter frequency information is obscured.
Vigenere Cipher

This scheme of cipher uses a text string (say, a word) as a key, which is then used for doing a
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number of shifts on the plaintext.

For example, let’s assume the key is ‘point’. Each alphabet of the key is converted to its respective

numeric value: In this case,

p—16,0—15,i—9,n— 14, and t — 20.

Thus, the key is: 16 15 9 14 20.

Process of Vigenere Cipher

of this key is ‘16 159 14 20°.

The sender wants to encrypt

plaintext and numeric key as follows —

a |t t f r|o s o ||t h |e |a |s|t
16 (159 15(9(14 (20|16 115|914 |20(16|15|9| 14

He now shifts each plain habet { m ten below it to create ciphertext as
W plai p \y ﬂf%/‘lu w i ip X

shown bélow —

a [t t|a|le¢ |k |fF |Frlo  m|s o (u|lt (h | |a |s|k

16 |15|(9 (14 (20 |16 (15|95 |14 |20 |16 |15 |9 (14|20 (16|15 |9 | 14

Q- (I €6 W A (U AE |G |I D |BH|B UI[|P|BH

Here, each plaintext chatacter has been shifted by a different amount — and that amount is

determined by the key. The key must be less than or equal to the size of the message.

For decryption, the receiver uses the same key and shifts received ciphertext in reverse order

to obtain the plaintext.
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Q: (1 &0 (WA (8 | ME |G| (D |BH (B |Y(#  BH

16 |15(9 |14 |20 |16 | 15 14120(16 (15|19 |14 |20 |16 |15 |9 | 14

o

g |t FEla | |k |F el |m(s (& |alt | |e | |5t

Security Value

Vigenere Cipher was designed by tweaking the standard Cagsar cipher to reduce the effectiveness of

cryptanalysis on the ciphertext and make a cryptos ore robust. It is significantly more

secure than a regular Caesar Cipher.

One Time Pad Cipher

It is an unbreakable cryptosyst

The circumstances are —

. The length of the Keyword is same as th/%é 1
. The keyword is a ran%%}// A

It represents the message as his can be accomplished by writing all

numbers in binary, for example, or by ASCII. The key is a random sequence of 0*s and 1*s of
same length as the message. ©nce a key , it 1s discarded and never used again. The system
can be expressed as follows:
Ci=Pi ® Ki
Ci - ith binary digit of cipher text
Pi - ith binary digit of plaintext
Ki - ith binary digit of key

@ — exclusive OR opearaiton
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Thus the cipher text is generated by performing the bitwise XOR of the plaintext and the
key. Decryption uses the same key. Because of the properties of XOR, decryption simply involves

the same bitwise operation:

Pi=Ci® Ki
e.g., plaintext=0010 1001
Key =10101100

ciphertext=10000101
Advantage:
' Encryption method is completely ext on
Disadvantages

U] It requires a very long key which is expe

i

to reuse 1t f{}f a second mess

N
a/{//é/;'any knowledge on the first

] Once a key is used, it is'd

message would give knowledg:

TRANSPOSITION TECHNIQUE!

AII the, techniques examined titution of a cipher text symbol for a

plaintext symbol.»Avery different k mapping is achieved by performing some sort of

permutation on the ‘plaintext letters. This te ¢ is referred to as a transposition cipher.

(i) Rail fence
It is simplest of such eipher, in which the plaintext is written down as a sequence of

diagonals and then read off as a sequence of rows.

Plaintext = "meet me after the toga party"

To encipher this message with a rail fence of depth 2, we write the message as follows:

memadtrhtg P

e te feteoaat

'|:_1
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The encrypted message is
MEMATRHTGPRYETEFETEOAAT
(ii) simple columnar transposition
An example is a ‘simple columnar transposition’ cipher where the plaintext is written horizontally

with a certain alphabet width. Then the ciphertext is read vertically as shown.

For example, the plaintext is “golden statue is in eleven

and the secret random key chosen is “five”. We arra text horizontally in table with number
shown below.

o

of column equal to key value. The resulting text is

7

.

.

u e N

(]
bz |

The ciphertext is obtained by réading colu rertically downward from first to last column.
The ciphertext is ‘gnuneaoseenvltiltedaschetive’.

To decrypt, the receiver prepares similar table. The number of columns is equal to key number. The
number of rows is obtained by dividing number of total ciphertext alphabets by key value and

rounding of the quotient to next integer value.

The receiver then writes the received ciphertext vertically down and from left to right column. To

obtain the text, he reads horizontally left to right and from top to bottom row.
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A pure transposition cipher is easily recognized because it has the same letter frequencies as
the original plaintext. The transposition cipher can be made significantly more secure by performing
more than one stage of transposition. The result is more complex permutation that is not easily

reconstructed.

STEGANOGRAPHY

A plaintext message may be hidden in

of the two ways. The methods of

steganography conceal the existence of the message y as the methods of cryptography render
the message unintelligible to outsiders by various tr%/msform%’@ﬁs ofthe t%\t.
o

A simple form of steganography, is one in"wi an a&ment of words or letters within

an apparently innocuous text spells
e.g., (i) the sequence of first let
(hidden) message. (ii) Subset of the word i " vey the hidden

message.

/ .
@

some of them are
1 Character marking — selected et i text are overwritten in pencil. The

marks are ordinarily net visible unles ngle to bright light.

] Invisible ink'= anumber of substances* e used for writing but leave no visible trace until heat

or some chemical is‘applied to thepaper.

! Pin punctures — small pin punctures on selected letters are ordinarily not visible unless the paper

is held in front of the light.
[ Typewritten correction ribbon — used between the lines typed with a black ribbon, the results of

typing with the correction tape are visible only under a strong light.

Drawbacks of steganography

] Requires a lot of overhead to hide a relatively few bits of information.
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] Once the system is discovered, it becomes virtually worthless.

Rotor Machines

The example just given suggests that multiple stages of encryption can produce an algorithm that is

significantly more difficult to cryptanalyze. This is as true of substitution ciphers as it is of

transposition ciphers. Before the introduction of DE ost important application of the

principle of multiple stages of encryption was a class ; ms known as rotor machines.

1gure .

The basic principle of the rotor machine is illustrated in F THe méchine consists of a set of

.

If we associate each inputand output pin'with a letter of the'alphabet, then a single cylinder
defines a monoalphabetic su%uf’f o \ oure , if an operator depresses the key for

1///

the letter A, an eleetric signal 18 first cylinder and flows through the
internal connection to the twenty

Consider a machine with a h input key is depressed, the cylinder
rotates one position, so that the inte onnections are shifted accordingly. Thus, a different
monoalphabetic substitution=cipher is defi After 26 letters of plaintext, the cylinder would be
back to the initial position. Thus, we have a polyalphabetic substitution algorithm with a period of
26.

A single-cylinder system is trivial and does not present a formidable cryptanalytic task. The
power of the rotor machine is in"the use of multiple cylinders, in which the output pins of one
cylinder are connected to the input pins of the next. Figure shows a three-cylinder system. The left
half of the figure shows a position in which the input from the operator to the first pin (plaintext
letter a) is routed through the three cylinders to appear at the output of the second pin (ciphertext

letter B).
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With multiple cylinders, the one closest to the operator input rotates one pin position with
each keystroke. The right half of Figure shows the system's configuration after a single keystroke.
For every complete rotation of the inner cylinder, the middle cylinder rotates one pin position.
Finally, for every complete rotation of the middle cylinder, the outer cylinder rotates one pin
position. This is the same type of operation seen with an odometer. The result is that there are 26 x

26 x 26 = 17,576 different substitution alphabets used bef

system repeats.

IRmreciion of moibon arection of molion
L Y L 4 L ) 4
= A4 21 25 20 I £l A = A :;—\ 13 25 .,——2“ i Bl A
= {|25—p 3 | [ 2 18] 1t = )24~ 2] I | 1 I8} B
W e 15 2 6 3 wnl C = (|25 3 5 6 3 2061 C
(K] B 1 3 4 4 rd WA 26 15 i 4 4 =17 D=
E|2 19 4 15 3 A2 E- EL | 4 15 5 0] E
F|3 10 s i 6 221 F Fl2 1% 5 i i 22 |
ifd 14 (3 14 ] K (i]3 o & 14 7 ] B
H]S =2 F 38 . Vi K i H Hl4 I4 T 12 R A H
Ies . | K 23 9 ~13] |- 13 26 R — 23 9 — 13] |
17 ] 9 5 10 1] J 16 b} 9 5 (1] iy )
KI% 16 ([ [ 3 41 K K|7 ¥ 1] 16 I 41 K
1.1% T 1§ 2 i2 a3l i WE 16 I 2 12 a3 |
MO P 12 ',-—-—-'.’.! 131 M Mg 7 12 a2 13 SIM
NI 4 13 19 I4 M4 N N1 10 p I3 19 14 I8N
(8] B 11 14 Il I5 Ol 0 i1 4 14 11 15 — G )
M3 5 b5 18 1] 2] " rz 11 15 18 15 121 I
] 14 17 ({3 25 17 25| Q O 13 s 16 ~25 7= 251 ©
K|S L' 17 — 14 by i 6] B o4 17 17 24 15 6] B
5116 12 1'% 13 v 191 5 S|1s v I8 13 19 191 5
N R 23 19 — 7 20 6] 1 |16 12 19 7 0 6] 1
Ups 18 20 (] 21 151 0 Uiz 23 204 {1} ol 15] L
viig 2 21 R =2 21| v V]IS 13 2 g o= 20 v
W0 =24 v Lo 2l 23 W Wlis 2 22 21 0 W
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(&) Imitiald seatimg (b} Settimg alter oe keystnke

Figure 1.12 Three-Rotor Machine with Wiring Represented by Numbered Contacts
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POSSIBLE QUESTIONS
PART A (20 x 1 =20 marks)
(ONLINE EXAMINATION)

PART B (5 x 6 = 30 marks)

—

. Explain the following
1) Differentiate passive and active attacks

i1) Differentiate a block cipher and a stream cipher?

N

. Explain in detail about Security Services and OSI arc

3. Explain the following
1) Transposition Techniques
i) A model for network security.
4. List and explain any two Substitution Techniqu
5. Briefly describe Security Attacks, i tric Cryptog;;aphy
6. . /
1) LlS.t and Define Substitution T
i) Given the key "MONARCHY" apply play "FACT
to ensure confidefitially at the destina%nn, d
authenticity. N
7. Write note on Rotor machl/ [ position Tt

. Mustrate in detail about the ca

O 00
_
p—a
=
=.
¢
[S)
o
=
D
o
(@]
S
(¢}
o
=
[
o

ii) Explain about Steganography.
10. i) Explain in detail about the O

1. User Bob sends the following message to user Alice. Calculate the encrypted message using
playfair cipher by creating a key table:

The message is : “hide money”

The sender Bob and the receiver Alice decide on a particular key, ‘tutorials’.

2. To pass an encrypted message from one person to another, it is first necessary that both
parties have the 'key' for the cipher, so that the sender may encrypt it and the receiver may decrypt
it. Perform the encryption steps involved with the Caesar cipher.
Encrypt the following text:

a. 'defend the east wall of the castle',

Prepared by Dr.S.Saravana Kumar, Asst. Prof, Dept of CS, KAHE 36/37




KARPAGAM ACADEMY OF HIGHER EDUCATION

CLASS:IMSCCS COURSE NAME: CRYPTOGRAPHY AND NETWORK SECURITY

COURSE CODE: 18CSP102 UNIT: I (CRYPTOGRAPHY) BATCH-2018-2020

Shift (key) = 3.
b. ‘the other side of silence’
Shift (key) = 5.

3. Explain Substitution Techniques
4. Describe about Transposition Techniques.

5. Explain OSI security architecture.
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S.NO Question Option 1 Option 2 Option 3 Option 4 Answer
1 |cMAC stands for cipher pasgd mask|cipher based|common based|cipher .ba.sed message|cipher  based
authentication code|message message authentication code message
2 | —— Is the study of techniques for ensuring the cryptolo network security |computer security |internet cryptolo
secrecy and/or authenticity of information ryptology y P y yptology
which deals with the defeating such techniques . . . . .
3 |— ) . computer security |network security [cryptanalysis internet cryptanalysis
to recover information
4 |\ area covers the use of crypt(.)gre.lphlc algorithms computer security |network security [internet mobile security netwqu
in network protocol and network application security
term to refer to the security of computers|. . . . . computer
5 — internet network security |computer security |mobile security )
against intruders. security
6 the generic name for the collection of tools designed to computer security |network security linternet mobile securit computer
protect data and to thwart hackers is P y y y security
measures are needed to protect data during . . computer . . network
7 ; . mobile security ) internet network security .
their transmission security security
Intel Arithmetic|Internet Internet . Internet
8 |IABstandsfor___ Board Arithmetic Board |Architecture Board Intel Architecture Board Architecture
9 |CERT stands for computer electriclcomputer computer electriclcomputer electric reply|computer
— response team emergency reply team task emergency
10 the seCL_m_ty architecture is u§e_ful to ma!’lagers as oSl SI0 osl| OSA oSl
a way of organizing the task of providing security
the oSl architecture focuses on security|internet,base,secur attack,internet,serv|attack,mechanism,servic |attack,mechani
11 . net,mech,none |. .
and ity ices e sm,service
12 Any actlon that compromises the security of information Security attack Security Service Securlty. None Security attack
owned by an organization is known mechanism
13 is a mechanism that is designed to Security service Security attack Securlty. None Securlty.
detect Jprevent or recover from a security attack mechanism mechanism




14

is a service that enhances the security of
the data processing systems and the information

Security
mechanism

Security service

Security attack

None

Security service

15

are in the nature of eavesdropping on,or
monitoring of, transmissions

mobile attack

active attacks

internet attacks

passive attacks

passive attacks

16

are very difficult to detect because they do not
involve any alteration of the data

active attacks

passive attacks

internet attacks

mobile attack

passive attacks

17

involves some modification of the data stream or
the creation of a false stream.

active attacks

passive attacks

internet attacks

mobile attack

active attacks

A takes place when one entity pretends to

18 be a different entity. Reply masquerade denial of service |X.800 masquerade
19 |F7 involves the passive capture of a data unit and Reply masquerade denial of service |X.801 Reply
its subsequent retransmission to produce an
20 the ____ prevents or .|nh.|b|ts the normal - use  or masquerade denial of service |Reply X.802 demgl of
management of communication facilities. service
21 |——— defines a security service as a servicely g, X.500 X.800 X.8000 X.800
provided by a protocol layer of communicating open
29 X.800 d|V|des. _services into categories and 5.14 6.14 5.19 6.19 5.14
specific services
23 requires the access to information reduces authentication Non repudiation |Access control confidentiality Access control

may be controlled by or for the target system

24

requires that neither the sender nor the
receiver of the message be able to deny the

Non repudiation

Authentication

Access control

Access control

Non repudiation

25

requires that computer system assets be
available to authorized parties when needed.

Non repudiation

Authentication

Availability

Access control

Availability

26

is the protection of transmitted data from
passive attacks

Authentication

confidentiality

Non repudiation

Access control

confidentiality

provides for the corroboration of the source|data origin|peer entity . data origin
27 | 7——7— . C . transformation Access control L
of a data unit authentication authentication authentication
28 exploit service flaws in computer to inhibit use service threats information internet network security service threats

by legitimate users

threats

threats intercepts or modify data on behalf of|. . . . . information
29 internet service threats |information access |network security
users who should not have access to that data access
and are two examples of software| . . . viruses and
30 viruses and worms |service internet network
attacks worms
encryption is a form of cryptosystem in which . . : .
31 : . . symmetric asymmetric service network symmetric
encryption and decryption are performed using the
encryption transforms plaintext into ciphertext . . . .
32 |———— : . service asymmetric symmetric network symmetric
using a secret key and an encryption algorithms
33 involves trying all possible keys brute force symmetric asymmetric network brute force




techniques map plaintext elements into

M | transposition substitution service network substitution
ciphertext elements
35 | — tech.n|ques systematically  transpose ~ the transposition substitution service network transposition
positions of plaintext elements
36 —machlnes are soph!st|9ated p.recomputer computer rotor network embedded rotor
hardware devices that use substitution techniques
is a technique for hiding a secret message . .
37 within @ larger one steganography encryption decryption none steganography
38 |An original message is known as ciphertext input plaintext output plaintext
39 |the coded message is called the plaintext ciphertext input output ciphertext
40 Fhe process of converting from plain text into ciphertext enciphering deciphering substitution transposition enciphering
is known as
41 |restoring the plaintext from the ciphertext is deciphering enciphering substitution transposition deciphering
42 the . key is also input to the encryption secret plain cipher none secret
algorithm
43 mls essentially the encryption algorithm run in substitution encryption decryption transposition decryption
the algorithm performs various substition and . . o . :
44 transformation on the plaintext transposition encryption substitution decryption encryption
45 is the scrambled message produced as output |plaintext ciphertext input output ciphertext
types of attack exploits the characteristics of . I . .
46 the alaor algorithm to attempt to deduce a specific plaintext transposition substitution cryptanalysis none cryptanalysis
47 A _ techniques is one in which the letter of plaintext substitution transposition cryptanalysis none substitution
are replaced by other letters or by numbers or symbols
48 the cipher involves replacing each letter of the caesar monoalphabetic layfair cipher hill ciohers caesar
alphabet with the letter standing three places further cipher P P P
49 ,the relative frequency of the letters can be layfair cipher hill ciphers monoalphabetic caesar monoalphabetic
determined and compared to a standard frequency P P P cipher cipher
treats diagrams in the plaintext as single units and o monoalphabetic |, .., . o
50 translates these units into ciphertext diagrams playfair cipher cipher hill ciphers caesar playfair cipher
takes m successive plaintext letters and — monoalphabetic T T
51 substitutes for them m ciphertext letters playfair cipher cipher caesar hill ciphers hill ciphers
produces random output that bears no statistical . . . .
52 |—/——— .. . one time pad vigenere rail fence none one time pad
relationship to the plaintext
which the plaintext is written down as a sequence . . . .
53 one time pad rail fence vigenere none rail fence

of diagonals and then read off as a sequence of rows




selected letters of printed or typewritten text| . S . type writer correction|character
54 | ——. . . pin punctures invisible ink character marking | : .
are overwritten in pencil ribbon marking
55 — A numpgr of substanpes can be used for writing character marking |invisible ink pin punctures type writer correction invisible ink
but leave no visible trace until heat ribbon
56 small _ on selected letters are ordinarily not in punctures type writer character markin in punctures in punctures
visible unless the paper is held up in front of a light pin p correction ribbon g [pinp pinp
57 used between lines typed with a black ribbon character marking |pin punctures invisible ink type writer - correction|type . writer
ribbon correction
the machines consists of a set of independently rotating . . .
58 . . electrical pulse waves rail fence none electrical pulse
cylinders through which can flow
59 |———" which a k eyword 'S concatenated with the autokey system random key rail fence none autokey system
plaintext itself to provide a running key system
the best known and one of the simplest such algorithm| . . . .
60 vigenere rail fence one time pad none vigenere

is referred to as the cipher
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UNIT -11
Syllabus

Block Ciphers and Data Encryption Standard —Block Cipher Principles — The Data Encryption
Standard - The Strength of DES —Advanced Encryption Standard (AES) — Evaluation Criteria for
AES — The AES Cipher — Multiple Encryption and Triple DES — Block Cipher Modes of Operation
— Stream Ciphers and RC4- modular Arithmetic and Euclidean Algorithm.

BLOCK CIPHERS AND DATA ENCRYPTION STANDARD

CIPHER PRINCIPLES

Virtually, all symmetric block encryption algorithms in current use are based on a structure
referred to as Fiestel block cipher. For that reason, it is important to examine the design principles of
the Fiestel cipher. We begin with a comparison of stream cipher with block cipher.
* A stream cipher is one that encrypts a digital data stream one bit or one byte at a time. E.g,
vigenere cipher.
* A block cipher is one in which a block of plaintext is treated as a whole and used to produce a
cipher text block of equal length. Typically a block size of 64 or 128 bits is used.

Block Ciphers

In this scheme, the plain binary text is processed in blocks (groups) of bits at a time; i.e. a block of
plaintext bits is selected, a series of operations is performed on this block to generate a block of
ciphertext bits. The number of bits in a block is fixed. For example, the schemes DES and AES
have block sizes of 64 and 128, respectively.

Stream Ciphers

In this scheme, the plaintext is processed one bit at a time i.e. one bit of plaintext is taken, and a
series of operations is performed on it to generate one bit of ciphertext. Technically, stream ciphers
are block ciphers with a block size of one bit.
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Block Cipher Key
Plaintext l

Blockn Plaintext = | : :

. Block 2 Plaintex —» Encryption » Ciphertext

' t . Function Block n Ciphertext
' Block 1
Stream Cipher
Key

Key ————»
i | Generator

Bit stream 101011000101110110010

: Bit Ciphertext
Plaintext 110010001010 ———» Cinettg o 100110101101

Block cipher principles

Most symmetric block ciphers are based on a Feistel Cipher Structure.lt is needed since most
be able to decryptciphertext to recover messages efficiently Block ciphers look like an extremely
large substitution. It would need table of 264 entries for a 64-bit block. Itis created from smaller
building blocks. It was the using idea of a product cipher.

In 1949 Claude Shannon introduced idea of substitution-permutation (S-P) networks called
modern substitution-transposition product cipher these form the basis of modern block ciphers
* S-P networks are based on the two primitive cryptographic operations we have seen before:
* substitution(S-box)

* permutation(P-box)

* Substitution: Each plaintext element or group of elements is uniquely replaced by a
corresponding cipher text element or group of elements.

* Permutation: A sequence of plaintext elements is replaced by a permutation of that sequence.
That is, no elements are added or deleted or replaced in the sequence, rather the order in which
the elements appear in the sequence is changed.

* provide confusion and diffusion of message
» diffusion— dissipates statistical structure of plaintext over bulk of ciphertext

* confusion— makes relationship between ciphertext and key as complex as possible
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FEISTEL CIPHER STRUCTURE

Feistel Cipher is not a specific scheme of block cipher. It is a design model from which many
different block ciphers are derived. DES is just one example of a Feistel Cipher. A cryptographic
system based on Feistel cipher structure uses the same algorithm for both encryption and
decryption.

Encryption Process

The encryption process uses the Feistel structure consisting multiple rounds of processing of the
plaintext, each round consisting of a “substitution” step followed by a permutation step.

Feistel Structure is shown in the following illustration —

Plaintext block
(Davide into two halves, 1. and B)
Round Keys
K
Round, - v '
 F(KR)
K,
Round .
(L R
K
Round ----w-—--. : S
F(K.R) /?"‘(—
r,,; i

Ciphertext block

Figure 2.1 Classical Feistel Network
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e The input to the encryption algorithm are a plaintext block of length 2w bits and a key K.
The input block to each round is divided into two halves that can be denoted as L and R for
the left half and the right half.

e In each round, the right half of the block, R, goes through unchanged. But the left half, L,
goes through an operation that depends on R and the encryption key. First, we apply an
encrypting function ‘f” that takes two input — the key K and R. The function produces the
output f(R,K). Then, we XOR the output of the mathematical function with L.

e In real implementation of the Feistel Cipher, such as DES, instead of using the whole
encryption key during each round, a round-dependent key (a subkey) is derived from the
encryption key. This means that each round uses a different key, although all these subkeys
are related to the original key.

o The permutation step at the end of each round swaps the modified L and unmodified R.
Therefore, the L for the next round would be R of the current round. And R for the next
round be the output L of the current round.

e Above substitution and permutation steps form a ‘round’. The number of rounds are
specified by the algorithm design.

e Once the last round is completed then the two sub blocks, ‘R’ and ‘L’ are concatenated in
this order to form the ciphertext block.

The difficult part of designing a Feistel Cipher is selection of round function ‘f’. In order to be
unbreakable scheme, this function needs to have several important properties that are beyond the
scope of our discussion.

Decryption Process

The process of decryption in Feistel cipher is almost similar. Instead of starting with a block of
plaintext, the ciphertext block is fed into the start of the Feistel structure and then the process
thereafter is exactly the same as described in the given illustration.

The process is said to be almost similar and not exactly same. In the case of decryption, the only
difference is that the subkeys used in encryption are used in the reverse order.

The final swapping of ‘L’ and ‘R’ in last step of the Feistel Cipher is essential. If these are not
swapped then the resulting ciphertext could not be decrypted using the same algorithm.

Number of Rounds

The number of rounds used in a Feistel Cipher depends on desired security from the system. More
number of rounds provide more secure system. But at the same time, more rounds mean the

Prepared by Dr.S.Saravana Kumar, Asst. Prof, Dept of CS, KAHE 4/37




KARPAGAM ACADEMY OF HIGHER EDUCATION

CLASS:I MSC CS COURSE NAME: CRYPTOGRAPHY AND NETWORK SECURITY
COURSE CODE: 19CSP103 UNIT: II (BLOCK CIPHERS AND DES) BATCH-2019-2021

inefficient slow encryption and decryption processes. Number of rounds in the systems thus depend
upon efficiency—security tradeoff.

The exact realization of a Feistel network depends on the choice of the following parameters
and design features:

] Block size - Increasing size improves security, but slows cipher

'] Key size - Increasing size improves security, makes exhaustive key searching harder, but may
slow cipher

'] Number of rounds - Increasing number improves security, but slows cipher
1 Subkey generation - Greater complexity can make analysis harder, but slows cipher
'] Round function - Greater complexity can make analysis harder, but slows cipher

] Fast software en/decryption & ease of analysis - are more recent concerns for practical use and
testing.

Crutput { prlaintext)

Input { plaimntext T
BRI, o = LEg,

LI, = R,

LEg Ky RE,
l LD, = RE, R, = LE,
i, K Ly

~ RID, - = LE, LD, - = RIZ,
ko
LY, = RS Riv, .= 1.E,

>

K
Ly = KE . Ry = LK, g

- Tmprusl {riphertext)

COrutput (ciphertest)

Figure 2.2 Feistel Encryption and Decryption
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The process of decryption is essentially the same as the encryption process. The rule is as
follows: use the cipher text as input to the algorithm, but use the subkeyki in reverse order. i.e., kn in
the first round, kn-1 in second round and so on. For clarity, we use the notation LEi and REi for data
traveling through the decryption algorithm. The diagram below indicates that, at each round, the
intermediate value of the decryption process is same (equal) to the corresponding value of the
encryption process with two halves of the value swapped. i.e., REi || LEi (or) equivalently RD16-i ||
LD16-1

After the last iteration of the encryption process, the two halves of the output are swapped,
so that the cipher text is RE16 || LE16. The output of that round is the cipher text. Now take the
cipher text and use it as input to the same algorithm. The input to the first round is RE16 || LE16,
which is equal to the 32-bit swap of the output of the sixteenth round of the encryption process.

Now we will see how the output of the first round of the decryption process is equal to a 32-bit swap
of the input to the sixteenth round of the encryption process.
First consider the encryption process,
LE16 =REI15
RE16 =LE15 F (RE15, K16)
On the decryption side, LD1 =RD0 = LE16 =RE15
RD1 =LDO0 F (RDO, K16)
=REI16 F (RE15, K16)
=[LE15 F (RE15, K16)] F (RE15, K16)

=LE15
Therefore,
LDI1=REI1S5
RDI1 =LE15

In general, for the ith iteration of the encryption algorithm,

LEi = REi-1 REi = LEi-1 F (REi-1, Ki)

Finally, the output of the last round of the decryption process is REO || LEO. A 32-bit swap recovers
the original plaintext.

DATA ENCRYPTION STANDARD (DES)

DES was the most widely used block cipher in world adopted in 1977 by NBS (now
NIST). It encrypts 64-bit data using 56-bit key. It has widespread use has been considerable
controversy over its security.

DES History

IBM developed Lucifer cipher by team led by Feistel. It used 64-bit data blocks with 128-bit key. It
was then redeveloped as a commercial cipher with input from NSA and others. In 1973 NBS issued
request for proposals for a national cipher standard. IBM submitted their revised Lucifer which was
eventually accepted as the DES.
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DES Design Controversy
Although DES standard is public, it was considerable controversy over design and in choice of 56-
bit key (vs Lucifer 128-bit). DES has become widely used, especially in financial applications

DES Encryption

The Data Encryption Standard (DES) is a symmetric-key block cipher published by the National
Institute of Standards and Technology (NIST).

DES is an implementation of a Feistel Cipher. It uses 16 round Feistel structure. The block size is
64-bit. Though, key length is 64-bit, DES has an effective key length of 56 bits, since 8 of the 64
bits of the key are not used by the encryption algorithm (function as check bits only). General
Structure of DES is depicted in the following illustration —

64-bit plaintext

h 4 DES
Initial permutation
K,
Round 1 < , o
oH 18bit | 5
5
K, 5
Round 2 = : &
48-bit % |«<—F 56-bit cipher key
v
. . ©
1] 1] g
K &
Round 16 TR

Final permutation

v
64-bit ciphertext

Fig 2.3 DES Model

Since DES is based on the Feistel Cipher, all that is required to specify DES is —
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e Initial & Final Permutation

¢ Round function
o Key schedule

e Any additional processing — Initial and final permutation

ad-bat plainiexa fd-bit key
fl_—h—”' A r___,_«’x_____,‘
O — | I J
Indtial permutaticn Perrmuted choice 1
£G4 £ 36
¥ ¥
K,

Round | - Permuted choice 2 Left circular shift

404 £56
1

| Permuted choice 2 : Left circular shifl

¥ Y

| Permunted choice 2 —24 Leficircolar shifi

| 32-hit swap '

A 64 bits

Y
Inwverse ininal
permutEtion

A F I EEFEFERA S
——
Gdd-bil ciphertest

b S

Fig 2.3 DES RoundKey Model

Initial and Final Permutation

The initial and final permutations are straight Permutation boxes (P-boxes) that are inverses of each
other. They have no cryptography significance in DES. The initial and final permutations are
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shown as follows —

Initial
Permutation

. ol
Y | ses T sas | T
25 40 58 64
16 Rounds i
25 40 58 H4d
(RN ] | (X ] LA R LE R ]
4 - N

Final
Permutation

T

+
25 40 58 64

Fig 2.4. Initial and Final Permutation

Round Function
The heart of this cipher is the DES function, f. The DES function applies a 48-bit key to the
rightmost 32 bits to produce a 32-bit output.
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In
SR LK)
l 32 bits
: Expansion P-box :
48 bits
XOR (4)+« K, (48 bits)
_ 48 bits
S-Boxes

32 bats

32 bits

v

Out
Fig 2.5. Single Round Function

o Expansion Permutation Box — Since right input is 32-bit and round key is a 48-bit, we first
need to expand right input to 48 bits. Permutation logic is graphically depicted in the
following illustration —

From bit 32 W From bit 1
32-bit input
LLL T I L 775l I P Pl I L MARR 41

LA IS TS A T AT AT

| |
DI e T¥l¥] [P IVIFDv ¥ [PIWD¥TY¥I¥] PIFTYIFIF]Y] PI¥FF]¥IY] ¥ ¥y [FI¥I¥I¥

ke

RLLT]

[
¥Iv] [¥I¥I¥I¥]¥]¥]

Fig 2.6 Expansion Box
o The graphically depicted permutation logic is generally described as table in DES
specification illustrated as shown —
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32 01 02 03 04 05
04 05 06 07 08 09
08 09 10 1 12 13
12 13 14 15 16 17
16 17 I8 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 31 31 32 0l

e XOR (Whitener). — After the expansion permutation, DES does XOR operation on the
expanded right section and the round key. The round key is used only in this operation.

e Substitution Boxes. — The S-boxes carry out the real mixing (confusion). DES uses 8 S-
boxes, each with a 6-bit input and a 4-bit output. Refer the following illustration —

| R (32 bits) |

K (48 bits) |

| 32 bits |

Fig 2.7 Substitution Box
Substitution Boxes S
They have eight S-boxes which map 6 to 4 bits. Each S-box is actually 4 bit boxes. The outer bits 1
& 6 (row bits) select one rows inner bits 2-5 (col bits) are substituted. The result is 8 lots of 4 bits, or
32 bits. The row selection depends on both data & key. This feature is known as autoclaving
(autokeying)
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Straight Permutation — The 32 bit output of S-boxes is then subjected to the straight

permutation with rule shown in the following illustration:

16 07 20 21 29 12 28 |7
01 15 23 26 05 18 31 10
02 08 24 14 32 21 03 09
19 13 30 (6 22 [ 04 25

Key Generation
The round-key generator creates sixteen 48-bit keys out of a 56-bit cipher key.

-— 11 hils —= +— 3l hils —=

IT Ry [ Ciet I D,_;

S i

I L L
| ¥ .
' /" Eapansion/permutseon i Left shifiju) Left shilt(x)
/' H (E tub be) :
' a4 ! I

i S | Permutstion/contnsct ion
I @ % K \ ( Permubed cholee 2) /

2=

I

r

! :

I{ 1N Substitution/choice E
{5-bix) ,

P :
i

'II 1 32

|'II 1
f ! Permutation
[ i iy

Fig 2.8. DES Key generation

DES Key Schedule
This forms subkeys used in each round. It consists of: initial permutation of the key (PC1) which

selects 56-bits in two 28-bit halves. The 16 stages consisting of:

a) selecting 24-bits from each half
b) permuting them by PC2 for use in function f,
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c) rotating each half separately either 1 or 2 places depending on the key rotation schedule K

DES Decryption

DES decryption must unwind steps of data computation with Feistel design, do encryption steps
again.

Using subkeys reverse the order (SK16 ... SK1). Note that IP undoes final FP step of encryption.
First round with SubKeyl16 undoes 16th encryption round. Sixteenth round with SK1 undoes Ist
encryption round. Then final FP undoes initial encryption IP. Thus recovering the original data
value.

Avalanche Effect

This is the key desirable property of encryption algorithm, where a change of one input or key bit
results in changing approximately half output bits. Thus it makes attempts to “home-in” by guessing
keys impossible. DES exhibits strong avalanche.

Strength of DES
Strength of DES — Key Size
It has56-bit keys which will have 2°° = 7.2 x 10'® values. Brute force search looks hard, recent

advances have shown is possible. In 1997 it was used on Internet in a few months. In 1998 it was
used on dedicated h/w (EFF).

Strength of DES — Timing Attacks

Timing attack is the use of knowledge of consequences of implementation to derive knowledge of
some/all subkey bits. This specifically use the fact that calculations can take varying times
depending on the value of the inputs to it, particularly problematic on smartcards

Strength of DES — Analytic Attacks

Now there are several analytic attacks on DES. These utilise some deep structure of the cipher, by
gathering information about encryptions or can eventually recover some/all of the sub-key bits, if
necessary then exhaustively search for the rest. Generally these are statistical attacks, which includes
Uldifferential cryptanalysis

Ulinear cryptanalysis

[related key attacks

Advanced Encryption Standard (AES)
AES Cipher-Rijendael
Designed by Rijmen-Daemen in Belgium
has 128/192/256 bit keys, 128 bit data an
iterative rather than feistel cipher
O treats data in 4groups of 4 bytes
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o operates an entire block in every round
® designed to be:
o resistant against known attacks
o speed and code compactness on many CPUs
o designs implicity
®* processes data as 4groups of 4
* Dbytes(state)has 9/11/13 rounds in which state

undergoes:
o byte substitution (1 S-box used on every byte)
0 shift rows(permute

bytesbetweengroups/columns)omixcolumns(subsusing
matrixmultipyofgroups)oadd round key(XOR state with
key material)
initial XOR key material & incomplete last round
all operations can be combined into XOR and table lookups- hence very fast &
efficient

The features of AES are as follows —

o Symmetric key symmetric block cipher

o 128-bit data, 128/192/256-bit keys

e Stronger and faster than Triple-DES

o Provide full specification and design details
e Software implementable in C and Java

e Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES treats
the 128 bits of a plaintext block as 16 bytes. These 16 bytes are arranged in four columns
and four rows for processing as a matrix —

e Unlike DES, the number of rounds in AES is variable and depends on the length of the key.
AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit
keys. Each of these rounds uses a different 128-bit round key, which is calculated from the
original AES key.
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I Audd round key Iﬂi— w36, 3] 4" Audd round Key I
[ Substitute bytes ] [ toverse sub bytes | =
=
= 4 T 5
= I Shift rows I ﬁ Inverse shift rows I =
£ L i
I Audd round key I-ﬂ— wo| ik, 43 —.-I Audd round Key I
+ T
Ciphertext Cliphertext
fa) Knerypiion (h) Decryplion

Fig 2.9 AES Round

e Byte Substitution
The 16 input bytes are substituted by looking up a fixed table (S-box) given in design. The result is
in a matrix of four rows and four columns.

O a simple substitution of each byte

O uses one table of 16x16 bytes containing a permutation of all 256 8-bit
values

O each byte of state is replaced by byte in row(left 4-bits)&column (right 4-
bits)

O eg. byte {95} is replaced by row 9 col 5 byte o

which is the value {2A}

O S-box is constructed using a defined transformation of the values in
GF(2%)

O designed to be resistant to all known attacks

Shift Rows

Each of the four rows of the matrix is shifted to the left. Any entries that ‘fall off” are re-inserted on
the right side of row. Shift is carried out as follows —
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o First row is not shifted.

e Second row is shifted one (byte) position to the left.
e Third row is shifted two positions to the left.

o Fourth row is shifted three positions to the left.

e The result is a new matrix consisting of the same 16 bytes but shifted with respect to each
other.

O a circular byte shift in each
11%%ow is unchanged

D2ndrow does 1 byte circular shift to left
[13rd row does 2 byte circular shift to left
14th row does 3 byte circular shift to left
O decrypt does shifts to right
O since state is processed by columns, this step permutes bytes between the
columns
MixColumns
Each column of four bytes is now transformed using a special mathematical function. This function
takes as input the four bytes of one column and outputs four completely new bytes, which replace
the original column. The result is another new matrix consisting of 16 new bytes. It should be noted
that this step is not performed in the last round.

O each column is processed separately
O each byte is replaced by a value dependent on all4 bytes in the column

o effectively a matrix multiplication in GF(28) using prime polym(x)

=X8+x4+x3+x+1
02 03 01 Ol%o %ou %2 %3| {%o So1 %oz %03
01 02 03 OIf|%0 %1 %2 %3 St Y1 M2 913
01 01 02 03|[%0 % %12 %3 S0 S S22 %3
03 01 01 02530 %51 %32 %33 .H_I;_[. .'ﬁ;lj HI;; 33

e Add Round Key

The 16 bytes of the matrix are now considered as 128 bits and are XORed to the 128 bits of the
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round key. If this is the last round then the output is the ciphertext. Otherwise, the resulting 128 bits
are interpreted as 16 bytes and we begin another similar round.

O XOR state with 128-bits of the round key

O again processed by column(though effectively a series of byte operations)

O inverse for decryption is identical since XOR is own inverse, just with
Correct round key

O designed to be as simple as possible

e AES Key Expansion
O takes 128-bit (16-byte) key and expands into array of 44/52/60 32-bit
words
O start by copying key into first 4 words
O then loop creating words that depend on values inprevious&4 places
back
[1[in 3 of 4 cases just XOR these together

[l every 4th has S-box+ rotate + XOR constant of previous before

XOR together
o designed to resist known attacks
AES Decryption

Decryption Process

The process of decryption of an AES ciphertext is similar to the encryption process in the reverse
order. Each round consists of the four processes conducted in the reverse order —

e Add round key

e Mix columns

e Shift rows

e Byte substitution

Since sub-processes in each round are in reverse manner, unlike for a Feistel Cipher, the encryption

and decryption algorithms needs to be separately implemented, although they are very closely
related.

O AES decryption is not identical to encryption since steps done in reverse o
but can define an equivalent inverse cipher with steps as for encryption

O but using inverses of each step

O with a different key schedule

O works since result is unchanged when
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O swap byte substitution &shift rows
O swap mixcolumns & add (tweaked)round key

Advanced Encryption Standard (AES)

Evaluation Criteria AES Requirements
O private key symmetric block
cipherol28-bit data, 128/192/256-bit
keys
O stronger & faster than Triple-DES
O active life of 20-30years(+ archival use)
O provide full specification &design details
O both C & Java implementations
o NIST have released all submissions & unclassified analyses
® AES Evaluation Criteria
o initial criteria:
e security— effort to practically cryptanalyse
e cost — computational
e algorithm & implementation characteristics
o final criteria
e general security
e software &hardware implementation ease implementation
attacks
e flexibility(in en/decrypt, keying, other factors)

Multiple Encryption and Triple DES

Given the potential vulnerability of DES to a brute-force attack, there has been considerable interest
in finding an alternative. One approach is to design a completely new algorithm, of which AES is a
prime example.

Another alternative, which would preserve the existing investment in software and equipment, is to
use multiple encryption with DES and multiple keys. We begin by examining the simplest example
of this second alternative. We then look at the widely accepted triple DES (3DES) approach.

Double DES

The simplest form of multiple encryption has two encryption stages and two keys Given a plaintext
P and two encryption keys K1 and K2, ciphertext C is generated as

C=E(K2, E(K1, P))
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Fig 2.10 (a) Double DES and (b) Triple DES

Multiple Encryption

Decryption requires that the keys be applied in reverse order:
P=D(K1, D(K2, C))

For DES, this scheme apparently involves a key length of 56 x 2 = 112 bits, of resulting in a
dramatic increase in cryptographic strength. But we need to examine the algorithm more closely.

Meet-in-the-Middle Attack

Thus, the use of double DES results in a mapping that is not equivalent to a single DES encryption.
But there is a way to attack this scheme, one that does not depend on any particular property of DES
but that will work against any block encryption cipher.

cause discomfort amongst users of DES. However, users did not want to replace DES as it takes an
enormous amount of time and money to change encryption algorithms that are widely adopted and
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embedded in large security architectures.

The pragmatic approach was not to abandon the DES completely, but to change the manner in
which DES is used. This led to the modified schemes of Triple DES (sometimes known as 3DES).

Incidentally, there are two variants of Triple DES known as 3-key Triple DES (3TDES) and 2-key
Triple DES (2TDES).

3-KEY Triple DES

Before using 3TDES, user first generate and distribute a 3TDES key K, which consists of three
different DES keys K, K; and Kj3. This means that the actual 3TDES key has length 3x56 = 168
bits. The encryption scheme is illustrated as follows —

P | 64-bit plamntext P | 64-bit plamtext
! et el o e (1 o e e e e e ! i S Sy pe vt oyl o ey e e
I Y : I :
| DES I | I DES
: K —1 > : !
: cipher | 1 I reverse cipher | I
| T ..
5 y | | | 8
& | - &
& DES | DES | &
= I reverse cipher | 2= cipher | ©
g | ! | | O
| | A
I ¥ : I :
| - I e
DES | | DES I
: cipher " | reverse cipher ‘ |
. e e 1 W
v
C | 64-bit ciphertext C | 64-bii ciphertext

Fig 2.11 Triple DES

The encryption-decryption process is as follows —
o Encrypt the plaintext blocks using single DES with key K.
o Now decrypt the output of step 1 using single DES with key K.
o Finally, encrypt the output of step 2 using single DES with key Kj.

e The output of step 3 is the ciphertext.
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o Decryption of a ciphertext is a reverse process. User first decrypt using K;_then encrypt with
K, and finally decrypt with K;.

Due to this design of Triple DES as an encrypt—decrypt—encrypt process, it is possible to use a
3TDES (hardware) implementation for single DES by setting K; K5 and K3 to be the same value.
This provides backwards compatibility with DES.

Second variant of Triple DES (2TDES) is identical to 3TDES except that Ksis replaced by K;. In
other words, user encrypt plaintext blocks with key K, then decrypt with key K, and finally
encrypt with K; again. Therefore, 2TDES has a key length of 112 bits.

Triple DES systems are significantly more secure than single DES, but these are clearly a much
slower process than encryption using single DES.

TripleDES
Clear a replacement for DES was needed theoretical attacks that can break it
demonstrated exhaustive key search attacks AES is a new cipher alternative prior to this
alternative was to use multiple encryption with DES implementations Triple-DES is the
chosen form.
Why Triple-DES?

NOT same as some other single-DES use, but have meet-in-the-middle attack

works whenever use a cipher twice since X =EK |[P]= DK2[C] attack by encrypting P with

all keys and store then decrypt C with keys and match X value can show takes 0(256

)steps
Triple-DES with Two-Keys
O hence must use 3 encryptions
would seem to need 3 distinct keys
O but can use 2 keys with E-D-E sequence
C = EK1[DK2[EK1[P]]]
nb encrypt & decrypt equivalent in security
1fK1=K2 then can work with single DES
O standardized in ANSIX9.17 &ISO8732
O no current known practical attacks
Triple-DES with Three-Keys
O although are no practical attacks on two-key Triple-DES have some
indications
O can use Triple-DES with Three-Keys to avoid even these
11C = EK3[DK2[EK1[P]]]
O has been adopted by some Internet applications, eg PGP, S/MIME
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Placement of Encryption Function
® can place encryption function at various layers in OSI Reference Model
link encryption occurs at layers 1 or 2
» end-to-end can occur at layers 3, 4, 6, 7
* as move higher less information is encrypted but it is more secure
though more complex with more entities and keys
Traffic Confidentiality
® [s monitoring of communications flows between parties
useful both in military & commercial spheres
can also be used to create a covert channel
® link encryption obscures header details
but overall traffic volumes in networks and at end-points is still visible
® traffic padding can further obscure flows
but at cost of continuous traffic

BLOCK CIPHER MODES OF OPERATION
A block cipher algorithm is a basic building block for providing data security. To apply a block
cipher in a variety of applications, four "modes of operation" have been defined by NIST (FIPS 81).
In essence, a mode of operation is a technique for enhancing the effect of a cryptographic algorithm
or adapting the algorithm for an application, such as applying a block cipher to a sequence of data
blocks or a data stream.

The four modes are intended to cover virtually all the possible applications of encryption for
which a block cipher could be used.
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Mode

Description

Typical Application

| Electronic
Codebook (ECB)

Cipher Block
Chaining (CBC)

Each block of 64 plaintext
bits is encoded
independently using the
same keay.

The input to the encryption

algorithm is the XOR of the
next 64 bits of plaintext and
the preceding &4 bits of
ciphertext.

Secure transmission of single values (e.
g., an encryption key)

General-purpose block-oriented
transmission
Authentication

'Cipher Feedback
{CFB)

Input is processed j bits at a '

time. Preceding ciphertext is
used as input to the
encryption algorithm to
produce pseudorandom
output, which is XORed with
plaintext to produce next
unit of ciphertext.

General-purpose stream-oriented
transmission
Authentication

Qutput Feedback
{OFB)

Similar to CFB, except that
the input to the encryption
algorithm is the preceding
DES output.

Stream-criented transmission over noisy
channel {e.g., satellite communication)

Counter (CTR)

Each block of plaintext is
XORed with an encrypted
counter. The counter is
incremented for each
subsequent block.

General-purpose block-oriented
transmission
Useful for high-speed requirements

Electronic Codebook Book (ECB)

Operation

o The user takes the first block of plaintext and encrypts it with the key to produce the first
block of ciphertext.

o He then takes the second block of plaintext and follows the same process with same key and
so on so forth.

The ECB mode is deterministic, that is, if plaintext block P1, P2,..., Pm are encrypted twice under
the same key, the output ciphertext blocks will be the same.

In fact, for a given key technically we can create a codebook of ciphertexts for all possible plaintext
blocks. Encryption would then entail only looking up for required plaintext and select the
corresponding ciphertext. Thus, the operation is analogous to the assignment of code words in a
codebook, and hence gets an official name — Electronic Codebook mode of operation (ECB).
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O message is broken into independent blocks which are encrypted
O each block is a value which is substituted, like a codebook, hence name
O each block is encoded independently of the other blocks

Ci= DESK 1(Pi)

0 uses: secure transmission of single values

Ca

Time = 1 Time = 2 Time = W
», P P,

- - K
L L8
{a) Encryption
L L&
| LW
- -

=

Fig 2.13 Electronic Codebook Book (EGRB) '
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¢ Advantages and Limitations of ECB
O repetitions in message may show in ciphertext
O if aligned with message block
O particularly with data such graphics
O or with messages that change very little, which become a code-book
analysis problem
o weakness due to encrypted message blocks being independent
0 main use is sending a few blocks of data

Cipher Block Chaining (CBC)
O message is broken into blocks
O but these are linked together in the encryption operation
O each previous cipher blocks is chained with current plaintext block, hence name
O use Initial Vector(IV) to start process
Ci= DESK1(PiXOR Cj-1)
C-1=lv
O uses: bulk data encryption, authentication
CBC mode of operation provides message dependence for generating ciphertext and makes the
system non-deterministic.
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Operation

The operation of CBC mode is depicted in the following illustration. The steps are as follows —

e Load the n-bit Initialization Vector (IV) in the top register.

e XOR the n-bit plaintext block with data value in top register.

o Encrypt the result of XOR operation with underlying block cipher with key K.

o Feed ciphertext block into top register and continue the operation till all plaintext blocks are
processed.

e For decryption, IV data is XORed with first ciphertext block decrypted. The first ciphertext
block is also fed into to register replacing IV for decrypting next ciphertext block.

Time =1 Time =2 Time = N

P

(b} Decryption

e Advantages and Limitations of CBC

O each ciphertext block depends on all message blocks

O thus a change in the message affects all ciphertext blocks after the change
as well as the original block

O need Initial Value(IV)known to sender & receiver
e however if IV is sent in the clear, an attacker can change bits of
the first block, and change IV to compensate
e hence either IV must be a fixed value (as in EFTPOS) or it
must be sent encrypted in ECB mode before rest of message
O at end of message, handle possible last short block
e by padding either with known non-data value (eg nulls)
e or pad last block with count of pad size

e cg. [bl b2b3 00 0 0 5]<- 3 data bytes, then 5 bytes
pad + count
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Cipher Feed Back(CFB)

O message is treated as a stream of bits

O added to the output of the block cipher

O result is feedback for next stage (hence name)

O standard allows any number of bit(1,8 or64 or whatever) to be feedback
O denoted CFB-1, CFB-8, CFB-64etc

O 1s most efficient to use all 64 bits(CFB-64)

Cij= PiXOR DESK1(Ci-1)
C-1=1v
O uses: stream data encryption, authentication

In this mode, each ciphertext block gets ‘fed back’ into the encryption process in order to encrypt
the next plaintext block.

Operation

The operation of CFB mode is depicted in the following illustration. For example, in the present
system, a message block has a size ‘s’ bits where 1 < s < n. The CFB mode requires an
initialization vector (IV) as the initial random n-bit input block. The IV need not be secret. Steps of
operation are —

Load the IV in the top register.

Encrypt the data value in top register with underlying block cipher with key K.

Take only ‘s’ number of most significant bits (left bits) of output of encryption process and
XOR them with ‘s’ bit plaintext message block to generate ciphertext block.

Feed ciphertext block into top register by shifting already present data to the left and
continue the operation till all plaintext blocks are processed.

Essentially, the previous ciphertext block is encrypted with the key, and then the result is
XORed to the current plaintext block.

Similar steps are followed for decryption. Pre-decided IV is initially loaded at the start of
decryption.
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Fig 2.15 Cipher Feed Back(CFB)

e Advantages and Limitations of CFB
O appropriate when data arrives in bits/bytes
O most common stream mode
O limitation is need to stall while do block encryption after every n-bits
O note that the block cipher is used in encryption mode at both ends
O errors propagate for several blocks after the error

Output Feed Back (OFB)

O message is treated as a stream of bits

O output of cipher is added to message

O output is then feedback (hencename)

O feedback is independent of message

O can be computed in advance
Ci= PiXOR i0Oj=
DESK1(0i-1)O-
1=1v

O uses: stream encryption over noisy channels

fod = 5 b

regisier
ks

It involves feeding the successive output blocks from the underlying block cipher back to it. These
feedback blocks provide string of bits to feed the encryption algorithm which act as the key-stream

generator as in case of CFB mode.
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The key stream generated is XOR-ed with the plaintext blocks. The OFB mode requires an IV as
the initial random n-bit input block. The IV need not be secret.

1V - Oy -
Shill regisfer Shill regisper SRl regisper
Al = & bills 5 bils Gl — = hils I & lils Gl — 5 bils = hills
6 6d
K —» Enerypt ] e o K —» Encrypt ]
6 6d
Select Iiscard Select Discard Helecl Discanrd
 bits | Gd — 5 hils = hiils il — & bils v hits i — w lsiis
Py P £ . Pa % Py %
r
| & 15 ¥ I ¥ I *
-
Cy Ca Cag

(o) Encryption

v Oy
Shill registier Shill register SR regicier
Gl — & bils | 5 bils 64— s bits | w bsiis 64 — % bits | s hits
(T ) L2}
K —» Encrypt | e o o K —»[ Decrypt ]
A (T ) Hd
Select Driscard Select Dhiscard Helect Discard
J Bils | &d — j bills = hiils I hidl — & Bils % hils | hdl — & hvils
= - P
¥ 5 ¥
Cy Cz Car
Py Pz Fas

(b Decryption

Fig 2.16 Output Feed Back (OFB)

e Advantages and Limitations of OFB

O used when error feedback a problem or where need to encryptions before
message is available

O superficially similar to CFB

O but feedback is from the output of cipher and is independent of message o

a variation of a Vernam cipher

O hence must never reuse the same sequence(key+IV)

O sender and receiver must remain in sync, and some recovery method is
needed to ensure this occurs

O originally specified with m-bit feedback in the standards

O subsequent research has shown that only OFB-64 should ever be used

Counter (CTR) Mode
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It can be considered as a counter-based version of CFB mode without the feedback. In this mode,
both the sender and receiver need to access to a reliable counter, which computes a new shared
value each time a ciphertext block is exchanged. This shared counter is not necessarily a secret
value, but challenge is that both sides must keep the counter synchronized.

Operation

Both encryption and decryption in CTR mode are depicted in the following illustration. Steps in
operation are —

e Load the initial counter value in the top register is the same for both the sender and the
receiver. It plays the same role as the IV in CFB (and CBC) mode.

e Encrypt the contents of the counter with the key and place the result in the bottom register.

o Take the first plaintext block P1 and XOR this to the contents of the bottom register. The
result of this is C1. Send C1 to the receiver and update the counter. The counter update
replaces the ciphertext feedback in CFB mode.

o Continue in this manner until the last plaintext block has been encrypted.

o The decryption is the reverse process. The ciphertext block is XORed with the output of
encrypted contents of counter value. After decryption of each ciphertext block counter is
updated as in case of encryption.

O a “new” mode, though proposed early on
O similar to OFB but encrypts counter value rather than any feedback value
O must have a different key & counter value for every plaintext block (never
reused)
Ci= PiXOR Oj
Oj=DESK (i)
O uses: high-speed network encryptions
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Fig 2.17. Counter (CTR) Mode

Advantages and Limitations of CTR
O efficiency

[[Jcan do parallel encryptions

[[Jin advance of need
"good for bursty high speed links
O random access to encrypted data blocks
O provable security (good as other modes)

O but must ensure never reuse key/counter values, otherwise could break (cf OFB)

Stream Ciphers and RC4
In this section we look at perhaps the most popular symmetric stream cipher, RC4. We begin with
an overview of stream cipher structure, and then examine RC4.

Stream Cipher Structure
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A typical stream cipher encrypts plaintext one byte at a time, although a stream cipher may be
designed to operate on one bit at a time or on units larger than a byte at a time. Figure is a
representative diagram of stream cipher structure. In this structure a key is input to a pseudorandom
bit generator that produces a stream of 8-bit numbers that are apparently random. For now, we
simply say that a pseudorandom stream is one that is unpredictable without knowledge of the input
key.

The output of the generator, called a keystream, is combined one byte at a time with the plaintext
stream using the bitwise exclusive-OR (XOR) operation.

For example, if the next byte generated by the generator is 01101100 and the next plaintext byte is
11001100, then the resulting ciphertext byte is

Decryption requires the use of the same pseudorandom sequence:

1TEYT O (N0 Cl1onaer

@& 01101100 key stream

- - g " 1 o4 ¥ £, i ; T
L1 100 Dliaincex
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Stream Cipher Diagram
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(key stream gencrator) {key stream generator)
' : vt
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The stream cipher is similar to the one-time pad. The difference is that a onetime pad uses a
genuine random number stream, whereas a stream cipher uses a pseudorandom number stream.
The following important design considerations for a stream cipher:

1. The encryption sequence should have a large period. A pseudorandom number generator uses a
function that produces a deterministic stream of bits that eventually repeats. The longer the period of
repeat the more difficult it will be to do cryptanalysis. This is essentially the same consideration that
was discussed with reference to the Vigenere cipher, namely that the longer the keyword the more
difficult the cryptanalysis.

2. The keystream should approximate the properties of a true random number stream as close as
possible. For example, there should be an approximately equal number of 1s and Os. If the
keystream is treated as a stream of bytes, then all of the 256 possible byte values should appear
approximately equally often. The more random-appearing the keystream is, the more randomized
the ciphertext is, making cryptanalysis more difficult.

3. The output of the pseudorandom number generator is conditioned on the value of the input key.
To guard against brute-force attacks, the key needs to be sufficiently long. The same considerations
as apply for block ciphers are valid here. Thus, with current technology, a key length of at least 128
bits is desirable.
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With a properly designed pseudorandom number generator, a stream cipher can be as secure as
block cipher of comparable key length.

The primary advantage of a stream cipher is that stream ciphers are almost always faster and use far
less code than do block ciphers.

The RC4 Algorithm

RC4 is a stream cipher designed in 1987 by Ron Rivest for RSA Security. It is a variable key-size
stream cipher with byte-oriented operations. The algorithm is based on the use of a random
permutation.

Analysis shows that the period of the cipher is overwhelmingly likely to be greater than 10100
[ROBS95a]. Eight to sixteen machine operations are required per output byte, and the cipher can be
expected to run very quickly in software. RC4 is used in the SSL/TLS (Secure Sockets
Layer/Transport Layer Security) standards that have been defined for communication between Web
browsers and servers.

It is also used in the WEP (Wired Equivalent Privacy) protocol and the newer WiFi Protected
Access (WPA) protocol that are part of the IEEE 802.11 wireless LAN standard. RC4 was kept as a
trade secret by RSA Security. In September 1994, the RC4 algorithm was anonymously posted on
the Internet on the Cypherpunks anonymous remailers list.

The RC4 algorithm is remarkably simply and quite easy to explain. A variable-length key of from 1

to 256 bytes (8 to 2048 bits) is used to initialize a 256-byte state vector S, with elements S[0],
S[1]...., S [255]. At all times, S contains a permutation of all 8-bit numbers from 0 through 255. For
encryption and decryption, a byte k (see Figure 6.8) is generated from S by selecting one of the 255
entries in a systematic fashion. As each value of k& is generated, the entries in S are once again
permuted.

Prepared by Dr.S.Saravana Kumar, Asst. Prof, Dept of CS, KAHE 33/37




KARPAGAM ACADEMY OF HIGHER EDUCATION

CLASS:I MSC CS COURSE NAME: CRYPTOGRAPHY AND NETWORK SECURITY
COURSE CODE: 19CSP103 UNIT: II (BLOCK CIPHERS AND DES) BATCH-2019-2021

slol1]2]s]s

- kl\.“_\‘l\—‘ﬁ —_—

{a) Iwtkal stated S and T

'|||I|I'" [IT]

- 1=+ Sl + T -

-||||||--- . [

Swi

(h) [nitinl permutation of 5

i=)+ Sl

o -

. L= Sfi] 4 S

(¢} Sipgam Eelerals

Modular Arithmetic
Given any positive integer n and any nonnegative integer a, if we divide a by n, we get an integer
quotient ¢ and an integer remainder r that obey the following relationship:

a=gqgn+r O0=r<n,qg=|an|

where I. x‘J is the largest integer less than or equal to x.

a=11; n=7; [11=1x7 + 4; r=41g=1

[
|
(]

a==11v1a=T: | AA=2)%7+ 3: |F =3 |¢ag
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If a is an integer and 7 is a positive integer, we define @ mod n to be the remainder when a is divided

by
n. The integer n is called the modulus. Thus, for any integer a, we can always write:

8= I. a/n .l X n + (@ mod n)

‘ 11 mod 7 = 4; ‘ -11 mod 7 = 3

Modular Arithmetic Operations

Note that, by definition (Figure 4.2), the (mod n) operator maps all integers into the set of integers
{0,1,... (n 1)}. This suggests the question: Can we perform arithmetic operations within the confines
of this

set? It turns out that we can; this technique is known as modular arithmetic.

Modular arithmetic exhibits the following properties:

1. [(a mod n) + (b mod n)] mod n = (a + b) mod n

2. [(@ mod n) (b mod n)] mod n = (a b) mod n

3. [(a mod n) x (b mod n)] mod n = (a x b) mod n

The Euclidean Algorithm

One of the basic techniques of number theory is the Euclidean algorithm, which is a simple
procedure for determining the greatest common divisor of two positive integers.

Greatest Common Divisor

Recall that nonzero b is defined to be a divisor of a if a = mb for some m, where a, b, and m are
integers. We will use the notation gcd(a, b) to mean the greatest common divisor of ¢ and b. The
positive integer c is said to be the greatest common divisor of @ and b if

1. c is a divisor of ¢ and of b;

2. any divisor of @ and b is a divisor of c.

An equivalent definition is the following:

gcd(a, b) = max[k, such that k|a and k|b]

Because we require that the greatest common divisor be positive, gcd(a, b) = ged(a, b) = ged(a, b)
=gcd(a, b). In general, gcd(a, b) = gcd(|al, |b]).

gcd(60, 24) = gcd(60, 24) =12

Also, because all nonzero integers divide 0, we have gcd(a, 0) = |a|.
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We stated that two integers a and b are relatively prime if their only common positive integer factor
is 1.

This is equivalent to saying that a and b are relatively prime if ged(a, b) = 1.

8 and 15 are relatively prime because the positive divisors of 8 are 1, 2, 4, and 8, and the positive
divisors of 15 are 1, 3, 5, and 15, so 1 is the only integer on both lists.

Finding the Greatest Common Divisor

The Euclidean algorithm is based on the following theorem: For any nonnegative integer @ and any
positive integer b,

ged(a, b) = ged(b, a mod b)

gcd(55, 22) = ged(22, 55 mod 22) = ged(22, 11) = 11
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POSSIBLE QUESTIONS
PART A (20 x 1 = 20 marks)
(ONLINE EXAMINATION)

PART B (5 x 6 = 30 marks)

1. Describe the block modes of operations of DES with their advantages.
2. Explain with neat diagram AES encryption and decryption algorithm.
3. Describe in detail about Block cipher modes of operation.

4. Describe in detail about multiple encryption and triple DES
PART — C (1 x 10 = 10 marks)

1. Explain with neat diagram AES encryption and decryption algorithm.
2. Describe the block modes of operations of DES with their advantages.
3. Describe in detail about Block cipher modes of operation.
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UNIT 2
S.NO Question Option 1 Option 2 Option 3 Option 4 Answer
A is one which a block of plain : L . :
1 textis treated as a whole and used to stream cipher symmetric cipher block cipher none block cipher
o |The ___ has been the most widelyl, AES AFS DEM DES
used encryption algorithm until recently
A is one that encrypts a . L . . .
3 digital data. stream one bit or one byte at block cipher symmetric cipher stream cipher plain stream cipher
A block cipher operates on a plain text| , .
4 block of n bits to produce a ciphertext nn nn f powern n :
5 most_ syr_nmetrlc block — encryption Feistel block stream none Feistel
algorithms in current use are based on a
6 F.e|ste| refers t.o this as the asymmetric product symmetric ideal block ideal block
cipher because it allows for the
the terms and diffusion e . diffusion
7 . . diffusion permutation none .
were introduced by claude shannon to  |confusion confusion
8 In ._.the: s_tatlst|ce_1l structure  of diffusion substitution permutation confusion diffusion
the plain text is dissipated into long
seeks to make the . - . e .
9 —relationship between the statistics of the permutation substitution confusion diffusion confussion
10 ﬁ‘}m is performed on the left half of substitution permutation confusion transformation substitution
A is performed that consists I . . . .
11 of the interchange of the two halves of substitution permutation confusion transformation permutation
A block size of bits has been
12 considered a reasonable tradeoff and 16 8 32 64 64
13 | ————— key size means greater larger smaller medium double larger
security but may decrease
14 |The DES adopted in by the|, 977 1978 1979 1980 1977
national bureau of standards
national institute|national institute  of[national industrial of|national institute of state|national
15 |NIST stands for

of standards and

state and technology

standards and

and telephone.

institute of
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