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Scope: This course is to provide students the fundamentals of data communications networks,
working knowledge of data transmission concepts, understanding the operation of all seven layers
of OSI Model and the protocols used in each layer.

Course Objective: At the end of the course, students will:

Become familiar with layered communication architectures (OSI and TCP/IP).

Understand the client/server model and key application layer protocols.

Learn sockets programming and how to implement client/server programs.

Understand the concepts of reliable data transfer and how TCP implements these concepts.
Know the principles of congestion control and trade-offs in fairness and efficiency.

Learn the principles of routing and the semantics and syntax of IP.

UnNITl

Introduction to computer network

Advantages of networks - structure of the communications network - point-to-point and
multidrop circuits - data flow and physical circuits - network topologies - topologies and design
goals - Hierarchical topology - horizontal topology (Bus) - star topology - ring topology - mesh
topology. The telephone network, switched and non-switched options - fundamentals of
communications theory - channel speed and bit rate - voice communications and analog waveforms
- bandwidth and the frequency spectrum - connecting the analog and digital worlds - digital worlds
- digital signals- the modem, asynchronous and synchronous transmission.

Wide area and local networks, connection oriented and connectionless networks,
classification of communications protocols, time division multiple access (TDMA), time division
multiplexing (TDM), carrier sense (Collision) systems, token passing, peer-to-peer
priority systems; priority slot, carrier sense (collision free) systems, token passing (priority)
systems.

UNIT I

Layered Protocols and the OSI model
Goals of Layered Protocols, network design problems” communication between layers,

introduction to standard organizations and the OSI model, standards organizations, Layers of OSI,
OSlI status.
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Local Area Networks

Way LANSs?, Primary attributes of a LAN, Broadband and baseband and base LANs, IEEE LAN
standards, elationship of the 802 standards to the ISO/CCITT model., connection options with
LANs, LLC and MAC protocol data units, LAN topologies and protocols., token ring (Priority),
token bus and IEEE 802.4, metropolitan area networks (MANSs), ANSI fiber distributed data
interface.

UNIT I

Network Protocols :TCP , UDP, IP, ICMP, SNMP,RMON

TCP/IP :TCP/IP and internetworking, example of TCP/IP operations, related protocols ports and
sockets. The IP address structure, major features of IP, IP datagram. Major IP services. IP source
routing, value of the transport layer, TCP, Major features of TCP, passive and active operation, the
transmission control block (TCP), route discovery protocols, examples of route discovery protocols,
application layer protocols.

UNIT IV
Polling/Selection Protocols

Character and bit protocols, binary synchronous control (BSC) HDLC; HOLC options,
HDLC frame format, code transparency and synchronization, HDLC transmission process, HDLC
subsets, SDLC; Protocol conversion.

Switching and Routing in Networks
Message switching, packet switching, when and when not to use packet switching, packet

routing, packet switching support to circuit switching networks.

The X.25 Network and Supporting Protocols

Features of X.25, Layers of X.25 and the Physical layer, X.25 and the data link layer.
Comparision standards to X.25, features of X.25, X.25 channel options, flow control principles,
other packet types, X.25 logical channel states, packet formats. internetworking, connectionless
mode networks, the frame relay and X.25 stacks.

UNITV

Network Security: 1P Security: Architecture, Authentication header, Encapsulating security
payloads, is combining security associations, key management. Web Security: Secure socket layer
and transport layer security, secure electronic transaction (SET). System Security: Intruders,
Viruses and related threads, firewall design principals, trusted systems.

SUGGESTED READINGS

1. Black, V (1996), "Computer Networks Protocols, Standards and Interfaces”, Prentice Hall of
India.
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3. Tanneabaum, A.S (1981), "Computer Networks", Prentice Hall of India.
4. B. Forouzan, “Cryptography and Network Security, TMH
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LECTURE PLAN - UNIT |

S.No. LecturEaHDr;Jratlon Topics to be Covered Support Materials
1 1 Introduction to computer network- Advantages of T1:P(1-5),J1
networks - structure of the communications network -
point-to-point and multidrop circuits - data flow and
physical circuits.
2 1 Network topologies - topologies and design goals - T1:P(6-12), W1
Hierarchical topology - horizontal topology (Bus) -
star topology - ring topology - mesh topology. The
telephone network, switched and non-switched
options
3 1 Fundamentals of communications theory - channel T1:P(13-17)
speed and bit rate - voice communications and analog
waveforms - bandwidth and the frequency spectrum
4 1 Connecting the analog and digital worlds - digital T1:P(18-23)
worlds - digital signals- the modem, asynchronous
and synchronous transmission
5 1 Wide area and local networks, connection oriented T1:P(30-37)
and connectionless networks - classification of
communications protocols
6 1 Time division multiple access (TDMA), time T1:P(48-54)
division multiplexing (TDM)
7 1 carrier sense (Collision) systems, token passing, T1:P(48-54)
peer-to-peer priority systems;
8 1 Priority slot, carrier sense (collision free) systems, T1:P(54-55)
token passing (priority) systems
9 1 Recapitulation and important questions discussion
Total no. of periods planned for Unit 1 : 9
UNIT I
S.No. Du;i?;l:]er " Topics to be Covered Support Materials
Layered Protocols and the OSI model, Goals of
1 1 Layered Protocols, network design problems” T1:P(56-63), J1
communication between layers,
9 1 Introduction to standa(d o_rganizations and the OSI T1:P(56-63), J1
model, standards organizations
3 1 Layers of OSI, OSI status T1:P(64-66), W1
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Local Area Networks, Way LANs?, Primary
4 1 attributes of a LAN, Broadband and baseband and T1:P(117-119)
base LANSs, IEEE LAN standards
Relationship of the 802 standards to the ISO/CCITT
5 1 model, connection options with LANs, LLC and T1:P(120-123)
MAC protocol data units
6 1 LAN topologies and protocols T1:P(125-126)
7 1 Token ring (Priority), token bus and IEEE 802.4 T1:P(130-136)
8 1 Metropolitan area networks (MANSs), ANSI fiber T1:P(137-138,
distributed data interface. 145-147)
9 1 Recapitulation and important questions discussion
Total no. of periods planned for Unit I1 : 9
UNIT 11
Lecture . .
S.No. Duration (Hr) Topics to be Covered Support Materials
1 1 Network Protocols : TCP , UDP, IP, ICMP, T1:P(261-263),
SNMP,RMON J1,W1
2 1 TCP/IP : TCP/IP and internetworking Tl:PJ(f 6\3/%/'1263)'
. T1:P(261-263),
3 1 Example of TCP/IP operations JLW1
4 1 Related protocols ports and sockets. T1:P(264-265)
5 1 The IP address_ structure, major features of II_D, IP T1:P(265-270)
datagram. Major IP services. IP source routing
5 1 \T/gIFt)Je of the transport layer, TCP, Major features of T1:P(273-274)
Passive and active operation, the transmission control .
7 1 block (TCB) T1:P(276-277)
8 1 R_oute discovery protocols, examples of route T1:P(280-282)
discovery protocols
9 1 Application layer protocols. T1:P(285)
10 1 Recapitulation and important questions discussion
Total no. of periods planned for Unit 111 : 10
UNIT IV
S.No. Lecture Topics to be Covered Support Materials

Duration (Hr)
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Polling/Selection Protocols

1 1 Character and bit protocols, binary synchronous T1:P(72-80),
control (BSC) HDLC; HOLC options, HDLC frame
W1,J1
format
) 1 Code _trgnsparency and synchronization, HDLC T1:P(81-100)
transmission process,
3 1 HDLC subsets, SDLC, Protocol conversion. T1:P(81-100)
Switching and Routing in Networks ]
4 1 Message switching, packet switching, T1:P(149-159)
5 1 when and when not to use packet switching T1:P(149-159)
Packet routing, packet switching support to circuit
6 1 oKCL TOULNG, P g stpp T1:P(161-170)
switching networks.
The X.25 Network and Supporting Protocols
Features of X.25, Layers of X.25 and the Physical . i
! 1 layer, X.25 and the data link layer. companion TLP(173-178)
standards to X.25, features of X.25
X.25 channel options, flow control principles, other
8 1 packet types, X.25 logical channel states, packet T1:P(178-225)
formats. internetworking
9 1 connectionless mode networks, the frame relay and T1:P(178-225)
X.25 stacks
10 1 Recapitulation and important questions discussion
Total no. of periods planned for Unit IV : 10
UNIT V
Lecture : _
Duration (Hr) Topics to be Covered Support Materials
1. 1 Network Security: IP Security, Architecture T4:P(961)
5 1 Authentication header, Encapsulating security T4:P(962, 981-989)
payloads
3 1 Combining  security  associations,  key T4:P(981-989)
management.
4. 1 Secure electronic transaction (SET). T4:P(1008-1013)
5 1 System Security: Intruders, Viruses and related WLJ1
threads
. . . T4:P(1021-1023,
6. 1 Firewall design principals, trusted systems W1,1)
5 1 Recapitulation and Discussion on important
' questions
8. 1 Discussion of previous ESE question papers
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9. 1 Discussion of previous ESE question papers

10. 1 Discussion of previous ESE question papers

Total no. of periods planned for Unit V : 10

SUGGESTED READINGS

1. Black, V (1996), "Computer Networks Protocols, Standards and Interfaces"”, Prentice Hall of

India.
Stallings, W (1993), "Computer Communication Networks", 4™ edition, Prentice Hall of India.

2.
3. Tanneabaum, A.S (1981), "Computer Networks", Prentice Hall of India.
4. B. Forouzan, “Cryptography and Network Security, TMH

WEBSITES
1. W1: www.wikipedia.org/Topology/
2. W2 :www.wikipedia.org/OSI/
3. W3 : www.wikipedia.org/TCP/

JOURNALS
1. https://www.journals.elsevier.com/computer_networks/recent_articles
2. https://wwwe.airccse.org/journal/ijcnc.html
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SYLLABUS:

UNIT |

Introduction to Computer Network

Advantages of networks - structure of the ¢ i oint-to-point and
multidrop circuits - data flow and physical circui
goals - Hierarchical topology - horizontal topolog
topology. The telephone network, switched and i entals of

priority systems; priority slot, isi tems, token passing (priority)
systems.

come without drawba ere are its advantages:

1. It enhances communigation and availability of information.

Networking, especially with full access to the web, allows ways of communication that would
simply be impossible before it was developed. Instant messaging can now allow users to talk in
real time and send files to other people wherever they are in the world, which is a huge boon for
businesses. Also, it allows access to a vast amount of useful information, including traditional
reference materials and timely facts, such as news and current events.
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2. It allows for more convenient resource sharing.

This benefit is very important, particularly for larger companies that really need to produce huge
numbers of resources to be shared to all the people. Since the technology involves computer-
based work, it is assured that the resources they wanted to get across would be completely shared
by connecting to a computer network which their audience is also using.

3. It makes file sharing easier.
Computer networking allows easier accessibility for people to sh
helps them with saving more time and effort, since they could
and effectively.

heir files, which greatly
aring more accordingly

4. It is highly flexible.
This technology is known to be very flexible, as j

1.2 Structure of the communications net

Types of Communication Ne

Wide Area Network
(WAN')

Local Area Network (

It is also called LAN and"designed for small physical areas such as an office, group of buildings
or a factory. LANs are used widely as it is easy to design and to troubleshoot. Personal
computers and workstations are connected to each other through LANs. We can use different
types of topologies through LAN, these are Star, Ring, Bus, Tree etc.

LAN can be a simple network like connecting two computers, to share files and network among
each other while it can also be as complex as interconnecting an entire building.
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LAN networks are also widely used to share resources like printers, shared hard-drive etc.

Ring Netwark

— v
HEEEN |

Bridge

Bus MNetwork

( Different Topologies interconnected in a Local Area Metwork )

Applications of LAN

a network can
ftware can be stor

e One of the computé
computers called client
remaining clients.

e a serverserving all the remaining
the server and it can be used by the

§ 2 entire city. It can be means to connecting a number of
LANs into a larger it can be a single cable. It is mainly hold and operated by single
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Ring Network
Router
-

Telephone.

Exchange \_/I

T

<
Router K
Bus Network

Wide Area Network (WAN)
It is also called WAN. WAN can be private or . It is\used for the
network that covers large distance such as . sign and

maintain. Communication medium used
low data rates.

operates on

Ring Network
Router

L _m_y

T
AN L

Router

Bus Network

Wireless Ne

Digital wireless co
wireless networks. Mo
the same.

ot a new idea. Earlier, Morse code was used to implement
| wireless systems have better performance, but the basic idea is
Wireless Networks can be divided into three main categories:

1. System interconnection

2. Wireless LANs
3. Wireless WANSs
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System Interconnection

System interconnection is all about interconnecting the components of a computer using short-
range radio. Some companies got together to design a short-range wireless network called
Bluetooth to connect various components such as monitor, keyboard, mouse and printer, to the
main unit, without wires. Bluetooth also allows digital cameras, headsets, scanners and other
devices to connect to a computer by merely being brought within range.

In simplest form, system interconnection networks use the m
is normally the master, talking to the mouse, keyboard, et

concept. The system unit
slaves.

Wireless LANS

These are the systems in which every c ith which it
can communicate with other system ing i ly common in
small offices and homes, where installing i i rouble. There is a

becoming very widespread.

Wireless WANS
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WiFi Network Connection Connected

Connected

Connected

Transmitting Connection Signals

Inter Network

Inter Network or Internet is a combination of t
by joining two or more individual netw:
gateways and bridges.

o
&=

S m e
=

INTERNETWORK
1.3 Point-to-point
Physical Structures
Types of connections:
1. Point-to-Point

2. Multipoint
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Link
Station Station

a. Point-to-point

Station Station

Link

Mainframe

b. Multipoint
a) Point-to-Point

A point-to-point connection provides i i devices. The entire
capacity of the link is reserved for trans
to-point connections
other options, such as

connect the two ends, but
so possible. When you change

b)

(also called multi dr gonnection is one in which more than two specific
ingle link. In a multipoint environment, the capacity of the channel is

Data Flow

Circuits can be designed to permit data to flow in one direction or in both directions. Actually,
there are three ways to transmit: simplex, half-duplex, and full-duplex.

Simplex is one-way transmission, such as that with radios and TVs.
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Half-duplex is two-way transmission, but you can transmit in only one direction at a time. A
half-duplex communication link is similar to a walkie-talkie link; only one computer can

transmit at a time.

Server

P
Client
computer
Py 8 =, Sy
- g
- Client
Client : RpIAeE
computer Client

computer

Figure 3.2 Multipoint circuit

LN
Client
computer i Server
p Simplex
V';-a.' : <
S
Half-duplex
Full-duplex
4

Figure 3.3 Simplex, half-duplex, and full-duplex transmissions

Computers use control signals to negotiate which will send and which will receive data. The
amount of time half-duplex communication takes to switch between sending and receiving is
called turnaround time (also called retrain time or reclocking time). The turnaround time for a
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specific circuit can be obtained from its technical specifications (often between 20 and 50
milliseconds). Europeans sometimes use the term simplex circuit to mean a half-duplex circuit.

With full-duplex transmission, you can transmit in both directions simultaneously, with no
turnaround time.

How do you choose which data flow method to use? Obviously, one factor is the application. If
data always need to flow only in one direction (e.g., from a re sensor to a host computer),

then simplex is probably the best choice. In most cases, data must flow in both
directions.

The initial temptation is to presume that a full-d ever, each circuit
has only so much capacity to carry data. Creati e available
capacity in the circuit is divided—half in one cases, it
makes more sense to build a set of simple streets can
speed traffic. In other cases, a half- le, terminals
connected to mainframes often transmit da it more data, and

1.5 Network topologies

Network topologygis the geometri g ionship of all the links and linking
devices (node

Topology

Mesh | Star Bus I Ring I

Topology categories
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Mesh Star

Huh

ZLatan

T o L) 1 P ]
Station | | A Thon | Station | | Slation |

Number of links = n'*(n-1)/2 Number of links = n
Bus Ring
|‘:-I-Hl.lll .'!-ln'-.nl
M-.I I"r! i
' - M+ b
i

Number of links = n
Mesh To very device!as a dedicated point-to-point link to every
other at the link carries traffic only between the two devices
it cohnec inks in a fully connected mesh network with n
nodes, we fi st be connected to every other node. Node 1 must be
connected to n = e connected to n — 1 nodes, and finally node n must be

connectedton -1 n - 1) physical links. However, if each physical link allows
communication in bo ctigns (duplex mode), we can divide the number of links by 2. In
other words, we can say t a mesh topology, we need n(n -1) /2 duplex-mode links.

Advantages of Mesh Topology
A dedicated links guarantees that each connection can carry its own data load, thus
eliminating the traffic problems that can occur when links must be shared by multiple
devices.
A mesh topology is robust. If one link becomes unusable, it does not incapacitate the entire
system.
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There is the advantage of privacy or security. When every message travels along a dedicated
line, only the intended recipient sees it. Physical boundaries prevent other users from
gaining access to messages.

Finally, point-to-point links make fault identification and fault isolation easy. Traffic can be
routed to avoid links with suspected problems. This facility enables the network manager
to discover the precise location of the fault and aids in finding its cause and solution.

Disadvantages of Mesh Topology

The main disadvantages of a mesh are related to the amou

ports required.

» First, because every device must be connecte ice, installation and
reconnection are difficult.

» Second, the sheer bulk of the wiring c

ceilings, or floors) can accommodate

» Finally, the hardware required

prohibitively expensive.

cabling and the number of 1/0

include several other
One practical example of a i ion of t€lephone regional offices in

Star Topology,

In a star topolo o-point link only to a central controller,
usually directly linked to one another. Unlike a mesh topology,
a star, between devices. The controller acts as an exchange:
If one de sends the data to the controller, which then relays
the data to th

one link and one | ort to connect it to any number of others which also makes it easy
to install and reconfigure.

» Other advantages include robustness. If one link fails, only that link is affected. All other
links remain active. This factor also lends itself to easy fault identification and fault
isolation.

» As long as the hub is working, it can be used to monitor link problems and bypass

defective links.
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Disadvantages of Star Topology
» One big disadvantage of a star topology is the dependency of the whole topology on one
single point, the hub. If the hub goes down, the whole system is dead.
» Although a star requires far less cable than a mesh, each node must be linked to a central
hub. For this reason, often more cabling is required in a star than in some other topologies
(such as ring or bus).
The star topology is used in local-area networks (LANSs), High-speed LANs often use a star
topology with a central hub.

Bus Topology

The preceding examples all describe point-to-point ¢ . ology, on the other
hand, is multipoint. One long cable acts as a backbgfie to lin a network

Nodes are connected to the bus cable by drop li e is a connection running
between the device and the main cable. A tap is a the main

re, it becomes
it on the number

travels along the backbone, some of j
weaker and weaker as it travels farther and

» Advantages of a bus topeloe i jon. Backbone cable can be laid
] nodes by drop lines of various

esh or star topologies.

the same room require four lengths of

Disadvantages

» Disadvantages inclugde difficult reconnection and fault isolation.

» A bus is usually designed to be optimally efficient at installation. It can therefore be
difficult to add new devices.

> Signal reflection at the taps can cause degradation in quality. This degradation can be
controlled by limiting the number and spacing of devices connected to a given length of
cable.

» Adding new devices may therefore require modification or replacement of the backbone.
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» In addition, a fault or break in the bus cable stops all transmission, even between devices
on the same side of the problem.
Bus topology was the one of the first topologies used in the design of early local area networks.
Ethernet LANSs can use a bus topology, but they are less popular now.

Ring Topology

Ring Topology In a ring topology, each device has a dedicated point-to-point connection with
only the two devices on either side of it. A signal is passed alo ring in one direction, from
device to device, until it reaches its destination. Each deviced#t the rifg incorporates a repeater.
When a device receives a signal intended for another devi regenerates the bits and
passes them along.
A ring is relatively easy to install and reconfigure is i to'enly ifs immediate
neighbors (either physically or logically). To a i only two

ocation. However,
the ring (such as a
solved by using a dual

issue an alarm. The alarm alerts the networ
unidirectional traffic can be a disadvantage.
disabled station) can disableythe entire network.

ackbone with three bus networks
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Station Station l Station l
Station Station l Station l
Hub | [$ I
g
Station Station l

i rd

connectivity services includin
(VolIP).

PSTN is one o

cluding PSTN all relied on analog signaling, modern
ling, work with digital data, and also support Internet

largely financial . nge in Internet telephony is to achieve the same extremely
high reliability and levels that traditional telephone systems achieved.

History of PSTN Techn

Telephone networks were expanded worldwide during the 1900s as telephones became a routine
fixture in homes. Older telephone networks used analog signaling but were gradually upgraded
to use digital infrastructure. Most people associate the PSTN with the copper wiring found in
many homes although modern PSTN infrastructure also uses fiber optic cables and leaves copper
only for the so-called "last mile™ of wiring between home and the telecommunication provider's
facilitates. The PSTN utilizes the SS7 signaling protocol.
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Household PSTN telephones are plugged into wall jacks installed in homes using telephone
cords with RJ11 connectors. Residences don't always have jacks in all the right locations, but
homeowners can install their own telephone jacks with some basic knowledge of electrical
wiring.

One PSTN link supports 64 kilobits per second (Kbps) of bandwidth for data.

The PSTN phone line can be used with traditional dial-up ork™modems for connecting a
computer to the Internet. In the early days of the Wor, ide Welp (WWW), this was the

PSTN vs. ISDN

Integrated Services Digital Network (I i PSTN that
provides both telephone service and i larity in larger
businesses due to its ability to support large i lation costs. It was
also offered to consumers as an alternative form g 128 Kbps

PSTN vs. VolP

Voice over Internet Protocol ( IP telephony, was designed to
replace the circ and ISDN with a packet switched

Both data and the that repreSent them can be either analog or digital in form.

Analog and Digital Data
Data can be analog or digral. The term analog data refers to information that is continuous;
digital data refers to information that has discrete states. For example, an analog clock that has
hour, minute, and second hands gives information in a continuous form; the movements of the
hands are continuous. On the other hand, a digital clock that reports the hours and the minutes
will change suddenly from 8:05 to 8:06.

Analog data, such as the sounds made by a human voice, take on continuous values. When
someone speaks, an analog wave is created in the air. This can be captured by a microphone and
converted to an analog signal or sampled and converted to a digital signal.
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Digital data take on discrete values. For example, data are stored in computer memory in the
form of Os and 1s. They can be converted to a digital signal or modulated into an analog signal
for transmission across a medium.

Analog and Digital Signals

Like the data they represent, signals can be either analog or digital. An analog signal has
infinitely many levels of intensity over a period of time. As theggwave moves from value A to

can be any number, it is often as simple as 1 and O.

The simplest way to show signals is by plotti [ axes. The
vertical axis represents the value or strength of € si i Xis represeng§ytime. The
following figure illustrates an analog si ignal. enting the
analog signal passes through an infinite ints. ical li digital signal,
however, demonstrate the sudden jump tha

Value Value

A N[
anvanuyEs

a. Analog signal b. Digital signal

ic Signa’s

A periodic signal compl a pattern within a measurable time frame, called a period, and
repeats that pattern over”subsequent identical periods. The completion of one full pattern is
called a cycle. A non-periodic signal changes without exhibiting a pattern or cycle that repeats
over time. Both analog and digital signals can be periodic or non-periodic

Periodic and Non-p

PERIODIC ANALOG SIGNALS
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Periodic analog signals can be classified as simple or composite. A simple periodic analog
signal, a sine wave, cannot be decomposed into simpler signals. A composite periodic analog

signal is composed of multiple sine waves A sine wave
Value
A

VRV

We can mathematically describe the sine wave as

s(t) = A sin(2aft + @)

where, § is the instantaneous amplitude
A is the peak amplitude
I is the frequency
o is the phase
{ is the time
T is a constant (~3.14159)

Two signals
Same ph@se and fréquency, but differentiamplitudes

Sy liitucte

' i ™y
.\HF'I:H: k ﬂlelth.ldE/

| N4 N4 S = -

a. A skgnal wwith hicah peak amspliicocis

SAurmypliiboce

I:/— Feak amplituveede |

=

I Tirme

. A sicanal witth bow preabk s plit ucks

Period and frequency
Period refers to the amount of time, in seconds, a signal needs to complete 1 cycle.
* Denoted by T, measured in seconds.
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Frequency refers to the number of periods in one second
* Denoted by f, measured in Hertz (Hz)
Note
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Frequency and period are the inverse of each other.

J = 1 and =1
T 7
Units of period and frequency
Unit Equivalent Unit Equivalent

Seconds (s) ls Hertz (Hz) 1 Hz
Milliseconds (ms) 107 s Kilohertz (kHz) 10° Hz
Microseconds (Us) 109 Megahertz (MHz) 10° Hz
Nanoseconds (ns) 107 Gigahertz (GHz) 107 Hz
Picoseconds (ps) 107125 Terahertz (THz) 10'? Hz

More about frequency
e Frequency is the rate of chang
e Change in a short span of ti
e Change over a long span of time me
Two extremes
e If asignal does not c
e If asignal changes ins

Phase
Phase descri
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7 NN\
PN N N T
a. Ddegress
NN AN [
1aTh—l0 \_/ N4 N Tirme
b 90 degrees
o /N /N /N .
] \ o
. 180 degreas
Wavelength and period
Wavelength is another characteristic of a signa jssion medium.
* The wavelength depends omyboth the frequency a
* The wavelength is the distan ignal can travel in
Wavelength
Transmission medium /7 \ 7\ 7\ : |
Attime t S S \-/i i —_—
: : Direction.of
Transmission medium /N /\ v\ | propagation
Attimet+ T \/ \/ \/

A s=af |

Time-domain and frequengy*tdomain plots of a sine wave
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Amplitude
& Frequency: & Hz

JANVANYANYANYA IS
VvV V V VIV

a. A sine wawve im the time domain (peak value: 5V, frequency: & Hzk

5 | Peakvalue: 5V

Armplitude

SI Peak value: 5V

] I ] I’ 1 Il
— +— — t —t
| 1T 2 24 5 & F 8 9 10171213 14 Fregueamnoy
(Hz)

b The same sine wawve in the frequency domain (peak value: 5 W, frequency: & Hzl

A complete sine wave in the time domain can be single spike in the
frequency domain.

Example
The frequency domain is more compact a

useful whe re dealin an one sine

wave. For example, the following fig s three sin S, each ent amplitude
and frequency. All can be represente threg” spi in the quency domain.
Amplitude Amplitude
A
15 15
10 H 10
5 — 5
I -
0 8 16 Frequency
a. Time-domain representation of three sine waves with b. Frequency-domain representation of
frequencies 0, 8, and 16 the same three signals
Composit
A single-freq in data communications; we need to send a composite

signal, a signal ne waves.

We can use a math ical technique called Fourier analysis to show that any periodic signal
is made up of an infinit ies,0f sinusoidal frequency components.

If the composite signal isperiodic, the decomposition gives a series of signals with discrete
frequencies; if the composite signal is nonperiodic, the decomposition gives a combination
of sine waves with continuous frequencies.

Example

The figure shows a periodic composite signal with frequency f. This type of signal is not typical
of those found in data communications. We can consider it to be three alarm systems, each with
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a different frequency. The analysis of this signal can give us a good understanding of how to

decompose signals.

Tirme

Decomposition of a composite periodic signal in the tiWuencyﬂomains

—— Frequency f

Amplitude
—— Frequency 3f
—— Frequency 9f

a. Time-domain decomposition of a composite signal
Amplitude
| [ . .
| f 3f of Time

b. Frequency-domain decomposition of the composite signal

Example
The fi signal. It can be the signal created by a microphone or
a telepho ced. In this case, the composite signal cannot be
periodic, be repeating the same word or words with exactly the
same tone.

Amplitude Arnplitude

Amplituce for sine
wave of frequency F

Time o f 4kHz  Frequency

a. Time domain b. Frequency domain
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1.8 Bandwidth
The bandwidth of a composite signal is the difference between the highest and the lowest
frequencies contained in that signal.

The bandwidth of periodic and non periodic composite signals

Ampditude

1000

Eardwidth = 5000 - 1000 = 4000 He
I I

P
o

5!2.‘12.'-} Frequency

a. Bandwidth of a pericdic signal

Amplditude

1000 SO0 Frequency

| EBandwidth = 5000 - 1000 = 4000 He |
I 1

b 4

b, Bandwidih of a nonpericdic signal

1.9DIGIFAL SI
In ad log signal information can also be represented by a
digital si : d as a positive voltage and a 0 as zero voltage. A

digital signa s. In this case,, we can send more than 1 bit for each

level.
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Aol s e = hvits sera an oS
E ESit e = b=
L ' n [ | | [l 1 ' n 1 il [l ik ' | | [
Lewvel 2 : H : ] : i i i
Loewel 1 I E : : I - -
: : : : : : : 1= s
A A dhiial seepnal weh e lesels
Sornglemusche
ik 1 beits st an 0 s,
. Bt ras 1 b= .
11 L L L (R B oy (LT I ik 1 [
Lozl 4 - E : : : : E
Ll 3 !—I i : i : —Ii .
=] : : - : : ® e
el S A SN S
b A digiital signal wmh Four kevels
Bit Rate
Most digital signals are nonperiodic, a not appropriate
characteristics. Another term-bit rate (instea ribe digital signals.
The bit rate is the number of ps). Figure 3.16 shows

c digital Signals

A

T ‘ I I | 1 I 1
f

3f  sf 7f of 11f  13f Frequency

a. Time and freauencv domaiﬂi ii periodic diaital sianal

A

L. L

Tﬁne 0 Freqae ncy

b. Time and frequency domains of nonperiodic digital signal
Baseband transmission

M.THILLAINAYAKI DEPT OF CS,CA & IT KAHE Pages 24/43



INTRODUCTION TO COMPUTER NETWORK 2017
Batch

Digital signal
i E o

Channel

A digital signal is a composite analog signal with an infinite bandwidth.

Bandwidths of two low-pass channels A

Amplitude
0 f; Frequency
a. Low-pass channel, wide bandwidth
Amplitude
0 f Frequency

b. Low-pass channel, narrow bandwidth

Baseband tr ission using a de medi
Baseband transmission of a digital si that presery€s the shape of the digital signal is possible
wit

only if welhave a l@w-pass channel infinite or very wide bandwidth.
Input signal bandwidth Bandwidth supported by medium Output signal bandwidth

_ . - N - B

0 oo fi f2 f; fy

] - ® ) () _
| ]

Input signal Wide-bandwidth channel Output signal

Baseband transmission 4f a digital signal that preserves the shape of the digital signal is
possible only if we have a low-pass channel with an infinite or very wide bandwidth.

Broadband Transmission:

In broadband transmission the signal is converted to analog for transmission.
Bandwidth of a bandpass channel
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If the available channel is a bandpass channel, we cannot send the digital signal directly to the
channel; we need to convert the digital signal to an analog signal before transmission.
Amplitude

-
v

f, Bandpass channel f, Frequency

Modulation of a digital signal for transmission on a bandpawnnel N

Input digital signal CDrutput digital signal
Digital/analog Analog/digital
Converter comverter
Input analog signal bandwidth HAuvailable bandwidth Cutput analog signal bandwidth
fa T fy f, fa Ty
-y e } -
W_’ Bandpass channel W_'
_ . _EN
Input analog signal Input analog signal

Example

e digital signal to analog and vice versa at the

converters to chang
Y. i called a modem.

receiving end n.this case
Data Rate Limits:

A very important consideration in data communications is how fast we can send data, in bits per

second, over a channel. Déta rate depends on three factors:

1. The bandwidth available

2. The level of the signals we use

3. The quality of the channel (the level of noise)

Noiseless channel: Nyquist bit rate

For a noiseless channel, the Nyquist bit rate formula defines the theoretical maximum bit rate
C=2Blog2L
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where, C is the channel capacity or bit rate in bps
B is the bandwidth in Hz
L is the number of signal levels used to represent data
Noisy channel: Shannon capacity
In reality, we cannot have a noiseless channel; In this case, the Shannon capacity formula is used
to determine the theoretical highest data rate for a noisy channel:
C =B log2 (1+SNR)
where, C is the capacity of the channel in bps
B is the bandwidth in Hz
SNR is the signal-to-noise ratio

PERFORMANCE

One important issue in networking is the per is it? We

Bandwidth
In networking, we use the term bandwidth in
e The first, bandwidth in hertz, refers to
the range of frequenc

e The second, bandwidt i the speed of bit transmission in a
channel or link.

Throughput

at first ce, bamdwidth in bits per se@@nd and throughput seem the same, they are different. A
link e a bandwidth of B bps, butWe can only send T bps through this link with T always

less than B a potential measurement of a link; the throughput is
an actual mea n send data. For example, we may have a link with a
bandwidth of 1 onnected to the end of the link may handle only 200 kbps.

This means that we send mare than 200 kbps through this link.

Imagine a highway desigmed to transmit 1000 cars per minute from one point to another.
However, if there is congestion on the road, this figure may be reduced to 100 cars per minute.
The bandwidth is 1000 cars per minute; the throughput is 100 cars per minute.

Latency (Delay)

The latency or delay defines how long it takes for an entire message to completely arrive at the
destination from the time the first bit is sent out from the source. We can say that latency is made
of four components: propagation time, transmission time, queuing time and processing delay.
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Latency =propagation time +transmission time +queuing time + processing delay

Propagation Time
Propagation time measures the time required for a bit to travel from the source to the destination.
The propagation time is calculated by dividing the distance by the propagation speed.

Distance

Propagation time =
pas Propagation speed

The propagation speed of electromagnetic signals depend
of the 28ignal For example, in a vacuum, light is pro
lower in air; it is much lower in cable.

the mediym and on the frequency
of 3 x 108 mfs. It is

Queuing Time

The third component in latency is the i ediate or end

needed; bloc
Line Coding

The process for converting digital data into digital signal is said to be Line Coding. Digital data
is found in digital format, which is binary bits. It is represented (stored) internally as series of 1s

and 0s.
v
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Sender Receiver

----------

----------

--------------------

Digital Signal

][]
N

101011..10
Digital Data

>

Line Coding A V\ \

Digital signals which represents digital data, represented as discrete signals. There are three
types of line coding schemes available:

Decoder

Encoder

Digital Data

Bipolar

Uni-Polar Encoding

A |

Unipolar encoding schemes uses single voltage level to represent data. In this case, to represent
binary 1 high voltage is transmitted and to represent 0 no voltage is transmitted. It is also called
Unipolar-Non-return-to-zero, because there’s no rest condition i.e. it either represents 1 or 0.

Amplitude
A

3 O X 0 4 &

I S

Time
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Polar Encoding

Polar encoding schemes multiple voltage levels are used to represent binary values. Polar
encodings are available in four types:

Polar-NRZ (Non-Return To Zero)

It uses two different voltage levels to represent binary values, generally positive voltage
represents 1 and negative value represents 0. It is also NRZ because there’s no rest condition.
NRZ scheme has two variants: NRZ-L and NRZ-I.

01010110601

NRZ-L
\

Time

0 1i0{1{0 1.1/ 0{0}1

NRZ-I
\

Time

NRZ-L and NRz-I

NRZ-L changes voltage level at when a different bit is encountered whereas NRZ-I changes
voltage when a 1 is encountered.

RZ (Return to Zero)
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Problem with NRZ was the receiver cannot conclude when a bit ended and when the next bit is
started, in case when sender and receiver’s clock are not synchronized.

>

o 418 |34

Return-to-Zero Encoding

Amplitude

RZ uses three voltage levels, positive voltage to represent 1, negative voltage to represent 0 and
zero voltage for none. Signals change during bits not between bits.

Manchester
This encoding scheme is a combination of RZ and NRZ-L. Bit time is divided into two halves. It

transitions at the middle of the bit and changes phase when a different bit is encountered.

Differential Manchester
This encoding scheme is a combination of RZ and NRZ-I. It also transitions at the middle of the

bit but changes phase only when 1 is encountered.

Bipolar Encoding
Bipolar encoding uses three voltage levels, positive, negative and zero. Zero voltage represents

binary 0 and bit 1 is represented by altering positive and negative voltages.

V4
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,01010/1/100]1

Amplitude

Bipolar Encoding " ‘ ‘

Block Coding

To ensure accuracy of data frame receiva redundant bits are used. Formmpleﬁn even parity
one parity bit is added to make the count of 1s in the frame even. This way the original number
of bits are increased. It is called Block Coding.

Block coding is represented by slash notation, mB/nB, that is m-bit block is substituted with n-
bit block where n > m. Block coding involves three steps: division, substitution and combination.
After block coding is done it is line coded for transmission.

Analog-to-digital conversion
Microphones creates analog voice and camera creates analog videos, which here in our case is
treated is analog data. To transmit this analog data over digital signals we need an analog to

digital conversion.
Analog data is wave form continuous stream of data whereas digital data is discrete. To convert

analog wave into digital data we use Pulse Code Modulation.

Pulse Code Modulation:

Pulse Code Modulation is one of the most commonly used method to convert analog data into
digital form. It involves three steps: Sampling, Quantization and Encoding.
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Sampling

=

Analog Signal Sampling

Sampling of Analog Signal ‘ \

The analog signal is sampled every T interval. Most important factor in sampling is the rate on
which analog signal is sampled. According to Nyquist Theorem, the sampling rate must be at
least two times of the highest frequency of the signal.

Quantization

,:> e

Sampling Quantization

instantaneous analo
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Encoding
: -
—:
T
o=t 3 F 3 —
: P 2 & i-9— =T 3 11010110 10110100 .. 11010101

Quantization |:> Encoding
Encoding from quantization ‘ v N \

In encoding, each approximated value is then converted into binary format.

receiving end, t

correctly.
V4
Character Block
’ ‘ ‘ Ck Kth Character
i Synchronisation
Sync Character
lSyncl c1 I c2 I l Ck |Sync‘
Sand Receiver
Synchronous Transmission
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St | Character| Sp St | — Start Bit

Sender ' Receiver

Sp| — Stop Bit

Asynchronous Transmission

1.14 Wide area and local networks, connection oriented and connectionless networks

Connection Oriented Services

There is a sequence of operation to be followed by ion oriented service.

These are :

1. Connection is established
2. Information is sent
3. Connection is released

In connectionless the d ansferred in one direction from source to destination without
checking that destinatiorgfs still there or not or if it prepared to accept the message.
Authentication is not needed in this. Example of Connectionless service is UDP (User Datagram
Protocol) protocol.

Difference between Connection oriented service and Connectionless service

1. In connection oriented service authentication is needed while connectionless service does
not need any authentication.
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2. Connection oriented protocol makes a connection and checks whether message is
received or not and sends again if an error occurs connectionless service protocol does
not guarantees a delivery.

3. Connection oriented service is more reliable than connectionless service.

4. Connection oriented service interface is stream based and connectionless is message
based.

Service Primitives

A service is formally specified by a set of primitives, (ope 0 a user process to
access the service. These primitives tell the servic n an action
taken by a peer entity. If the protocol stack is en is, the
primitives are normally system calls. Thes en turns
control of the machine over to the ope system to S. The set of

primitives available depends on the fat the sery,
connection-oriented service are different fro

types of service primitives :

1. : coming connection it executes the
2. onnection. Response is awaited.

3.

4. ve to transmit its request followed by the

eply. Send the message.
isgused for terminating the connection. After this

; ONNECT packet to acknowledge the client. When the
server pact ' i ient then the process is terminated.

Connection Oriented Ser¥ice Primitives

There are 5 types of primitives for Connection Oriented Service :

LISTEN Block waiting for an incoming connection
CONNECTION Establish a connection with a waiting peer
RECEIVE Block waiting for an incoming message
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SEND Sending a message to the peer
DISCONNECT Terminate a connection

Connectionless Oriented Service Primitives

There are 4 types of primitives for Connectionless Oriented Service:

mance ofj network, like delivery
\

UNIDATA This primitive sends a packet of data

FACILITY, Primitive for enquiring about the p
REPORT statistics. 1

Relationship of Services to Protocol

Services

fines the operation
ut the implementation

These are the operations that a layer can pro
and states a layer is ready to perform but it does
of these operations.

4

USER 1 SERVICE ACCESS POINT USER 2

1 é)/ ‘\¢ y
THE NETWORK (SERVICE PROVIDER)
v

Protocols
These are set of rules that govern the format and meaning of frames, messages or packets that are

exchanged between the server and client.

1.15 Classification of communications protocols
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Communication protocols are formal descriptions of digital message formats and rules. They are
required to exchange messages in or between computing systems and are required in
telecommunications.

Communications protocols cover authentication, error detection and correction, and signaling.

techniques, address mappi
controls, routing, address for

Popular protocols include:

1.16 Time division mulgiple access (TDMA), time division multiplexing (TDM), carrier
sense (Collision) systems, token passing, peer-to-peerpriority systems; priority slot, carrier
sense (collision free) systems, token passing (priority) systems.

In TDMA, the bandwidth of channel is dividend amongst various stations on the basis of time.
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* Each station is allocated a time slot during which it can sent its data i.e. each station can
transmit its data in its allocated time slot only.

» Each station must know the beginning of its slot and the location of its slot.
* TDMA requires synchronization between different stations.

» Synchronization is achieved by using some synchronizatiom bits (preamble bits) at the
beginning of each slot.

* TDMA is different from TDM, although they are conc

* TDM is a physical layer technique that combin d transmits

station tells its physical layer to use the i . i multiplexer at
the physical layer.

> TDMA

For digital sources, two alternative technologies have evolved for multiplexing. These are Time
Division Multiplexing (TDM) and Code division Multiplexing (CDM). TDM provides a way to
merge data from several sources into a single channel for communication over telephone lines, a
microwave system or a satellite system. TDM can be implemented in two ways. These are
synchronous TDM and asynchronous TDM. Asynchronous TDM is popularly known as
Statistical TDM.
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In synchronous TDM, a single channel is divided into time slots and each transmitting device is
assigned at least one of the time slots for its transmission

available bandwidth. 'Because of thi

slots are groupedfinto frames. A fra

c1 B1 Al
c2 B2 A2
\\
.
L — | B2 | A2 | c2 | B1 | A1 -~

Alternatively, Figure explains more clearly the concept of TDM in a data communication
environment where three PCs are sharing the common circuit. The packets generated by each PC
are multiplexed on the common line as Al, B1, and C1 and so on.
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It is more flexible than the FDM unlike FDM. the whole bandwidth for a certain amount of time
is provided to the user. All the users are using the same frequency but at a different time. This
time allotment may be varied as per the requirement and priority of the users' services. In the
Figure spaces between different time slots are shown, these are known as guard spaces in time
dimension. These are used to eliminate co-channel interference.

The main disadvantage of this scheme is that a precise synchronization between different senders
is necessary to avoid co-channel interference.

ed the token. A token is a 24-bit
NIC in amporderly fashion. If a

The Token-Passing Protocol relies on a control signal
packet that circulates throughout the network from

workstation wants to transmit a message, first i NAt that point, the
workstation has complete control over the com he existencefYof only one
token eliminates the possibility of signal collisions. speak at
a time.

It is sure that any break in the ring at any point ations for all machines.
To solve this problem, IBM ich they called the logical
ring physical star. The central i igugation is Token Ring hub called

servers attached
a logical ring by

gh special STP adapter cables. IBM
AU hubs together through special ring-in

a. It offers excellent thr nder high-load conditions.

b. Token Ring facilitates" LAN-to-LAN mainframe connections especially for interfacing with
IBM's broader connectivity strategies.

c. It has built-in troubleshooting mechanisms such as beaconing and auto-reconfiguration and
may now be used with UTP cabling.
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d. It has the most reliable protocol (token-passing), the most trouble-free configuration (physical
star) and the fastest connectivity scheme (r or 16 mb/s).

Disadvantages of Token Ring.

Few of the disadvantages of Token Ring are:

a. Token Ring is very expensive. All topology components h more than other more

popular standards.

c. Engineers must have considerable i ken ring
components.
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UNIT 1 - POSSIBLE QUESTIONS
PART A
(20 MARKS)
ONLINE EXAMINATION

PART B

(Each Question carries 2 %

Write about the advantages of networks.

Discuss with the structure of communication network.

Discuss about the network topologies.

Write about the telephone network.

Discuss about the fundamentals of communication theory.

Write a short notes channel speed and bit rate.

Discuss about the Polling and selection systems.

Write a short note sliding windows.

Write about the concept of sliding windows.

0. How carrier sense systems are utilized in the communication systems?

w N7

PART C

Compulsory Question

RBOoo~Noa~WONE

(Each Question Carries 8 marks)

1. Discuss about the classification of communication protocols.

N

Compare the OSI reference model with TCP/IP model.
3. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
4. Explain in detail about the X.25 architecture with an example network.
5. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.

M.THILLAINAYAKI DEPT OF CS,CA & IT KAHE Pages 43/43



LY

KARPAGAM ACADEMY OF HIGHER EDUCATION
DEPARTMENT OF COMPUTER APPLICATIONS

_— SUBJECT CODE/NAME: 17CAP302, COMPUTER NETWORKS
i Degree : PG Course: MCA Year: 2017
KARPAGAM
ACADEMY OF HIGHER EDUCATION
[Deemed to be
UNIT 1
S.NO QUESTIONS OPTION 1 OPTION 2 OPTION 3 OPTION 4 ANSWER
A is a number of computers
1 [|interconnected by one or more Internet Network Group ARPANET Network
transmission paths.
> |the is the end user application Application | Application | Application | Application | Application
— PP ' process layer terminal software Process
A network provides and " . . .
3 copmmunications for the Protocol and | Application and| Logical and | Logical and | Logical and
—compu ters and terminals to be connected Internet Physical physical Internet physical
The interfaces are specified and established
4 through P Internet Protocols Network Router Protocols
transmission is common in . .
5 television and commericial radio Duplex Simplex Half duplex | Full duplex Simplex
6 |The bus topology is also called as Hierarchial Horizontal Line Sequence Horizontal
Connection is provided to the CO through
7 a pair of wiresF::aIIe q g Local loop Global loop Star loop Bus loop Local loop
When one speaks oscillating waveforms of
8 |high and low air pressure are created is Digital Analog Physical Logical Analog
called
The Modem provi h Digital/Anal . . igi
g |The odem provides the gital/Ana Digital Analog Logical Digital/Analo
interface. 0g g
Short connections between machines often . N
. . Synchronizat I Synchronizati
10 |use a separate channel or line to provide ion Asynchronous Analog Digital on

the




11 |———— havg no signal below zero Unipolar Polar code Bipolar code [ AMI code ([Unipolar code
voltage or no signal above. code
12 Signal is above and below zero voltageis Ur;lop doelar Polar code Bipolar code [ AMI code Polarcode
. L Unipolar . .
13 | The signal varies in all ways are code Polar code Bipolar code [ AMI code | Bipolar code
Asynchronous transmission is widely used
14 |because the interfaces in the DTEs and Expensive Inexpensive Flexible Inflexible | Inexpensive
DECs are
15 [Anelementto check foratransmission | o riolg | CRcfield | DTEfield | DCEfield | FCS field
error, typiclly called an
is the basic unit of information
16  |transmitted across the communications Field Frame File Code Frame
channel.
17 The most common method used today for CRC FCS DTE DCE CRC
error checking is
The use of error checking techniques and
18 are necessary to ensure the CRC ACK/NAK DTE field DCE field | ACK/NAK
integrity of user data.
Packet Packet Allied Packet Packet Packet
19 |PAD is meant by Assembly/Di Assigned Assembly | Assembly/Dis
Data
sassembly Data Data assembly
20 [Links are relatively Error prone | Error Detection Error_ Error Sectors| Error prone
Correction
21 |Links are usually owned by the User Data Us_,er . User mail Email Uger .
Organization Organization
22 A WAN topology has an Regular Irregualar shape| Star shape | Linear shape Irregular
shape shape
network is the one in which no . . .
T L . Connectionle|  Connecion . . Connection
23 [logical connection initially exists between . Wireless Satellite .
SS oriented oriented

the DTEs and the network.




network goes directly from an

24 |idle condition into a data transfer mode Connesztlonle C;)rr;gﬁtcelgn Wireless Satellite Conne:tlonles
followed directly by the idle condition.
networks are often compared Connectionle|  Connecion . . Connection
25 . Wireless Satellite .
conceptually to the telephone system. SS oriented oriented
have dominated computer wide Connecion Connection
26  |area networks because of the inherent error . Connectionless |  Wireless Satellite .
oriented oriented
prone nature of the telephone system.
A LAN typically experiences an error rate 7 6 5 8 8
of approximately 1:10 1:10 1:10 1:10 1:10
28 The majorlty Of. the protocols depicted in Line Link Data Data hidden Line
thecommunication protocols are
29 |Patalink protocols manage all Channel Link Line DataLink | Channel
communications traffic on a
The handshakes with the remote
30 [DLC logic to ensure both systems are DLC DCE DSE DTE DCE
ready to exchange user data.
31 Primary/Secondary Protocol is otherwise | Master/Slave Hybrid Protocol Polling Nonpolling | Master/Slave
called as Protocol Protocol Protocol Protocol
protocol technique has no
32 |primary station and typically provides for Hybrid Peer to Peer | Master/Slave | Nonpolling | Peer to Peer
equal status to all stations on the channel
Th r fth mmand i Poll an
33 € purpose o the —comma disto Poll Select oll and ACK Poll
transmit data to the primary site. Select
a4 The purpose of the command is to Poll Select Poll and ACK Select
transmit data to the secondary site. Select
are the principal commands neede
35 [to move data to any site on a channel or in Poll Select Poll and ACK Polland
Select Select
the network.
The primary site checks for errors and
. . Acknowledg
36 [sends an ACK if the data are correct ot a Correct Incorrect Mislead o Incorrect

NAK if they are




The station must then send an
indicator that it has completed its

37 . i
transmission, such as the end-of- Primary Secondary Master Slave Secondary
transmission.
A disadvantage of a poling/selection
tem is the number of negative r n .
g [PYSEMIS _e umber of nega e' €SpOnses Channel Network Devices System Channel
topolls, which can consume precious
resources of the
Hierarchial | . . High Level . High Level
39 |HDLC means Data Link High Data Link Data Link I—!lgher Data Data Link
Control Link Control
Control Control Control
Synchronous Selective | Synchronous
40 |SDLC means Data Link E?ﬁlieéno?t?:)al I?ienclf réolzst; Data Data Link
Control LinkControl Control
a1 is the techngiue and mechanism Secure Pollin Selective Non Pollin Selective
for multidrop communications links. Polling g Polling g Polling
iS more common on a ring or loop .
42  |topology oron a linewith cluster SeCl.Jre Group Polling Selec_tlve Non Polling Gro_up
Polling Polling Polling
controllers.
A station may its Error
43 |transmission onto the data passing around | Piggyback | Error Detection Correction Error Sectors| Piggyback
the ring.
is widely used approach because
44 it is relatively inexpensive in Polling Stop and Wait | Correction Errqr Stop a_md
. detection Wait
communication channels.
Atim means th r not receivin . . . .
45 e tl fglijtts trZisfntiszroa:tvsi thi(:1taeci6i/en ga retransmits | transmits the | receivesthe | stop the data| retransmits
pe?i?)/ d g the data acknowledge data to receive the data
i nam ion i . . . .
—__issonamed bec_:ause a station Is Continuous [Non Continuous Non replying| Continuous
46 |allowed to request automatically a Reply data
- . ARQ ARQ data ARQ
retransmission from another station.
47 does not use a polling selection ARQ DCE TDMA DTE TDMA

system.




is probably the simplest example

48 | . TDM TDMA DCE ARQ TDMA
of peer to peer nonpriority systems.
Peer to peer | Peer to peer Collision Peer to peer Peer to peer
49 |Carrier sense is an example for nonpriority nonpriority nonpriority s stemps nonpriority
systems systems systems y systems
sense technique provides the
50 facnlty_for all stations t_o transmlt Nonpersisten Persistant Transmit | Non transmit an
immediately upon sensing the idle channel, t persistent
with no arbitration before the transmission.
Th is a factor of th . - . -
© - s @ facto 0 the Continuous Collision receives the Collision
51 [propagation delay of the signal and the . Error Sectors .
. . . ARQ window data window
diatance between two competing stations.
__ networks are usually Continuous
52 [implemented on LAN because the collison |Carrier Sense Nonpersistent| Non Polling |Carrier Sense
. . ARQ
window lengthens with a longer WAN.
53 T_he stations are connected to a concentric RIU TCE DTE DSE RIU
ring through
Th hni ! m -
¢ tec_ q_ue called___ §yste 0 explicit T token token . -
54 |any station is allowed to transmit data implicit token . . implicit token
. - token generation deletion
when it receives a free token.
The eliminates the collisions
— . . Protocol and
55 [found in the carrie sense (collision) sytems Internet Internet Protocol Network Protocol
and allows the use of a nonring channel.
56 The protocol uses a control frame called an Access Access token Token Right Access token
The stations receive the token through a Topolo
57 |[cyclic sequence which forms a logical ring | Physical bus | Layered bus Ring Fl)aus 9y Physical bus
on the
can be estblished without a . . . .
58 |—/———.. Ring Priority Slot Slot Ring Slot | Priority Slot
master station.




T Carrier sense Collision .
have many similarities to the . Protocol and . . Carrier sense
59 - (collison Non Polling | nonpriority .
carrier sense networks. Internet (collison free)
free) systems
is an enhanced token passing Peer to peer Collision Peer to peer Peer to peer Peer to peer
60 |scheme, in which priorities are added to a | nonpriority nonpriority nonpriority s stenﬁs nonpriority
token passingsystem, usually a token ring. systems systems systems y systems
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SYLLABUS:

UNIT I

Layered Protocols and the OSI model

Goals of Layered Protocols, network desig
Introduction to standard organizations and the
OSl, OSI status.

Local Area Networks

Way LANSs?, Primary attributes of a LAN, ANSs, IEEE LAN
standards, elationship of the 802 standards to nection options with
LANs, LLC and MAC protogol data units, LAN i s., token ring (Priority),
token bus and IEEE 802.4, i NSI fiber distributed data

interface.

The Ope s Interconnecti
standardizes the
ithout regard to their
iverse communi

munication functions of a telecommunication or
lying internal structure and technology. Its goal is
ion systems with standard protocols. The model
abstraction layers. The original version of the model

A layer serves the laye it and is served by the layer below it. For example, a layer that
provides error-free commgnications across a network provides the path needed by applications
above it, while it calls the next lower layer to send and receive packets that comprise the contents
of that path. Two instances at the same layer are visualized as connected by a horizontal
connection in that layer.

The model is a product of the Open Systems Interconnection project at the International
Organization for Standardization (ISO), maintained by the identification ISO/IEC 7498-1.
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2.2 The OSI model, standards organizations, Layers of OSI, OSI status.

OSI Model

Established in 1947, the International Standards Organization (ISO) is a multinational body

dedicated to worldwide agreement on international standards.

An ISO standard that covers all aspects of network communications is the Open Systems

Interconnection (OSI) model. It was first introduced in the late

Seven layers of the OSI model

7| Application ]
o Presenarion 1
| i |
+] et |
Y e |
2| ata tink 1
/| — |
Peer-to-peer LE)EEI(E)?SSES \ \

Intermediate Intermediate
node nade
Peer-to-peer protaced [Ttk layer)
7| Application - —--———— - - | Appication || 7
TG FEi {
| 7Eimterface [ Resrts-pEsr R teesl jotTpe 1 interface [

& Presentation - ——————————————————————— Fresentation &
&5 interface &-5 interface

5 Sesgian e - — e~ sazzion

S-4 interface S-dinterface

5

Peer-to-peer protoccd [4th layer)
4 Transport f-----"-"-"-"-"-"-""-""-"-"-"-"""—"——= Transport 4
4-3 interface 4-3 interface

3 Narwork - 3"d-»—| Network |-¢-3rd-)—| Network

|3

3-2 interface 3-2 interface
j . [_ Znd Errd —l
2 Data link = D-aln Ilnk Data link
2-1 interface 21-1 interface
§ Tst 15t
1 | Phuysical - - F‘I'ry'sn:al I-(- - F‘I'q.-sln:al
T

Physical communication

Encapsulation
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» The process starts at layer 7
(application layer), then moves
e’ from layer to layer in descending,
sequential order.

i o7 = At each layer, a header is added
to the data unit.

’I = At layer 2, a trailer is added as
- well.

- [
« When the formatted data unit
passes through the physical layer
(layer 1) it is changed into an
! -'-‘-i electromagnetic or optical signal
i and transported along a physical

link

Trnsmission medi I
rnAmsHen E“'“ » At the destination the reverse

rocess is performed

| |
.[I 10100108011 07071900001 0000 '[I'I 010121010110701 230001 [lIl:ll

THE OSI MODEL AND LAY

In this section weoriefly describe
Physical Lay
From data link layer To data link layer

4

Physical I ! I I Physical
jayer | [JIHBI10101000000010111 | WilBN 1 0101000000010111 | | layer
L | L |

I Transmission medium I

er is resp e for movements of individual bits from one hop (node) to

n the OSI model.

« The physi
the next

» Mechanical and

Duties:

« Physical characteristics of interfaces and media

» Representation of bits

« Datarate

» Synchronization of bits

» Line configuration

» Physical topology

» Transmission mode

| specification, the procedures and functions
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Data link layer
» The data link layer is responsible for moving frames from one hop (node) to the next
« Transform the physical layer to a reliable (error-free) link

From network layer To network layer

Frame

- Data | T2 I Frame - Data |T2

Data link layer Data link layer

To physical layer From physical layer

Duties:
« Framing
« Physical addressing
* Flow control
« Error control
» Access control
Hop-to-hop delivery

Intermediate S STEm
syste Q
D

Intermediate
syste

Hop-to-hop delivery Hop-to-hop deliveryr,_l Hop-to-hop deli\.r\e-ry,_l
- -

o B E F

I Drata lirk % Drata link r . Diata limk I Y

I P hysical Physical l: l Phyesical I
Hop-to-ho e delive ry Hop-to-hop delivery Hop-to-hop delivery
From transport layer To transport layer

e T

[ ] Daca | Packes Chs Data

Network Network
layer layer
To data link layer From data link layer

The network layer is responsible for the delivery of individual packets from the source host
to the destination host.

Duties:
» Logical addressing
* Routing
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Source-to-destination delivery

Inrermediate sysbanm

Hop-to-hop delivery | Hop-to-hop deliveny | Hop-to-hop delivernys
= -

Source-to-destination deliveny

s B E F

| Memwsrk | Hetworc | N o
| oata link [_| JU ] oot ok [ L] cota e |
| prwsical | JLL] powsicar [ W] prwsicar |

I Lource-to-destination delvenys

Transport layer \ ‘ )
»

From session layer To session layer
[

e

g

7

|
e P A \ P
- palyi 7\ \ / / /
il i 7o\ \
L] / \\ \\

I3 / /

< - / \
[EA v ] [ o | gl - | - -

| | ] | J

|
Segments Segments
Transport Transport

layer To network layer From network layer layer

The transport |
Duties:

age from one process to another.

Metwark layer
Host-to-host delivery .

Transport layer
Process-to-process delivery
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To presantation layer

Session layer

From presentaticn layer

| | |

’ g 4 ! . g ¢ ;

o o . ! o o i v

. A i i . A i i

| - i | |

- - - I
sy sy syn =N =y Y

L | L [

Session Session
laywer
Froom transport layer

layer
Ta transport layer

The session layer is responsible for dialgg control an

From application layer

[ 1
L
|

1

To session layer
v

Presentation
layer

Presentation
layer
From session layer

The presentatio

User
(human or program)

User
(hurman or procrand

Application layer

Presentation

layer

for translation, compression, and encryption.

=

= B -
J
T oue

| L}

- Crata I PEssage | hMessacye

L ] L I
Applicatiom Application
laver layer

Tor presentation layer From presentation layer
|
The application layer is responsible for providing services to the user.
Pages 6/33
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Services:
»  Network virtual terminal
« Mail services
 File transfer, access, and management
« Directory services

The TCP/IP Reference Model:

The TCP/IP reference model was developed prior to OSI mo
model were,

ajor design goals of this

1. To connect multiple networks together so that the
2. To survive after partial subnet hardware failures.
3. To provide a flexible architecture.
Unlike OSI reference model, TCP/IP reference
1. Host-to-Network Layer
2. Internet Layer

3. Transport

Transport
Internet Layer
Network Layer
Host-to-Network Layer:
The TCP/IP reference model does not really say much about what happens here, except to point
out that the host has to connect to the network using some protocol so it can send IP packets to it.

This protocol is not defined and varies from host to host and network to network.

Internet Layer:
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This layer, called the internet layer, is the linchpin that holds the whole architecture together. Its
job is to permit hosts to inject packets into any network and have they travel independently to the
destination (potentially on a different network). They may even arrive in a different order than
they were sent, in which case it is the job of higher layers to rearrange them, if in-order delivery
is desired. Note that "internet” is used here in a generic sense, even though this layer is present in
the Internet.

The internet layer defines an official packet format and proto
The job of the internet layer is to deliver IP packets wher,
routing is clearly the major issue here, as is avoidin
reasonable to say that the TCP/IP internet layer is si
layer. Fig. shows this correspondence.

lled IP (Internet Protocol).
supposed to go. Packet
or these reasons, it is
to the OSI network

The Transport Layer:

The layer above the internet layer in t I ransport layer.

oriented protocol that allows &

one machine to be delivered without
error on any other machine in i

ming byte stream into discrete

s the received m tream. TCP also handles flow control
sender cannot sw. with more messages than it can handle.
Qosl TCPAP

7| Appicaon | | Application

6 Presentation ¥~ Not present

5 Sibion /,/ in the model

4 Transport Transport

3 Network Internet

2 Data link Host-to-network

1 Physical

Fig.1: The TCP/IP reference model.

The second protocol in this layer, UDP (User Datagram Protocol), is an unreliable,
connectionless protocol for applications that do not want TCP's sequencing or flow control and
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wish to provide their own. It is also widely used for one-shot, client-server-type request-reply
queries and applications in which prompt delivery is more important than accurate delivery, such
as transmitting speech or video. The relation of IP, TCP, and UDP is shown in Fig.2. Since the
model was developed, IP has been implemented on many other networks.

Layer (OS! names)

| [rewer FTP | smte ONS | | Application
Protocols < TCP UDP Transport
| IP | Network
thworks{ ARPANET | | satner | | Packet Tl >

CP/IP model initially.

The Applicatio

The TCP/IP model doe e session or presentation layers. On top of the transport layer is
the application layer. It captains all the higher-level protocols. The early ones included virtual
terminal (TELNET), file transfer (FTP), and electronic mail (SMTP), as shown in Fig.6.2. The
virtual terminal protocol allows a user on one machine to log onto a distant machine and work
there. The file transfer protocol provides a way to move data efficiently from one machine to
another. Electronic mail was originally just a kind of file transfer, but later a specialized protocol
(SMTP) was developed for it. Many other protocols have been added to these over the years: the
Domain Name System (DNS) for mapping host names onto their network addresses, NNTP, the
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protocol for moving USENET news articles around, and HTTP, the protocol for fetching pages
on the World Wide Web, and many others.

2.3 Local Area Networks

Why LANSs?

In the modern office environment, each worker is equipped wi
its own disk drives and processor. Each of these computers

nal computer, containing
communicate with another by the

antly, anyone familiar with the use of a
unicate or perform work over a LAN. But despite their
ot to demonstrate an increase in office productivity.
peeded the flow of information, but in many cases
in terms of organization, maintenance, and trouble-

They have €
they have alsC
shooting.

eliminated paper and

THE HISTORY OF LA

The advent of personal computers changed the type of information sent over office computer
networks. Terminals were no longer "dumb,” but contained the power to perform their own
instructions and maintain their own memories. This took considerable pressure off mainframe
devices, whose energies could now be devoted to more complex tasks.

LANs allowed for the transmission of data between workers. In turn, they enabled this shared
data to be directed to a common printer, serving a larger group of users. This eliminated the need
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for each worker to have a printer and ensured that the one printer provided was not underutilized.
In addition, LANSs allowed data to be called up directly on other workers' computers, providing
immediate communication and eliminating the need for paper. The most common application
was in interoffice communications, or electronic mail (e-mail). Messages could be directed to
one or several people and copied to several more over the LAN. As a result, an e-mail system
became something of an official record of communications between workers. Addressees
became obligated to respond to e-mail messages in a timely manner because their failure to
answer could be easily documented for supervisors.

Personal computers transformed LANs from mere shafed processors to fully integrated
communication devices. With processing power di eral computers, the
mainframe's main role was eclipsed and complex pgfcessin ini nctigns, and data
file storage became the job of a new device, the fi . e are many different types
of LANs. For example, many Macintosh compute
commonly use Ethernets.

PHYSICAL COMPONENTS OF LANS

The physical properties of a_LAN include netwo
personal computer to the netw These units are act
motherboards. Their job is to p onnection, monH
or buffer the data transmission e_against tra
assemble data frof the LAN into uUsa e compdter.

ess units (o faces) that connect the
interfacedCards installed on computer
ailability of access to the LAN, set
Ission errors and collisions, and

The next part of &L AN is the wiring, Which provides
to anoth®r, and tofprinters and file serve

e physical connection from one computer
. The properties of the wiring determine transmission
speeds. irst LLANs were connected Withgtoaxial cable, the same type used to deliver cable
television. e faeilities are relatively gnexpensive and simple to attach. More importantly,
they provided grgat,bane em's rate of data transfer), enabling transmission speeds
initially up to 20 pits per second.

Another type of wiring, @ Jped in the 1980s, used ordinary twisted wire pair (commonly used
for telephones). The primary advantages of twisted wire pair are that it is very cheap, simpler to
splice than coaxial, and is already installed in many buildings. The downside of this simplicity is
that its bandwidth is more limited.

A more recent development in LAN wiring is optical fiber cable. This type of wiring uses thin
strands of glass to transmit pulses of light between terminals. It provides tremendous bandwidth,
allowing very high transmission speeds and because it is optical rather than electronic, it is
impervious to electromagnetic interference. Still, splicing it can be difficult and requires a high

M.THILLAINAYAKI DEPT OF CS,CA & IT KAHE Pages 11/33



LAYERED PROTOCOLS AND THE OSI MODEL 2017
Batch

degree of skill. The primary application of fiber is not between terminals, but between LAN
buses (terminals) located on different floors. As a result, fiber distributed data interface is used
mainly in building risers. Within individual floors, LAN facilities remain coaxial or twisted wire
pair.

When a physical connection cannot be made between two LANS, such as across a street or
between buildings, microwave radio may be used. However, it is often difficult to secure
frequencies for this medium. Another alternative in this applicati@n is light transceivers, which
project a beam of light similar to fiber optic cable, but thro ir rather than over cable.
oblems associated with

The ring topol@
circular fashion.

node, but retained only D
node, which removes it frg

addressees. Eventually, the message circulates back to the sending
the stream.

TRANSMISSION METHODS USED BY LANS

LANs function because their transmission capacity is greater than any single terminal on the
system. As a result, each station terminal can be offered a certain amount of time on the LAN,
like a timesharing arrangement. To economize on this small window of opportunity, stations
organize their messages into compact packets that can be quickly distributed. When two
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messages are sent simultaneously, they could collide on the LAN causing the system to be
temporarily disrupted. Busier LANs usually utilize special software that virtually eliminates the
problem of collisions by providing orderly, non-contention access.

The transmission methods used on LANSs are either baseband or broadband. The baseband
medium uses a high-speed digital signal consisting of square wave DC voltage. While it is fast, it
can accommodate only one message at a time. As a result, it is suitable for smaller networks
where contention is low. It also is very simple to use, requiring n@ftuning or frequency discretion
circuits. This transmission medium may be connected directl the “metwork access unit and is
suitable for use over twisted wire pair facilities.

By contrast, the broadband medium tunes signa much like cable
television. Stations are instructed by signalin channel to
receive information. The information within each ¢ also be
digital, but they are separated from oth e medium
generally requires higher capacity fa usier LANS,
broadband systems require the use of tunin ices i that can filter out

all but the single channel it needs.

THE FILE SERVER

The administrative software of t J ated file server; in a smaller, less

files on differe mpt I As a result, if one machine is down, the entire system
may be crippled.
corrupted.

The addition of a dedicate@l file server may be costly, but it provides several advantages over a
distributed system. In addition to ensuring access even when some machines are down, its only
duties are to hold files and provide access.

OTHER LAN EQUIPMENT

LANs are generally limited in size because of the physical properties of the network including
distance, impedance, and load. Some equipment, such as repeaters, can extend the range of a
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LAN. Repeaters have no processing ability, but simply regenerate signals that are weakened by
impedance. Other types of LAN equipment with processing ability include gateways, which
enable LANs operating dissimilar protocols to pass information by translating it into a simpler
code, such as ASCII. A bridge works like a gateway, but instead of using an intermediate code, it
translates one protocol directly into another. A router performs essentially the same function as a
bridge, except that it administers communications over alternate paths. Gateways, bridges, and
routers can act as repeaters, boosting signals over greater distances. They also enable separate
LANSs located in different buildings to communicate with each o

(WAN). WAN:S require the use of special software pr ing system to enable
dial-up connections that may be performed by a te some cases,
separate LANSs located in different cities—and I8S—may be linked over the

public network.

LAN DIFFICULTIES

Irregularities in wiring and
orking off an uninterruptable

unsaved materiald’Some systems ma : undancy, such as keeping two file
te wiring to route &

Primary attributes of a

AN’s main function is to provide resource sharing and mutual communication, which provides
the following main services:

e The sharing of resources, including hardware resource sharing, file sharing, and
software inventory data sharing. Users can share a network system software and
application software.
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o Data transfer and e-mail: Data and network file transfer is an important feature of
modern LANSs not only transmit files, data, information, but also can send voice, images.

e Improve the reliability of the computer system. LAN computers can back each other,
avoiding the stand-alone system without backup failure may occur when system failures,
greatly improving the reliability of the system, particularly in the industrial process
control, real-time data processing and other applications, is particularly important.

o Easy to distributed processing: Use of network technology you can have more than one
computer connected to a high-performance computer s (Server) through a certain
algorithm, the larger global issues points to a differen to complete.

Broadband and baseband and base LANs

Broadband A communications medium that can uencies,
typically from audio up to video frequ ance of a
broadband system is that it can carry te as voice calls
A broadband medium can be made to ¢ rtioning its total

bandwidth into many independent channels, i a specific range of
frequencies. In contrast, a BA

Broadband LA

channel

w

VWWWVWWY

’\/\/\//\/\/\/\/\/ >< >M
1 roadband using coxial cable /

Broadband versus Baseband

N
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Broadband LANs are Multichannel, analog LANs as shown in Figure. typically based on coaxial
cable as the transmission medium, although fiber optic cable is also used. Individual channels
offer bandwidth of 1 to 5 Mbps, with 20 to 30 channels typically supported. Aggregate
bandwidth is as much as 500 MHz. Its characteristics are:

* Digital signal modulated onto RF carrier (analog)

* Channel allocation based on FD M

» Head-End for bidirectional transmission

e Stations connected via RF modems, Le. radio
conversion process, providing the transmitting dew

e digital-to-analog
channel.

Advantages
Data, voice and video can be accommata
* Greater distances

* Greater bandwidth.

Disadvantages

* High cost,
» Lack of well-de

Some broadband LA
Broadband for multichan

referred to as 1OBroadband36 where 10stands for 10Mbps,
and 36 for 3600 meters maximum separation between devices.

Baseband LANs
Baseband LAN is single channel, supporting a single communication at a time as shown in
Figure. They are digital in nature. Total bandwidth of | to 100Mbps is provided over coaxial

cable, UTP, STP, or fiber optic cable. Distance limitations depend on the medium employed and
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the specifics of the LAN protocol. Baseband LAN physical topologies including ring, bus, tree,
and star.

Baseband LANSs are by far the most popular and the most highly standardized. Ethernet, Token
Passing, Token Ring and FDDI LANSs are all baseband. They are intended only for data, as data
communications is, after all, the primary reason for the existence of LANSs. The characteristics of
this system may be summarized as follows:

» Unmodulated digital signal

* Single channel

* Bidirectional propagation of signal

» Stations connected, via T connectors
* No need of modems - low cost instal
Advantages
* Simplicity
* Low cost

n and maintenanc

» Limited distance

* Data and voice only.

IEEE LAN standards
Set of network standards developed by the IEEE. They include:

(1 IEEE 802.1: Standards related to network management.
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[1 IEEE 802.2: General standard for the data link layer in the OSI Reference Model. The
IEEE divides this layer into two sublayers -- the logical link control (LLC) layer and the
media access control (MAC) layer.The MAC layer varies for different network types and
is defined by standards IEEE 802.3 through IEEE 802.5.

[ IEEE 802.3: Defines the MAC layer for bus networks that use CSMA/CD. This is the
basis of the Ethernet standard. Also see the Ethernet Designations chart in the Quick
Referencesection of Webopedia.

(1 1EEE 802.4: Defines the MAC layer for bus net

mechanism (token bus networks).
network
ks (MAk

(1 1EEE 802.5: Defines the MAC layer for token-s
Relationship of the 802 standards to the ISO/CCITT model

s that use a token-passing

[ IEEE 802.6: Standard for Metropolitan Are

The IEEE 802 LAN Standards Family

The IEEE 802 Local and Metropolitah A a major working
group charted by IEEE to create, maintain, EE and equivalent
IEC/ISO standards. The IEEE formed the commi d this committee meets
as a plenary body at least th i tee produces the series of

standards known as IEEE 802. ivalent standards is known as 1ISO

8802-nnn.

IEEE 802 in a family of stand Figure 3.3. The MAC and Physical
layers of the 802'Standard were organized i ate set of standards from the LLC because
of the ipt€rdependénce between mediumaccess control, medium, and topology.

2.4 Connection options with LANs, LLC and MAC protocol data units

IEEE 802.2 LLC Ov

of the IEEE 802 Reference Model and provides functions similar to
the traditional data link control protocol: HDLC (High-Level Data Link Control). ISO/IEC 8802-
2 (ANSI/IEEE Standard 802.2), dated May 7, 1998, specifies the LLC. The purpose of the LLC
is to exchange data between end users across a LAN using an 802-based MAC controlled link.
The LLC provides addressing and data link control, and it is independent of the topology,
transmission medium, and medium access control technique chosen.
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Higher layers, such as TCP/IP, pass user data down to the LLC expecting error-free transmission
across the network. The LLC in turn appends a control header, creating an LLC protocol data
unit (PDU). The LLC uses the control information in the operation of the LLC protocol (see
Figure 3.4). Before transmission, the LLC PDU is handed down through the MAC service access
point (SAP) to the MAC layer, which appends control information at the beginning and end of
the packet, forming a MAC frame. The control information in the frame is needed for the
operation of the MAC protocol.

Figure 3.4 The LLC provides end-to-end link control over

IEEE 802.2 LLC Services

ether the PDU is intended for an individual or group
er it is a command or response PDU. The format

The Data field om higher-layer protocols that the LLC is transporting

to the destination.
Figure 3.5 The LLC PD gSists of data fields that provide the LLC functionality.
The Control field has bits'that indicate whether the frame is one of the following types:

e Information Used to carry user data.
e Supervisory Used for flow control and error control.
e Unnumbered Various protocol control PDUs.
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Unacknowledged Connectionless Service

The unacknowledgedconnectionless service is a datagram-style service that does not involve any
error-control or flow-control mechanisms. This service does not involve the establishment of a
data link layer connection (such as between peer LLCs). This service supports individual,
multicast, and broadcast addressing. This service simply sends and receives LLC PDUs with no
acknowledgement of delivery. Because the delivery of data is not guaranteed, a higher layer,
such as TCP, must deal with reliability issues.

The unacknowledged connectionless service offers advant in the following situations:

o If higher layers of the protocol stack provi and flow-control
mechanisms, then it would be inefficient IS case, the
unacknowledged connectionless service wo transport
protocol, for example, already provi

e It is not always necessary to delivery of
information. The overhead of c tenance can be
inefficient for applications involving a sources, such as
monitoring sensors. i ould best satisfy these

requirements.

Connection-Oriented Service

Flow control is a protoce re that ensures that a transmitting station does not overwhelm a
receiving station with data”With flow control, each station allocates a finite amount of memory
and buffer resources to store sent and received PDUs.

Networks, especially wireless networks, suffer from induced noise in the links between network
stations that can cause transmission errors. If the noise is high enough in amplitude, it causes
errors in digital transmission in the form of altered bits. This will lead to inaccuracy of the
transmitted data, and the receiving network device may misinterpret the meaning of the
information.
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The noise that causes most problems with networks is usually Gaussian and impulse noise.
Theoretically, the amplitude of Gaussian noise is uniform across the frequency spectrum, and it
normally triggers random single-bit independent errors. Impulse noise, the most disastrous, is
characterized by long quiet intervals of time followed by high amplitude bursts. This noise
results from lightning and switching transients. Impulse noise is responsible for most errors in
digital communication systems and generally provokes errors to occur in bursts.

To guard against transmission errors, the connection-oriented a
LLCs use error control mechanisms that detect and correct e
of PDUs. The LLC ARQ mechanism recognizes the po
errors:

knowledged-connectionless
s thatvoccur in the transmission
ity of the following two types of

e Lost PDU A PDU fails to arrive at the ot
o Damaged PDU A PDU has arrived, but'som

present by using a Cyclic Redundancy C i . In general, the
receiving station will send back a positive

a small perceptage of frames, thus i a Stransmissions. Because of the feedback
otocols, the trans st accommodate half-duplex or full-duplex
available because of feasibility, then it is impossible to

egvould not be able to notify the transmitter of bad

e Continuous ARG this type of ARQ, often called a sliding window protocol, the
sending station tragsmits frames continuously until the receiving station detects an error.
The sending station is usually capable of transmitting a specific number of frames and
maintains a table indicating which frames have been sent.

The system implementor can set the number of frames sent before stopping via
configuration parameters of the network device. If a receiver detects a bad frame, it will
send a negative acknowledgement back to the sending station requesting that the bad
frame be sent again. When the transmitting station gets the signal to retransmit the frame,
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several subsequent frames may have already been sent (due to propagation delays
between the sender and receiver); therefore, the transmitter must go back and retransmit
the bad data frame.

There are a couple of ways the transmitting station can send frames again using
continuous ARQ. One method is for the source to retrieve the bad frame from the
transmit buffer and send it and all frames following it. This is called the go-back-n
technique. A problem is that when n (the number of fra the transmitter sent after the
bad frame plus one) becomes large, the method beco tcient. This is because the
retransmission of just one frame means that a larg ssibly good frames will
also be resent, thus decreasing throughput.

The go-back-n technique is useful in appheations for
limited because all that is needed is a receiver Wi [ i ames are
to be delivered in order). When th& receive nod a negative
acknowledgment), it does no d to buffer 3
reordering while it is waiting for thegrettansmission, [ uent frames will
also be sent.

An alternative to thé@eatinuous go-back-
retransmits only the badWira hen resumes no ansmission at the point just before
getting the notification o § ae. This apprt is called selective repeat. It is
obviouslyfbetter than conti in_terps of throughput because only the bad
frame #1€€ds retransmission. is tech , however, the receiver must be capable
of storing\@ number of frames Wi they are to #e processed in order. The receiver needs to
ifer dataithat has been received after a bad frame was requested for retransmission
enly the damaged frame wil ent again.

nique is¢a method that selectively

o Stop-and=wa ethod, the sending station transmits a frame, then stops
and waits ome type offacknowledgment from the receiver on whether a particular
frame was acceptable or not. If the receiving station sends a negative acknowledgment,
the frame will be again. The transmitter will send the next frame only after it
receives a positivegdcknowledgment from the receiver.

An advantage of stop-and-wait ARQ is that it does not require much buffer space at the
sending or receiving station. The sending station needs to store only the current
transmitted frame. However, stop-and-wait ARQ becomes inefficient as the propagation
delay between source and destination becomes large. For example, data sent on satellite
links normally experiences a round-trip delay of several hundred milliseconds; therefore,
long block lengths are necessary to maintain a reasonably effective data rate. The trouble
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is that with longer frames, the probability of an error occurring in a particular block is
greater. Thus, retransmission will occur often, and the resulting throughput will be lower.

Acknowledged Connectionless Service

As with the The unacknowledged connectionless service, the acknowledged connectionless
service does not involve the establishment of a logical connection with the distant station. But
the receiving stations with the acknowledged version do comfirm successful delivery of

large number of processors and programm ing of important
fit this case. In all

e Response A layer uses this type of primitive to complete a procedure initiated by an
indication primitive.

These primitives are an abstract way of defining the protocol, and they do not imply a specific
physical implementation method. Each layer within the 802 model uses specific primitives. The
LLC layer communicates with its associated MAC layer through the following specific set of
service primitives:
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e MA-UNITDATA.requestThe LLC layer sends this primitive to the MAC layer to
request the transfer of a data frame from a local LLC entity to a specific peer LLC entity
or group of peer entities on different stations. The data frame could be an information
frame containing data from a higher layer or a control frame (such as a supervisory or
unnumbered frame) that the LLC generates internally to communicate with its peer LLC.

« MA-UNITDATA.indicationThe MAC layer sends this primitive to the LLC layer to
transfer a data frame from the MAC layer to the LLC. This occurs only if the MAC has
found that a frame it receives from the Physical layer isgf@hid and has no errors and the
destination address indicates the correct MAC addres he station.

2.5 LAN topologies and protocols

stuff, but it's very important to fully undegstand them a erstanding
and troubleshooting networks and wil i i you're faced

This article explains the different network topo networks. We examine
Bus Topology, Ring Topolo brid Topology and many
more.

There are two t ies: i ical. The physical topology of a network
nd other peripherals. Try to imagine yourself in a room

Logical topology is ethod used to pass the information between the computers. In other
words, looking at that s m, if you were to try to see how the network works with all the
computers talking (thinki?0f the computers generating traffic and packets of data going
everywhere on the network) you would be looking at the logical part of the network. The way the
computers will be talking to each other and the direction of the traffic is controlled by the various

protocols (like Ethernet) or, if you like, rules.

If we used token ring, then the physical topology would have to change to meet the requirements
of the way the token ring protocol works (logically).
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If it's all still confusing, consider this: The physical topology describes the layout of the network,
just like a map shows the layout of various roads, and the logical topology describes how the
data is sent accross the network or how the cars are able to travel (the direction and speed) at
every road on the map.

The most common types of physical topologies, which we are going to analyse, are: Bus,
Hub/Star and Ring

The Physical Bus Topology

Bus topology is fairly old news and you probabl
modern office or home.

of these agound in any

With the Bus topology, all workstationsgare C that carries

50 Dhim

NODE 1 NODE 3
TRAMSMITTING) (RECEIVING)

Vode 1 is transmitiing o Node 3, but every other node receives

As you can see in the abbove example, all computers are attached to a continuous cable which
connects them in a straight line. The arrows clearly indicate that the packet generated by Node 1
is transmitted to all computers on the network, regardless the destination of this packet.

Also, because of the way the electrical signals are transmitted over this cable, its ends must be
terminated by special terminators that work as ""shock absorbers™, absorbing the signal so it won't
reflect back to where it came from. The value of 500hms has been selected after carefully taking
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in consideration all the electrical characteristics of the cable used, the voltage that the signal
which runs through the cables, the maximum and minimum length of the bus and a few more.

If the bus (the long yellow cable) is damaged anywhere in its path, then it will most certainly
cause the network to stop working or, at the very least, cause big communication problems
between the workstations.

Thinnet - 10 Base2, also known as coax cable (Black in col and Thicknet - 10 Base 5
(Yellow in colour) is used in these type of topologies.

2.6 Token ring (Priority), token bus and IEEE 802.4

transmission technique. Physically, the to i le to which the
stations are attached

The topology of the comp rkstations connected by
long trunk cables. Logically, i a ring. These workstations branch
from hubs in a star configuratio s and star topology. Token bus
some distance. IEEE 802.4 token

C 1 from one station to another following the numeric sequence
of the station addresses: he token follows a logical ring rather than a physical ring. The
last station in numeric ordgF passes the token back to the first station. The token does not follow
the physical ordering of workstation attachment to the cable. Station 1 might be at one end of the
cable and station 2 might be at the other, with station 3 in the middle.

In such a case, there is no collision as only one station possesses a token at any given time. In
token bus, each station receives each frame; the station whose address is specified in the frame
processes it and the other stations discard the frame.
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A Token Bus

MAC Sublayer Function

» When the ring is initialized, stations are in
to lowest.

es, 0, 2, 4, and 6 for traffic, with O the lowest and 6 the

* Each station our substations, one at each priority level i.e. 0,2,4 and

6.

* As input comes in to AC sublayer from above, the data are checked for priority and

routed to one of the four s
* Thus each station maintains its own queue of frames to be transmitted.

» When a token comes into the station over the cable, it is passed internally to the priority 6
substation, which can begin transmitting its frames, if it has any.
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» When it is done or when its time expires, the token is passed to the priority 4 substation, which
can then transmit frames until its timer expires. After this the token is then passed internally to
priority 2 substation.

* This process continues until either the priority 0 substation has sent all its frames or its time
expires.

* After this the token is passed to the next station in the ring.

Frame format of Token Bus
The various fields present in the frame format are

1. Preamble: This. Field is at least 1 byte long.

A

1 byte 1 byte 1 byte 2.6 byte 2.6 byte 0.8182 4 byte 1 byte
Start Frame Destination Source End
Preamble | ptimiter | Control Address Address Lo Checksum. | 1, limiter

Frame format of IEEE 802.4

This one byte fieldispecifies the type of frame. It distinguishes data frame
. For data frames it i
ntrol frame types clude. token passing and various ring maintenance

4. Destination address: ies 2 to 6 bytes destination address.
5. Source address: It speCifies 2 to 6 bytes source address.

6. Data: This field may be upto 8182 bytes long when 2 bytes addresses are used &upto 8174
bytes long when 6 bytes address is used.

7. Checksum: This 4 byte field detects transmission errors.
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8. End Delimiter: This one byte field marks the end of frame.

The various control frames used in token bus are:

Farme Name Meaning
Control Field
00000000 Claim_token Claim token during ring initialization

00000001 |[Solicit successor_1 | Allow station to enter the ring

00000010  [Solicit successor_2 |Allow stations to enter the ring

00000011 Who_follows Recover from lost token.

00000100 Resolve_contention Used when multiple stations want to \
enter.

00001000 | Token Pass the token

00001100 Set successor Allow station to leave the ring.

4 N N

2.7 Metropolitan area networks (MANS)

A metropolitan area network (MAN) is a network that interconnects users with computer
resources in a geographic area or region larger than that covered by even a large local area
network (LAN) but smaller than the area covered by a wide area network (WAN). The term is
applied to the interconnection of networks in a city into a single larger network (which may then
also offer efficient connection to a wide area network). It is also used to mean the
interconnection of several local area networks by bridging them with backbone lines. The latter
usage is also sometimes referred to as a campus network.

2.8 ANSI fiber distributed data interface.

A high-speed
reference model fo
X3T9, which runs at
local area network (LAN)

nforming to the Open Systems Interconnection (OSI)
the American National Standards Institute (ANSI) standard
over fiber-optic cabling; often used for network backbones in a
etropolitan area network (MAN).

How FDDI Works

Fiber Distributed Data Interface (FDDI) is usually implemented as a dual token-passing ring
within a ring topology (for campus networks) or star topology (within a building). The dual ring
consists of a primary and secondary ring. The primary ring carries data. The counter-rotating
secondary ring can carry data in the opposite direction, but is more commonly reserved as a
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backup in case the primary ring goes down. This provides FDDI with the degree of fault
tolerance necessary for network backbones. In the event of a failure on the primary ring, FDDI
automatically reconfigures itself to use the secondary ring as shown in the illustration. Faults can
be located and repaired using a fault isolation technique called beaconing. However, the
secondary ring can also be configured for carrying data, extending the maximum potential
bandwidth to 200 Mbps.

Stations connect to one (or both) rings using a media interface nector (MIC). Its two fiber

ich the primary ring enters and the
ports provide attachment points for

ingle-attached stations can be connected to dual-
(va dual-attached device called a concentrator or
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A working FDDI backbone:
Primary ring

Secondary ring

FDDI FDDI
concentrator/ concentrator/
bridge bridge

LAN servers LAN workstations

When a fault occurs In the primary ring:

FDD

the IEEE
other stations
node to the next.
many frames of info

. The token passes around the ring, moving from one
to transmit information, it captures the token, transmits as
nts (within the specified access period), and then releases the
token. This feature of t g multiple data frames per token capture is known as a capacity
allocation scheme, in contrast to the priority mechanism used in the IEEE 802.5 token ring
standard. Every node on the ring checks the frames. The recipient station then reads the
information from the frames, and when the frames return to the originating station, they are
stripped from the ring.

a station
ion as it

There can be up to 500 stations on a dual-ring FDDI network. The maximum circumference for
an FDDI ring is 100 kilometers (or 200 kilometers for both rings combined), and there must be a
repeater every 2 kilometers or less. Bridges or routers are used to connect the FDDI backbone
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network to Ethernet or token ring departmental LANSs. For these reasons, FDDI is not often used
as a wide area network (WAN) solution, but is more often implemented in campus-wide
networks as a network backbone.
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UNIT 2 - POSSIBLE QUESTIONS

PART A
(20 MARKS)
ONLINE EXAMIANTION

PART B

(Each Question carries 2 %

Mentionany four network design problems.

How many layers in the OSI model?

Write a status of OSI.

Mention about the primary attributes of LAN.

What are the connection options with LAN? Discuss it.

What is meant by the Token ring?

How to introduce standards organizations and the OSI model?

Write a short note on Wide area networks.

How to explain the LAN topologies and protocols in communication systems?
0. How the interface of ANSI Fiber Distributed data interface was made?

- A\ ) 4

PART C

Compulsory Question

RBROoo~NoGO~LONE

(Each Question Carries 8 marks)
1. Discuss about the classification of communication protocols.

N

Compare the OSI reference model with TCP/IP model.
3. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
4. Explain in detail about the X.25 architecture with an example network.
5. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
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5 are invoked to_and from the layer through identifiers Entities Layers Hosts Primitives Primitives
called service access points.
6 user data transferred transparently by layer N+1 to SDU pCI PDU Il SDU
layer N and subsequently to N-1.
information excahnged by peer entities at different
7 |sites on the network to instruct an entity to performa a service SDbuU PCI PDU ICI PCI
function.
8 |The combination of the SDU and PClI is SbU PCI PDU ICI PDU
9 Ate_mporary_parameter passed between N and N-1 to invoke SDU pCI PDU 1l ICI
service functions
10 is a fancy name of a header. SDU PCI PDU ICI PCI
" The tota! unit of information transferred across the layer IDU SDU PDU pCI DU
boundaries
12 |The ICI is used only between adjacent layers at the node. Same Different Enabled disabled Same
13 |s_supported by the major _stqndards organizations, TCP oSl P TCP/P osl
telecommunications, and trade associations.
Tnternational Telegrapn Control Committe for | Consulative Committee (,omm!ttee Tnternational
& Telephone . . Consultaive for Telegraph &
14 |CCITT meant as - Information for International .
E— Consultative Technoloav T Tel h & Teleoh International Telephone
Committee echnology Team elegrap elephone Telearanh & Conaniltative
15 |RPOA is meant b Research Private Recognized Private Related Process Realtional Process Recognized Private
Yoo Operating Agencies Operating Agencies Operating Agencies Operating Agencies Operating Agencies
16 |ECMA is combination of ISO & CCITT ITU & ANSI ANSI & ISO ISO & ANSI ISO & CCITT
17 |The is the primary US Organization on OSI. ANSI I1ISO CCITT ITU ANSI
18 The : is deidcated to the devel.oprpent of standards CCITT ANSI ECMA 1SO ECMA
applicable to computer and communication technology.
19 Several subcommittees within ECMA work actively with CCITT & 150 ITU & ANSI ANSI & 1SO 1SO & ANSI CCITT & 1SO




is active in developing standards for data communications

20
for the OSI. CCITT ANSI ECMA ISO ANSI
”n is E.i national trade association which has been active for CCITT ANSI EIA 1SO EIA
many years in the development of standards.
The publishes its own standards and also submits
22 — - .
proposals to ANSI for publication as US national standards. EIA ANSI CCITT ITU EIA
23 The activity addresses local area network and many other EIA ANSI \EEE ITU IEEE
standards as well.
” The |s_a cpnsortlum of federal agencies that have large NCS |EEE EIA ANSI NCS
telecommunications capabilities.
25 |The lowest layer in the OSI model is Application Layer Physical Layer Presentation Layer Session Layer Physical Layer
6 I::nnel layer is resposible for the transfer of data over the Data Link Physical Application Session Data Link
The specifies the interface of the user DTE into a packet
27 |switched network as well as interface of two DTEs with each Application Layer Physical Layer Network Layer Session Layer Network Layer
other through a packet network.
The provides the interface between the data L .
28 —
communications network and the upper three layers. Application Layer Transport Layer Network Layer Session Layer Transport Layer
29 ::;/iri serves as user interface into the transport service Application Layer Transport Layer Network Layer Session Layer Session Layer
30 |The supports an end user application process. Application Layer Transport Layer Network Layer Session Layer Application Layer
31 [The industry has now matured and is relatively stable field. WAN LAN MAN Network WAN
European Computer | Established Computer | Extended Computer | European Commerce | European Computer
32 |ECMA means Manufacturers Manufacturers Manufacturers Manufacturers Manufacturers
Association Association Association Association Association
33 The LAN transmission capacity is usually greater than that of a WAN Network MAN LAN WAN
34 |The ECMA voted to accept the 802.5__ as its standard. Network Topology Token ring Layers Token ring
35 I:aena:sl:rzi Is particularly serve in the LAN with ts high speed Low error rates High error rates Error rates Moderate errors Low error rates
36 |The LLC and MAC sublayers use to communicate. TCE PDU DTE DCE PDU
37 |The field indicates the length of the LLC and data fields. Data Numbers Data Length Data Packet Data Length
corporation was instrumental in providing the research .
38 | . . . . N XEROX MICR FT X
for CSMA/CD and in developing the first commercial products. U © CROSO enix XEROX
39 transmits the frame into the physical layer and receives Medium access CSMA/CD XEROX MAC Medium Access
the frame from the physical layer. Management Management
40 In a_CSI\/_IA/CD net\_/vork aeach station has both a transmit and 1o OUTPUT INPUT Memory e
receive side to provide the flow of data.
al The transmit data encapsulation entity receives the data and MAC TCP P TCP/P MAC
constructs the frame.
42 ;I;]hee CSMA/CD frame is transmitted to all stations connected to 1o Channel Network TCP/IP Channel
43 | A central aspect of collisions deals with the Collision window sliding window protocol Network Collision window




An ethernet 10Mbit/s channel has a propagation delay of

44 - 350 450 400 425 450
bit times.
45 The CSL\,?Q/CD LAN requires that the jam be at atleast 64 39 16 8 32
6 At thg receiving station or stations the bits resulting fromthe Physical Network Session Presentation Physical
collision are decoded by the layer.
47 Both Ethern.et. and use a 1-pers.|stent technique to 802.4 802.3 802.1 802.2 802.3
manage collisions and channel contention.
48 CSMA/CD_ !oerf_orm_s best _under conditions when aggregate High Low Moderate Very Low Low
channel utilization is relatively
49 A'n asynchronous terminal based system should perform well Medium access CSMA/CD XEROX MAC CSMA/CD
with Management
50 ;\r:t?/v—ork ses a token to provide priority access to the Network media window Token ring Protocol Token ring
51 W.Ith.the tokep priority passing approach the stations have Physical Network Session Presentation Network
priority established for access to the
52 |The is the heart of the token bus system. ACM ™M Interface Machine RxM ACM
53 |——— determines the logical ring of the physical bus by the ACM IEEE802.4 IEEE 802.5 IEEE 802.1 IEEE 802.4
numeric value of addresses.
An or LLC data unit provides the fcility for the lowest .
54 — .
address to hand the token to the highest address. MAC Physical Network HDLC MAC
55 al_so forms the basis for the Switched Multi- megabit 802.6 8025 802.3 802.1 802.6
Data Service.
56 The standard is organized around a topology and technique WAN MAN LAN Wireless MAN
called DQDB.
57 The |mplementat|on for MAN provides fro transfer rates from 34 100 150 125 110 150
to  Mbit/s.
58 has developed a sepcification for LAN and optical fibres. ANSI CCITT 1ISO NIT ANSI
Fiber Data Distributed | Fiber Distributed Data | Fiber Data Distributed | Fiber Distributed Data | Fiber Distributed Data
59 |FDDI means i i
— Interaction Interface Interface Interaction Interface
60 The channel operates at 100 Mbit/s upto 10000 nodes Network Wireless Wired optical fiber Optical fiber

can be placed on one optical fiber ring.
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SYLLABUS:

UNIT I

Network Protocols :TCP , UDP, IP, ICMP, SNMP,R
TCP/IP :TCP/IP and internetworking, example of T
sockets. The IP address structure, major features
routing, value of the transport layer, TCP, Maj
the transmission control block (TCP), rou

ani0e that both ends of the exchange must recognize
in an industry or international standard.

Standards Organiza

Standards creation Communities
IEEE (Institute of Electrical and Electronics Engineers)
IEEE's Constitution defines the purposes of the organization as “scientific and educational,
directed toward the advancement of the theory and practice of Electrical, Electronics,
Communications and Computer Engineering, as well as Computer Science, the allied branches of
engineering and the related arts and sciences.” The IEEE is incorporated under the Not-for-Profit
Corporation Law of the state of New York, United States. It was formed in 1963 by the merger
of the Institute of Radio Engineers (IRE, founded 1912) and the American Institute of Electrical
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Engineers (AIEE, founded 1884). It has more than 400,000 members in more than 160 countries,
45% outside the United States.In pursuing these goals, the IEEE serves as a major publisher of
scientific journals and a conference organizer. It is also a leading developer of industrial
standards (having developed over 900 active industry standards) in a broad range of disciplines,
including electric power and energy, biomedical technology and health care, information
technology, information assurance, telecommunications, consumer electronics, transportation,
aerospace, and nanotechnology. IEEE develops and participates in educational activities such as
accreditation of electrical engineering programs in i tes of higher learning.
IEEE is one of the leading standards-making organization orld. IEEE performs its
standards making and maintaining functions through th rds Association (IEEE-
SA). IEEE standards affect a wide range of industries 4 energy, biomedical
and health care, Information Technology teansportation,

nanotechnology, information assurance, and m . E had close 19,900 active
standards, with 500 standards under development. O rds is the
IEEE 802 LAN/MAN group of standard andard and
the IEEE 802.11 standard.

ANSI (American Institute)

eloping organizations meet the
and due process.

anical Engineers (ASME)
e American Sociét il Engineers (ASCE)
e American Institute Mining Engineers (AIME, now American Institute of Mining,
Metallurgical, and”Petroleum Engineers)
« American Society for Testing and Materials (now ASTM International)

ANSI also designates specific standards as American National Standards, or ANS, when the
Institute determines that the standards were developed in an environment that is equitable,
accessible and  responsive to  the requirements of various stakeholders.
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The American National Standards process involves:

e consensus by a group that is open to representatives from all interested parties

« broad-based public review and comment on draft standards

e consideration of and response to comments

« incorporation of submitted changes that meet the same consensus requirements into a
draft standard

o availability of an appeal by any participant allegi ese principles were not
respected during the standards-development proce

ITU (International Telecommunications Uni CCITT)
The International Telecommunication Union jsfthe specializ ed Nations
which is responsible for information and commu lon technologies. inates the
shared global use of the radio spectrum, pr@motes inter al coope i
orbits, works to improve telecom ion infrastruc in the g world and
establishes Workdwide standards.
ITU coordinates the shared global use of the ra trum, pro S international cooperation
in assigning satellite orbits, works to improve tele nunication inf cture in the developing
world and establishes wor e standards.ITU organizes” worldwide and regional
exhibitions and forums, such aS{ COM WORLEDbringing together representatives of
government and the telecommu T industryf 0 exchange ideas, knowledge and
technology.The is active in afgas ingluding Breadbard Internet, latest-generation wireless
technologies, ¥ agtonautical and afitime navigatfon, radio astronomy, satellite-based
meteorology, conwergence in fixed-mobile phone, Ifiternet access, data, voice, TV broadcasting,
and neXt-generation networks.
ISO (International DFganization for Standards)
The Interna ion for Stamdardization widely known as ISO, is an international
standard-setting{bady ~ co representatives from various national standards
organizations. Fo on Febrrary 23, 1947, the organization promulgates worldwide
proprietary industrial a ommercial standards. It has its headquarters in Geneva, Switzerland.
While 1SO defines itsel a non-governmental organization, its ability to set standards that
often become law, eitherthrough treaties or national standards, makes it more powerful than
most non-governmental organizations. In practice, 1ISO acts as a consortium with strong links to
governments

I1SO, is an international standard-setting body composed of representatives from various national
standards organizations the organization promulgates worldwide proprietary industrial and
commercial standards.ISO's main products are the International Standards. 1SO also publishes
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Technical Reports, Technical Specifications, Publicly Available Specifications, Technical
Corrigenda, and Guides.

EIA (Electronic Industries Association)

The Electronic Industries Alliance (EIA, until 1997 Electronic Industries Association) was a
standards and trade organization composed as an alliance of trade associations for electronics
manufacturers in the United States. They developed standar ensure the equipment of
different manufacturers was compatible and interchangablé”fn 1924 the Associated Radio
Manufacturers alliance was formed, which was rename Radio Manufacturers Association

(RMA) the same year. Upcoming new electronic techn embers and further
name changes: Radio Television Manufacturers Assbciati ig Electronics
Television Manufacturers (RETMA) (1953) and A) (1957)
The last renaming took place in 1997, when EIA be e (EIA),
reflecting the change away from a pur, ning serial
communication between computers a e radio sector
as RS-232. Later it was taken over by the was managed by
the TIA and the name was changed to the curr IA was accredited by

ANSI to help develop standa ribed as e. g. ANSI TIA-
232 (or formerly as ANSI EIA 2

networks and Interne
is a partner in 3GPP.

achine-to-machine communications). ETSI inspired the creation of, and

ETSI was created by CEPT in 1988 and is officially recognized by the European Commission
and the EFTA secretariat. Based in Sophia Antipolis (France), ETSI is officially responsible for
standardization of Information and Communication Technologies (ICT) within Europe. These
technologies include telecommunications, broadcasting and related areas such as intelligent
transportation and medical electronics. ETSI has 740 members from 62 countries/provinces
inside and outside Europe, including manufacturers, network operators, administrations, service
providers, research bodies and users — in fact, all the key players in the ICT arena. convergence)
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and M2M (for ETSI has been successful in standardizing the Low Power Radio, Short Range
Device, GSMTETRA professional mobile radio system.ETSI was created by CEPT in 1988 and
is officially recognized by the European Commission and the EFTASophia Antipolis (France),
ETSI is officially responsible for standardization of Information and Communication
Technologies (ICT) within Europe. These technologies include telecommunications,
broadcasting and related areas such as intelligent transportation and medical electronics.
W3C - World Wide Web Consortium
The World Wide Web Consortium (W3C) is the in international standards
organizationWorld Wide Web (abbreviated WWW or W3).

which maintain full-time staff for the purpose
standards for the World Wide Web. As of 18 F
(W3C) has 322 members.

Wa3C also engages in education and outre
discussion about the Web.

industry members in the adog n, incompatible versions
of HTML were offered by dif for inconsistency between
web pages. The consortium we ors to agree on a set of core
principles and co

Liessage
,\' /J MNetwork
medium Medium

Devices
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Four elements of a network:
- Rules
- Medium
- Messages
- Devices

nd icons, _are commonly used to

Internetworking is a very graphically oriented subjec

represent networking devices. On the left side of the d me common devices
which often originate messages that comprise our ude various types
of computers (a PC and laptop icon are shown), . On local afga networks
these devices are typically connected by LAN 'me de of the
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Common Data Network Symbols
g Desktop Computer 5 LAN Switch
D Laptop ' Firewall
Server ﬁ Router
i
- IP Phone é Wireless Router
gﬁ’: iﬂ’
LAN Media <’ \) Cloud
coconaonoconn  Wireless Media —————  WAN Meda
Network Inte ovides the physical connection to the
network at the PC or other host devi onnecting the PC to the networking device
plugs d
Physical ernetworking device where the media is connected

Interface - Speciali
Because routers are usee
interfaces.

Internetworking device that connect to individual networks.
rconnect networks, the ports on a router are referred to network

For a network to function, the devices must be interconnected. Network connections can be
wired or wireless. In wired connections, the medium is either copper, which carries electrical
signals, or optical fiber, which carries light signals. In wireless connections, the medium is the
Earth's atmosphere, or space, and the signals are microwaves. Copper medium includes cables,
such as twisted pair telephone wire, coaxial cable, or most commonly, what is known as
Category 5 Unshielded Twisted Pair (UTP) cable. Optical fibers, thin strands of glass or plastic
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that carry light signals, are another form of internetworking media. Wireless media may include
the home wireless connection between a wireless router and a computer with a wireless network
card, the terrestrial wireless connection between two ground stations, or the communication
between devices on earth and satellites. In a typical journey across the Internet, a message may
travel across a variety of media.

Ve

Network Connections

Wired networks used physical
cables to connect devices.

Wireless networks use radio
waves to communicate between
devices.

Wirgless networks are also
connected to wired networks, at
some point.

Human beings often seek'to send and receive a variety of messages using computer applications;
these applications require services to be provided by the network. Some of these services include
the World Wide Web, e-mail, instant messaging, and IP Telephony. Devices interconnected by
medium to provide services must be governed by rules, or protocols. In the chart, some common
services and a protocol most directly associated with that service are listed. Protocols are the
rules that the networked devices use to communicate with each other. The industry standard in
internetworking today is a set of protocols called TCP/IP(Transmission Control
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Protocol/Internet Protocol). TCP/IP is used in home and business networks, as well as being the
primary protocol of the Internet. It is TCP/IP protocols that specify the formatting, addressing
and routing mechanisms that ensure our messages are delivered to the correct recipient.

The Messages

In the first step of its journey from the computer to its destination, our instant message gets
converted into a format that can be transmitted on the network. All types of messages must be
converted to bits, binary coded digital signals, before being se i destinations. This is true
no matter what the original message format was: text, vid oice, or computer data. Once our
instant message is converted to bits, it is ready to be se

The Devices

ter. A router joins two or more networks, like a home
mation from one network to another. Routers in a
network wa
manner.

The Medium

To send our instant message to its destination, the computer must be connected to a wired or
wireless local network. Local networks can be installed in homes or businesses, where they
enable computers and other devices to share information with each other and to use a common
connection to the Internet.

Wireless networks allow the use of networked devices anywhere in an office or home, even
outdoors. Outside the office or home, wireless networking is available in public hotspots, such as
coffee shops, businesses, hotel rooms, and airports.
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Many installed networks use wires to provide connectivity. Ethernet is the most common wired
internetworking technology found today. The wires, called cables, connect the computers and
other devices that make up the networks. Wired networks are best for moving large amounts of
data at high speeds, such as are required to support professional-quality multimedia.

The Services

Network services are computer programs that support the human
throughout the network, these services facilitate online co
bulletin/discussion boards, chat rooms, and instant messagifig. In the case of instant messaging,
for example, an instant messaging service, provided b d, must be accessible
to both the sender and recipient.

work. Distributed on devices

The Rules

ocols. These

general, evolve, i at there are four basic characteristics that the underlying
architectures need in Order to meet user expectations: fault tolerance, scalability,
quality of service, and seCuri

Fault Tolerance

The expectation that the Internet is always available to the millions of users who rely on it
requires a network architecture that is designed and built to be fault tolerant. A fault tolerant
network is one that limits the impact of a hardware or software failure and can recover quickly
when such a failure occurs. These networks depend on redundant links, or paths, between the
source and destination of a message. If one link or path fails, processes ensure that messages can
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be instantly routed over a different link transparent to the users on either end. Both the physical
infrastructures and the logical processes that direct the messages through the network are
designed to accommaodate this redundancy. This is a basic premise of the architecture of current
networks.

-~

mksee INternet

upport new users and applications without impacting
the perfor i i red to existing users. Thousands of new users and
service provi each week. The ability of the network to support these
new interconnec ierarchical layered design for the underlying physical
infrastructure and | architecture. The operation at each layer enables users or service
providers to be inser jthout causing disruption to the entire network. Technology
developments are constantly increasing the message carrying capabilities and performance of the
physical infrastructure components at every layer. These developments, along with new methods
to identify and locate individual users within an internetwork, are enabling the Internet to keep
pace with user demand.
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Internet

Quiality of Service (QoS)

f fault tolerance and scalability for its
ternetworks create higher expectations for
oice and live video transmissions require a level of
that was not necessary for traditional computer
asured against the quality of experiencing the same
audio or vid raditional voice and video networks are designed to

are changing the way ne rchitectures are designed and implemented.
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mtﬂ:;m :"yd Internet
pwvaqﬁng physical access to. -
network devices. . =

s

Security measures protect the
network from unauthorized

Security

The Internet has eyolved from a tig C d internetwork of educational and government
organizations t@fa widely acce smission of business and personal
communicatio As a result, the ts of the network have changed. The
the use of internetworks to exchange
ion exceed what the current architecture can deliver.

increasing th (] iato the network architecture. As a result much effort is
being devoted to thi

procedures are beingump emented 0 combat inherent securlty flaws in the network architecture.
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Administrators can protect the vEN
network with software and
hardware security and by Internet
preventing physical access to. == ~
network devices.

@

[
rSet:iu'ity measures protect the |
| network from unauthorized

Fault Tolerant Network Arch

gsearch funded by the United States
0 have a communications medium that
could with s : ites dnd transmission facilities without disruption
olerance was the focus of the effort of the initial
2searchers looked at the existing communication
smission of voice traffic, to determine what could be

work. Early netwo
imakiky for the

Circuit Switched Connegctien-oriented Networks

To understand the challenge that the DoD researchers were faced with, it is necessary to look at
how early telephone systems work. When a person makes a call using a traditional telephone set,
the call first goes through a setup process, where all of the telephone switching locations between
the person and the phone set that they are calling are identified. A temporary path, or circuit, is
created through the various switching locations to use for the duration of the telephone call. If
any link or device participating in the circuit fails, the call is dropped. To reconnect, a new call
must be made, and a new circuit created between the source telephone set and the destination.
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This type of connection-oriented network is called a circuit-switched network. Early circuit
switched networks did not dynamically recreate dropped circuits. In order to recover from
failure, new calls had to be initiated and new circuits built end-to-end. Many circuit switched
networks give priority to maintaining existing circuit connections, at the expense of new circuit
requests. In this type of connection-oriented network, once a circuit is established, even if no
communication is occurring between the persons on either end of the call, the circuit remains
connected and resources reserved until one of the parties disconnects the call. Since there is a
finite capacity to create new circuits, it is possible to occasional t a message that all circuits

dynamically recreate dropped circuits in the event of D to consider other

types of networks. ‘

Many paths are T
possibie, but only one
path is selected per Talsphona
call

The circuit stays active, eve '

if no one is speaking. Telephone Network

Packet Switched Connec s Networks

In the search for a network that could withstand the loss of a significant amount of its
transmission and switching facilities, the early Internet designers reevaluated early research
regarding packet switched networks. The premise for this type of networks is that a single
message can be broken into multiple message blocks. Individual blocks containing addressing
information indicate both their origination point and their final destination. Using this embedded
information, these message blocks, called packets, can be sent through the network along various
paths, and can be reassembled into the original message upon reaching their destination.
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Utilizing Packets

The devices within the network itself are unaware of the content of the individual packets, only
visible is the address of the final destination and the next device in the path to that destination.
No reserved circuit is built between sender and receiver. Each packet is sent independently from
one switching location to another. At each location, a routing decision is made as to which path
to use to forward the packet towards its final destination. If a previously used path is no longer
available, the routing function can dynamically choose the next available path. Because the
messages are sent in pieces, rather than as a single complete the few packets that may
be lost in the advent of a failure can be retransmitted to t long a different path. In
many cases, the destination device is unaware that any

Packet-switched Connectionless Networks

an be used at any time to
to dynamically use redundant

etworks met the needs of the DoD, and continue to be
et, there are some benefits to a connection-oriented
e system. Because resources at the various switching
d to providi finite number of circuits, the quality and consistency of
s a connection-oriented network can be guaranteed. Another benefit is
that the provider of the s@ can charge the users of the network for the period of time that the
connection is active. The ability to charge users for active connections through the network is a
fundamental premise of the telecommunication service industry.

system like the
locations are dedi6
messages transmitted'e
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Packet Switching in a Data Network

Many paths may be
used for a single
communication as

individual packets are
routed to a
destination.

Prior to transmission,

each communication is Internet At the destination,
broken into packets Source Destination | Sequence packets may be

which are addressed and ||address address number reassembled into order
numbered. according to their

sequence number.
During peak periods, communication may be delayed, but not denied. 9

4

A Scalable rk Architecture

rks, has a hierarchical layered structure for addressing,
ices. At each level or layer of the hierarchy, individual
peering relationships with other operators at the same level. As a
result, network traffic th stined for local or regional services does not need to traverse to a
central point for distribugon. Common services can be duplicated in different regions, thereby
keeping traffic off the higher level backbone networks.Although there is no single organization
that regulates the Internet, the operators of the many individual networks that provide Internet
connectivity cooperate to follow accepted standards and protocols. The adherence to standards
enables the manufacturers of hardware and software to concentrate on product improvements in
the areas of performance and capacity, knowing that the new products can integrate with and
enhance the existing infrastructure. The current Internet architecture, while highly scalable, may

network operators m
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not always be able to keep up with the pace of user demand. New protocols and addressing
structures are under development to meet the increasing rate at which Internet applications and
services are being added.

Providing Quality of Service

Networks must provide secure, predictable, measurable, and,
packet-switched network architecture does not guarantegfthat all packets that comprise a
particular message will arrive on time, in their correct i or even that they will arrive at all.
Networks also need mechanisms to manage congested ne « traffig;"Cgngestion is caused
when the demand on the network resources excegls\the availal acity. If all ngtworks had
infinite resources, there would not be a need to tise Q@Symechanis ensure qualityef service.
Unfortunately, that is not the case. There as€ some co ints on netw resourcg§that cannot
be avoided. Constraints include techno imitations, cO and the lo aidability of high-
bandwidth service. Network bandwidth 1S¢the, measueFof data carryipg capacity of the
network. When simultaneous communications pted across the network, the demand for
network bandwidth can excegd its availability. The ious fix for tf uation is to increase the
amount of available bandwidthipBut, because of the previously stated constraints, this is not
always possible. In most case % the volume o ets is greater than what can be
transported across the network, e the packetSTIr memory until resources become
the number of packets to be queued

guaranteed services. The

types of packets that Ce delayed or dropped.

Classification

Ideally, we would like to assign a precise priority for each type of communication. Currently,
this is neither practical nor possible. Therefore, we classify applications in categories based on
specific quality of service requirements. To create QoS classifications of data, we use a
combination of communication characteristics and the relative importance assigned to the
application. We then treat all data within the same classification according to the same rules. For
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example, communication that is time-sensitive or important would be classified differently from
communication that can wait or is of lesser importance.

Assigning priorities

The characteristics of the information being communicated also affect its management. For
example, the delivery of a movie uses a relatively large amount of network resources when it is
delivered continuously without interruption. Other types of servicgg e-mail, for example - are not

ving that this is the priority for his
customers. This administrator may decide that the imp e minimahif e-mail users have to
wait a few additional seconds for their e-mail to agfive. , the quality of a
video stream is not as important as critical
manufacturing machinery.

Using Queues to Prioritize Communication

Voice Over IP

All communication has some access to the
media, but higher priority communication
High Priority Queue | has a greater percentage of the packets.

=

Financial
Transaction

Medium Priority Qusus I

Low Priority Queus Link to Network —

Web Page
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QoS mechanisms enable the establishment of queue management strategies that enforce
priorities for different classifications of application data. Without properly designed and
implemented QoS mechanisms, data packets will be dropped without consideration of the
application characteristics or priority. Examples of priority decisions for an organization might
include:

o Time-sensitive communication - increase priority fo

distribution.
« Non time-sensitive communication - decrease prj retrieval or e-mail.
« High importance to organization - increase ontrol or business

transaction data.
o Undesirable communication - decrease
peer file sharing or live entertainm

Security

tained on network attached computers are
mpromising the integrity of these assets could have
onsequences of a network security breach could

personal or business funds

e Company intellec property (research ideas, patents or designs) that is stolen and used
by a competitor

« Customer contract details that become known to competitors or made public, resulting in
a loss of market confidence in the business

A lack of public trust in the business's privacy, confidentiality, and integrity levels may lead to
loss of sales and eventual company failure. There are two types of network security concerns that
must be addressed to prevent serious consequences: network infrastructure security and content
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security. Securing a network infrastructure includes the physical securing of devices that provide
network connectivity and preventing unauthorized access to the management software that
resides on them. Content security refers to protecting the information contained within the
packets being transmitted over the network and the information stored on network attached
devices. When transmitting information over the Internet or other network, the content of the
individual packets is not readily known to the devices and facilities through which the packets
travel. Tools to provide security for the content of individual messages must be implemented on
top of the underlying protocols which govern how packets formatted, addressed and
delivered. Because the reassembly and interpretation of th ntent™s delegated to programs
running on the individual source and destination syst many of, the security tools and
protocols must be implemented on those systems as w

Security measures taken in a network should:

e Prevent unauthorized disclosure or ieft of infor
e Prevent unauthorized modificati information
o Prevent Denial of Service

Means to achieve these goals.include:

« Ensuring confidentialit
« Maintaining communicat

encrypting content €
information.

es confidentiality and minimizes unauthorized disclosure or theft of

Maintaining Communication Integrity

Data integrity means having the assurance that the information has not been altered in
transmission, from origin to destination. Data integrity can be compromised when information
has been corrupted - willfully or accidentally - before the intended recipient receives it. Source
integrity is the assurance that the identity of the sender has been validated. Source integrity is
compromised when a user or device fakes its identity and supplies incorrect information to a
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recipient. The use ofdigital signatures, hashing algorithms and checksum mechanisms are ways
to provide source and data integrity across a network to prevent unauthorized modification of
information.

Ensuring Availability

Ensuring confidentiality and integrity are irrelevant if network resources become over burdened,
or not available at all. Availability means having the assurance ofitimely and reliable access to
data services for authorized users. Resources can be unavai ing a Denial of Service
(DoS) attack or due to the spread of a computer virus. ork firewall devices, along with

desktop and server anti-virus software can ensure syste robustness to detect,
repel, and cope with such attacks. Building fully uctures, with few
single points of failure, can reduce the impact o It of the implementation
of measures to improve both the quality of service nications
is an increase in the complexity of the un ntinues to
expand to offer more and more n more robust
internetworking architectures being de acteristics: fault

tolerance, scalability, quality of service, and se

3.3 Example of TCP/IP opera ted protocols

Operation of TCR/IP

Host A

@m Port or

| service access point (SAP)

= i I,ugin;! conngction -
e T D . (TCP conmection) __ e -

Global network

P A uddress e

Metwork Acoess Metwork Access
Profocol #1 . Prolocol #2

. Logical connection
Physical Subnelwork aliachment (e, virtual circuit) ~ Physical
rd

pointoddress  Ronter J
/ Ir

NAP1| NAP2,

Physical| Physical
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Figure 1 indicates how these protocols are configured for communications. To make clear that
the total communications facility may consist of multiple networks, the constituent networks are
usually referred to as subnetworks. Some sort of network access protocol, such as the Ethernet
logic, is used to connect a computer to a subnetwork. This protocol enables the host to send data
across the subnetwork to another host, or, in the case of a host on another subnetwork, to a
router. IP is implemented in all of the end systems and the routers. It acts as a relay to move a
block of data from one host, through one or more routers, to another host. TCP is implemented
only in the end systems; it keeps track of the blocks of data sure that all are delivered
reliably to the appropriate application.

Figure 1 TCP/IP concepts.

ion, controlinformation as well as user data must be transmitted, as
. say that the sending process generates a block of data and passes this
to TCP. TCP may break 8lock into smaller pieces to make it more manageable. To each of
these pieces, TCP appe control information known as the TCP header, forming a TCP
segment. The control information is to be used by the peer TCP protocol entity at host B.
Examples of fields that are part of this header include the following:

To control this O
suggested in Figure

o Destination port: When the TCP entity at B receives the segment, it must know to whom
the data is to be delivered.

e Sequence number: TCP numbers the segments that it sends to a particular destination
port sequentially, so that if they arrive out of order, the TCP entity at B can reorder them.
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e Checksum: The sending TCP includes a code that's a function of the contents of the
remainder of the segment. The receiving TCP performs the same calculation and
compares the result with the incoming code. A discrepancy results if there has been some
error in transmission.

Application

User data byte stream

TP TCP
header sepment

P P
Treader datagram

Network Network-level
hender packet

Figure 2 Protocol data units (PB

d to the network access layer for transmission across the
e destination. The network access layer appends its own
header, creating a packe ame. The packet is transmitted across the subnetwork to router J.
The packet header contai e information that the subnetwork needs to transfer the data across
the subnetwork. Example$ of items that may be contained in this header include the following:

o Destination subnetwork address: The subnetwork must know to which attached device
the packet is to be delivered.

o Facilities requests: The network access protocol might request the use of certain
subnetwork facilities, such as priority.
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At router J, the packet header is stripped off and the IP header examined. On the basis of the
destination address information in the IP header, the IP module in the router directs the datagram
out across subnetwork 2 to B. To do this, the datagram is again augmented with a network access
header.

When the data is received at B, the reverse process occurs. At each layer, the corresponding
header is removed, and the remainder is passed on to the next higher layer, until the original user
data is delivered to the destination application.

3.4 The IP address structure

number 14 represent nique ID of the device in the network.

You can find out the IP addfess of your PC when you are connected to a network. Here’s how:

1. Click on Start button and then on Run.
2. In the box named Open, type “command” (without the quotes) and hit the Enter key.
3. In the window that appears, type “ipconfig” (minus the quotes) and hit Enter key.

It may take a while, depending on the type of connection your PC has. Wireless connections take
longer to display the IP address.
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Once the prompt displays information, you will see a line like:
IP Address : 192.168.10.14

This is the IP address of your PC in the network. The value given on the right side is a sample
value. Your IP address will likely be different from this one, but the format should remain
similar.

3.5 Major features of IP, IP datagram.

IP Functions

activities. For explanatory p
accurately, function sets):

datagrams, IP must know where to
a mechanism for host addressing.

to distant networks if that is required.

protocol, IP accepts” data from the transport layer protocols UDP and TCP. It then
encapsulates this data into an IP datagram using a special format prior to transmission.

o Fragmentation and Reassembly: IP datagrams are passed down to the data link layer
for transmission on the local network. However, the maximum frame size of each
physical/data-link network using IP may be different. For this reason, IP includes the
ability to fragment IP datagrams into pieces so they can each be carried on the local
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network. The receiving device uses the reassembly function to recreate the whole IP
datagram again.

o Routing / Indirect Delivery: When an IP datagram must be sent to a destination on the
same local network, this can be done easily using the network's underlying
LAN/WLAN/WAN protocol using what is sometimes called direct delivery. However, in
many (if not most cases) the final destination is on a distant network not directly attached
to the source. In this situation the datagram must be@delivered indirectly. This is
accomplished by routing the datagram through inter vices (shockingly called
routers). IP accomplishes this in concert with sup from the gther protocols including
ICMP and the TCP/IP gateway/routing protoco

3.6 The transmission control block (TCB)

about each
Block (TCB) to
do this, which maintains information about t bers, the send and
receive buffers, security apd priority values, nt in the queue. The
Transmission Control Block

TCP Sliding Window

TCP Window

=

DAY it AR e iy

TCP Data Segment

OIMmniSact com
vimnisecu.com
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In this case, the sending device can send up to 5 TCP Segments without receiving an
acknowledgement from the receiving device. After receiving the acknowledgement for Segment
1 from the receiving device, the sending device can slide its window one TCP Segment to the
right side and the sending device can transmit segment 6 also.

If any TCP Segment lost while its journey to the destination, the receiving device cannot
acknowledge the sender. Consider while transmission, all other Segments reached the destination
except Segment 3. The receiving device can acknowledge up 4@, Segment 2. At the sending
“Now the receiving device
has received all the Segments, since only Segment 3 w. . e receiving device will

all the Segments up to 5.

TCP uses a byte level numbering systen i er fora TCP
segment at any instance was 5000 and the Segm 500 aytes e number for the
next Segment will be 5000+500+1. That mea ‘ arri e sequence number
of the first byte in the segment.

The Window size is expressed 1 ined by the receiving device
when the connection is establishe :
big files from op€ Windows mac

show a large and will come do
Y 4
Bytes already ~ Bytes sent Bytes the ‘ Bytes the
sent and but not reciever is ready reciever is not

acknowledged acknowledged to accept ready to accept

K i s
e

Send Window

We have four catagories in above example.
1) Bytes already sent and acknowledged (upto Byte 20).
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2) Bytes sent but not acknowledged (Bytes 21-24).
3) Bytes the receiver is ready to accept (Bytes 25-28).
4) Bytes the receiver is not ready to accept (Byte 29 onwards).

The Send Window is the sum of Bytes sent but not acknowledged and Bytes the receiver is ready
to accept (Usable Window).

3.7 Route discovery protocols

To enable router discovery, the IRDP defines two kin

response, one or more routeryma . is more than one router,
the host usually picks the 8 [ s that router to its routing table.

These messages ake [ y do not determine a routing path,
just the presen
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UNIT 3 - POSSIBLE QUESTIONS

PART A
(20 MARKS)
ONLINE EXAMINATION

PART B
(Each Question carries 2 m

\

Sketch out the neat diagram for ports and sockets in TCP/IP.
Write about the TCP/IP internetworking.

Write about the IP address structure.

Discuss about the major features of IP.

Write a short note on major IP services.

With an example discuss about the ICMP message formatting
Discuss about the passive and active opens in TCP/IP.

Briefly explain the route discovery protocols in TCP/IP.
Write a short note on major IP services.

0 With an example discuss about the ICMP message formattmg

W™ N\

PART C

Compulsory Question

HO@NP’P’P.@!\’!—‘

(Each Question Carries 8 marks)

1. Discuss about the classification of communication protocols.

N

Compare the OSI reference model with TCP/IP model.
3. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
4. Explain in detail about the X.25 architecture with an example network.
5. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
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S.NO QUESTIONS OPTION 1 OPTION 2 OPTION 3 OPTION 4 ANSWER
UNIT 3

1 Network ___ also were relucant to _aIIow users to tap into their Security Administrators Applications Layers Administrators
resources, due to concerns about security.
It is also followed the applications such as electronic mail and file

2 [transfer should be standardized as well to permit interconnections End users Security Administrators Applications End users
of applications

3 The terms gateway.or __are used to describe a machine Switches Modem router packets Router
that performs relaying functions between networks.

4 The term does not mean that they provide fewer functions than a Subnetworks Network Protocols Systems Subnetworks
conventional netwrok.

5 T g.ate\{vay Is designed to remain transparent to the Interconnection internetworking internet interaction internetworking
enduser application.
The can dedicate itself to fewer tasks, such as managing . L

6 —
the traffic between networks. End users Gateway Administrators Applications Gateway

. The gateway considers the application message as nothing more PDU TCP/IP DTE DCE PDU
than a transparent
The procedures are usually proprietary in nature, and standards

8 |do not describe this interface between the gateway and the Subnetworks Network Protocols Systems subnetworks

9 The to statement is the publication of IEEE,OSI, and excention Svstems Protocols Networks excention
Internet service definitions the host and gateway Protocols. P Y P

10 The file trar)sfer software performs a variety of functions and user data header file fill systems procedures user data
appends a file transfer header to the

” per_forms several functions and adds a header to the PDU TCP/IP P Tcp SMTP TCP
passed to it.

12 |The from the upper layers is considered to be data to TCP. TCP/IP PDU IP SMTP PDU

13 \',I'Vt:;] -I|-|SP passes the to the network layer which operates layers segment token fing segment

14 |A datagram is otherwise called as IP Sockets TCP/IP Protocols TCP/IP

15 |The frame is otherwise called as datagram dataunit packets source unit dataunit
The network is free to manipulate and manage the PDU

16 |. layers packets frames manager manager
ina ny manner necessary.

17 The datagram is passed to the communications link that is lower layers higher layers middle layers top layers lower layers
connected to the appropriate subnetwork in Y g Y Y pay! Y

18 The datagram is re-encapsulat_ed into the datalink layer and packets frames units TCP units frames
passed to the next subntwork is

19 The destination __ receives the traf_llc through its lower Host A Host C Host B protocols Host B
layers and reverses the process that transpired at host A.

20 The JE— created_ by _the fllg t_ransfer application is passed to P PDU TCP/P TCP PDU
the file transfer application residing at host B.

”n Each application layer process using the TCP/IP protocols must 1P address protocols packets port number port number




The use of port numbers alsoprovides a multiplexing capability

22 |by allowing multiple user programs to communicate concurrently TCP 1P subprograms TCP/IP TCP
with one application program such as

23 TCP/IP based protocols also use an abstract identifier called a layers socket packets SOUrces socket

” The socket was derived from the network input/output operations EPX LYNX UNIX Source protocols UNIX
of the BSD system

25 In TCP/IP a socket is the concatenation of a port number and the acket numbers local address hysical address ort service ort service
network address of the host that supports the P PRy P P

%6 The well known port numbers occupy values ranging from 0 to 255 126 64 32 255

27 TCP/IP networks use a 32 bit addrfess to identify a host computer semidetached attached separate linked unit attached
and the network to which the host is

28 |The IP address format is 255 955.16.3 local address + network | Network address + host 16.12.53.54 Network address +

address address host address

29 |The host address is also called as local addess base address network address IP address local address

30 |Class B addresses are used for networks of size. immediate interface predefined intermediate intermediate

31 |Class C networks contain fewer than hosts. 256 255 0 1 256

32 Class D agdresses gre_reserved for multicasting , a form of unlimited limited infinte numbered limted
broadcasting but within a area.

33 |[IP is an example of a service. connection oriented wireless connectionless Wifi connecionless

34 Tt_1e IP gateway epfor_ces a maximum queue length size, and if underflow limited infinte overflow. overflow
this queue length is violated the buffers will

35 gflass A addresses provide for networks that have a large number hosts mini hosts systems terminals hosts

36 | A higher level transport layer protocol called as 1P TCP UDP SMTP TCP

37 hides the underlying subnetwork from the enduser. TCP UDP 1P TCP/IP 1P

38 IP A best effort, datagram type protocol, it has no reliable not varying varying unreliable, unreliable
reliability mechanisms.

39 |The field identifies the version of IP in use. version update cummulative summative version
The field contains four bits which are set to a value to .

40 | host addre
indicate the length of teh datgram header. bit address header length local address S| SS header length

al The : flgld can be used to identify several QOS functions BOS COS Terminal TOS TOS
provided for in Internet.

42 | The maximum possible lengthof a datgram is octets. 124 1024 65536 16 65536
All must accomodate datagrams of 576 octets in total .

43 length packets terminals hosts gateways gateways

a1 The IP protocol use : fileds in the header to control three four five Wo three
datagram fragmentation and reassembly.

45 The : : parameter is used to measure the time a datagram has CMOS SMTP TTL UDP TTL
been in the internet.
The field is used to identify the most next level protocol

46 |above the IP tha is toreceive the datagram at the final host address protocol hosts terminals protocol
destination.

47 The ____ ghecksum IS used to detect a distortium that may host address local address header files header length
have occurred in the header.

48 |IP carries addresses in the datagram. three four no Two Two

9 The field may be ised to make certain that the datagram padding addressing hosting terminating padding

header aligns on an exact 32 bit boundary.




IP uses a mechanism called as part of its routing

source routing

50 . i i i
algorithm, routing protocol base address source routing local routing
source routing requires that the datagram travel only
51 |through the networks whose addresses are indicated in the source complex strict basics liberal strict
list.
52 |ICMP means Internet Control Interchange Control |Internet Control Message| Interchange Computer Internet Control
— Machine Protocol Machine Protocol Protocol Message Protocol Message Protocol
53 |TCPisa protocol. connectionless importatnt wireless connection oriented connection oriented
54 TCPis 'respon5|ble forthe____ of each of the characters unreliable reliable transfer basic transfer host transfering reliable transfer
passed it to from an upper layer.
55 |The mode allows the ULP to tell the TCP. passive open active open terminal open IP hosting passive open
56 TCP mu_st remem_ber.several things about each virtual connection, LAN WAN TCcB MAN TCB
it stores information in a
57 Interworking, gateways and routers play a very important role in P TCP TCP/IP TCB TCPIIP
based networks.
ss The is used tq provide network reachability information MGP FGp protocols EGP EGP
between neighbhouring gateways.
59 The was develope_d based on research at the Xerox Palo RIP RIU FTP SMTP RIP
Alto Research Center routing protocols.
60 forsimple file transfer services in the application layer. FTP TFTP SMTP HTTP TFTP
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UNIT IV
Polling/Selection Protocols

Character and bit protocols, binary synch
HDLC frame format, code transparency an
HDLC subsets, SDLC; Protocol conversion

DLC; HQLC options,

Switching and Routing in Networks

Features of X.25, Laye
layer.companion gtandards to

layer, X.25 and the data link
.25 channel options, flow control
ates, packet formats. internetworking,
stacks.

A bit-oriented protogohis a communications protocol that sees the transmitted data as an
opaque stream of bits semantics, or meaning. Control codes are defined in terms of bit
sequences instead of characters. Bit oriented protocol can transfer data frames regardless of
frame contents. It can also be stated as "bit stuffing” this technique allows the data frames to
contain an arbitrary number of bits and allows character codes with arbitrary number of bits per

character.

Synchronous framing High-Level Data Link Control is a popular bit-oriented protocol.
Synchronous framing High-Level Data Link Control may work like this:
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o Each frame begins and ends with a special bit pattern 01111110, called a flag byte.

e A bit stuffing technique is used to prevent the receiver from detecting the special flag
byte in user data e.g. whenever the sender's data link layer encounters 5 consecutive ones
in the data, it automatically stuffs O into the outgoing stream.
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Application Domains for Selected Data Link Protocols
Circuit Operation Orientation | Low Bit Rate | High Bit
Rate
Point-to- Local circuit | End-to-End Connection Character Bit Oriented
point eg Null Oriented Idle | Continuous
Modem cable RQ eg Kermit | RQ eg HDLC
Analogue End-to-End Bit Oriented
PSTN using Continuous
Modems RQ eg HDLC
LAP-M
Leased End-to-End riented
Digital ntinuous
Circuit RQ eg HDLC
or TCP
Leased Bit Oriented | Bit Oriented
igital Continuous Continuous
RQeg IP RQegIP
Multip Connection | Character Bit Oriented
Idle RQ eg | Continuous
/Multid BSC RQ eg HDLC
subset NRM
(Normal
Response
Mode)
Switched Packet Local Connection Bit Oriented
Switche Significance | (Pacnet) or
WANS connectionles | Continuous
DTE<>DCE |5 RQ eg HDLC
subset LAPB
(datagram) (X.25)
End to end Connectionle Bit Oriented
SS Continuous
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or RQ eg HDLC
connectionles subset LAPD
S extended
(datagram) (Frame
Relay)
Circuit End-to-End Connection Bit Oriented
Switched Continuous
RQ eg HDLC
subset LAPD
(ISDN)
CSMA/CD

as in Ethernet

LAN Bus or Ring | End-to-End

4.2 Binary synchronous control (BSC) HDLC

Binary Synchronous Comm acter-oriented,
half-duplex link protocol, announced in 1 /360. It replaced
the synchronous transmit-receive (STR) proto i ation computers. The
intent was that common li ree different character

encodings for messages. Six- : rds to older systems; USASCII with
128 characters and EBCDIC with™% a . Transcode disappeared very

essages sent by the protocol. HDLC, Digital Data
P), Point-to-Point Protocol (PPP), etc. each have

BSC Link Control Charac

Char EBCDIC' USA CI! Transcoo!e Description
(hexadecimal) (hexadecimal) (hexadecimal)

SYN 32 16 3A Synchronous idle

SOH 01 01 00 Start of heading

STX 02 02 0A Start of text

ETB 26 17 OF End of transmission block
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ETX 03 03 2E End of text
EOT 37 04 1E End of transmission
ENQ 2D 05 2D Enquiry
NAK 3D 15 3D Negative acknowledgement
DLE 10 10 1F Data link escape
ITB 1F 1F (US) 1D (US) Intermediate block check character

e encbded as two characters—
r USASIINDLE - and DLE T for

ACKO and ACK1 (even/odd affirmative acknowledgemen
DLE '70'x, and DLE / for EBCDIC, DLE 0 and DLE

e has the

OT or ETX the pad follows the BCC. This pad is either all '1' bits or
next transmission begins with a pad character which can be either

the transmission ends V
alternating '0' and '1' bits.
of the above or a SYN.

An optional heading containing control information can precede data in a frame. The content of
the heading is not defined by the protocol but is defined for each specific device. The heading, if
present, is preceded by an SOH (start of heading) character and followed by an STX (start of
text).!
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Text data normally follows the heading, begun by the STX, and terminated by ETX (end of text)
or ETB (end transmission block).

Normal data frames do not allow certain characters to appear in the data. These are the block
ending characters: ETB, ETX and ENQ and the ITB and SYN characters. The number of unique
characters that can be transmitted is therefore limited to 59 for Transcode, 123 for USASCII, or
251 for EBCDIC.

Transparent data framing provides an unrestricted alphabet 28 or 256 characters. In
transparent mode block framing characters such as ETB, , and SYN are preceded by a DLE

character to indicate their control significance (The D i is represented by the
sequence DLE DLE). This technique became kno analogy with bit
stuffing.
Link control
t against simple
owletiged (ACKO/ACK1)
or negatively acknowledged has high transmission
overhead. The protocol can ost data frame, and a lost

acknowledgment.

. Since Bisync data packets are not
e to go missing without the receiver

is weak. The Hamming distance between the two

The protocol is half-dup Wire). In this environment, packets or frames of transmission are
strictly unidirectional, negessitating 'turn-around' for even the simplest purposes, such as
acknowledgments. Turn-around involves

« the reversal of transmission direction,
e quiescing of line echo,
e resyncing.

In a 2-wire environment, this causes a noticeable round-trip delay and reduces performance.
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Some datasets support full-duplex operation, and full-duplex (4-wire) can be used in many
circumstances to improve performance by eliminating the turn-around time, at the added expense
of 4-wire installation and support. In typical full-duplex, data packets are transmitted along one
wire pair while the acknowledgements are returned along the other.

HDLC options, HDLC frame format,

HDLC (High-level Data Link Control)

HDLC (High-level Data Link Control) is a group of s for transmitting data

between network points (sometimes called nodes). In i d into a unit (called
a frame) and sent across a network to a destinatio rival, The HDLC
protocol also manages the flow or pacing at the most
commonly-used protocols in what is layer,2 of the e model
called Open Systems Interconnection (O, at involves
actually generating and receiving th level that has
knowledge about the network, including acc here to forward or

send data. On sending, programming in layer 3 y contains source and
frame, adding data link

Variations of HDLC
protocol and for frame re

for the public networks that use the X.25 communications
grotocol used in both and wide area network, public and private.

PRO+

Content
Find more PRO+ content and other member only offers, here.

e E-Zine
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How to prevent network downtime in the modern enterprise

In the X.25 version of HDLC, the data frame contains a packet. (An X.25 network is one in
which packets of data are moved to their destination along routes determined by network
conditions as perceived by routers and reassembled in the right order at the ultimate destination.)
The X.25 version of HDLC uses peer-to-peer communication with both ends able to initiate
communication on duplex links. This mode of HDLC is known as Link Access Procedure
Balanced (LAPB).

The following table summarizes the HDLC variations and uses the

HDLC SUBSET , r\zs \ }

i at
NRM (Normal Response MQ& WSDLC b

LAP (Link Access Procedure) V(arly X. Mntations

LAPB (Link Acces edure Balanced) rrent X. 25%Iementatlons

LAPD (Link Acces for the

IS channel and frame
Integrat Services ital

rel
chan

Error -correcting modems
(specified as part of V.42)

Switching and

There are a number o to perform switching:

Different types of switchipg techniques are employed to provide communication between two
computers. These are: Circuit switching, message switching and packet switching.

CircuitSwitching

In this technique, first the complete physical connection between two computers is
established and then data are transmitted from the source computer to the destination computer.
That is, when a computer places a telephone call, the switching equipment within the telephone
system seeks out a physical copperpath all the way from sender telephone to the receiver’s
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telephone. The important property of this switching technique is to setup an end-to-end path
(connection) between computer before any data can be sent. This method involves the physical
interconnection of two devices. A good example of circuit switching involves the Public phone
network. A data example would be the classic A/B switch!

Message Switching
In this technique, the source computer sends data or the message to the switching office

first, which stores the data in its buffer. It then looks for a free to another switching office
and then sends the data to this office. This process is continu i data are delivered to the

destination computers. Owing to its working principle, i as store and forward.
That is, store first (in switching office), forward later,

Message Switching techniques were origin ionsg An example
would be early "store and forward" paper tape r r example

of message switching. In voice systems,
Internet. The classic "forward voice mai i is another
example.

Packet Switching

With message switch ize, ig"contrast, packet switching
hich can be transmitted across

echniques switch packets?of data between destinations. Traditionally, this
Igies,.but this also app

Cell Switching

Cell Switching 1 ilar to packet switching, except that the switching does not
necessarily occur on packet boundaries. This is ideal for an integrated environment and is found
within Cell-based networks, such as ATM. Cell-switching can handle both digital voice and data
signals.

The X.25 Network and Supporting Protocols
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X.25 is a standard suite of protocols used for packet-switched communications over a wide area
network—a WAN. A protocol is an agreed-upon set of procedures and rules. Two devices that
follow the same protocols can understand each other and exchange data.

History of X.25

X.25 was originally developed in the 1970s to carry voice over analog telephone lines—dial-
up networks. Typical applications of X.25 included automatic telles machine networks and credit
card verification networks.

X.25 also supported a variety of mainframe terminal an S. The 1980s were the
heydays of X-25 technology when it was used by puserve, Tymnet,
Telenet, and others. In the early 90s, many X.25 d by Frame'\Relay in the
U.S. Many older public networks outside the U tly. Most
networks that once required X.25 now us still used

X-25 Structure

Each X.25 packet contained . handled packet assembly
at the source device, the deli d e destination. X.25 packet delivery
technology included not only swjii ing but also error checking and
supported multiple simultaneous

X-25 predates the OSI F
data link layer and network

enc¢e Model, but the X-25 layers are analogous to the physical layer,
ayer of the standard OSI model.

With the widespread acceptance of Internet Protocol (IP) as a standard for corporate networks,
X.25 applications have now migrated to cheaper solutions using IP as the network layer protocol
and replacing the lower layers of X.25 with Ethernet or with new ATM hardware.

X.25 is a standard used by many older public networks specially outside the U.S.
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 This was developed in 1970s by CCITT for providing an interface between public packet-
switched network and their customers.

» The packet switching networks use X.25 protocol. The X.25 recommendations were first
prepared in 1976 and then revised in 1978, 1980 and 1984.

« X.25 was developed for computer connections, used for terminal/timesharing connection.

 This protocol is based on the protocols used in early p itching networks such as

ARPANET, DATAPAC, and TRANSPAC etc.

* The problem with this sta
telephone lines.

* X.25 is a connection @
permanent circuits.

ed service. It supports switched virtual circuits as well as the

* Packet Switching is a technique whereby the network routes individual packets of HDLC data
between different destinations based on addressing within each packet.
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* A switched virtual circuit is established between a computer and network when the computer
sends a packet to the network requesting to make a call to other computer.

* Packets can then be sent over this connection from sender to receiver.
* X.25 provides the flow control, to avoid a fast sender overriding a slow or busy receiver.

» A permanent virtual circuit is analogous to-a leased line. It is sgt up in advance with a mutual

agreement between the users.

» Since it is always present, no call set up is required for j

* X.25 defines the interface for exchange of JtCh data subnetwork
node.

Three Layers of X.25:

(iii) Packet layer

* These three layers cot nd to the three lower most layers of the ISO-OSI reference model.
The physical layer takes gare of the interface between a computer terminal and the link which
attaches it to the packet switching node.

» The X.25 defines the interface for exchange of packets between the user's machine (DTE) and
the packet switching node to which this DTE is attached which is called as DCE.

* The three layers of X.25 interface are as shown in Fig.(a).
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* At the physical level X.21 physical interface is being used which is defined for circuit switched
data network. At the data link level, X.25 specifies the link access procedure-B (LAP-B)
protocol which is a subset of HDLC protocol.

UserProcess ¢~ ------ccccccc e c e > TO remove User proceess
= = - e e e — e —————————— —»
Packet € ~mm e —m————— —»{  Packet
e e >
Multi channel logical interface
Link Access e R S A e i —»| Link Access
Physical j— = 200 XI Phyical mitaface ~~ " """ """ +  Physical
DTE DCE
a):Different Layers of X.25 and interface between

4

« At the network level (3" level), X.25 de ccess to packet data

* Fig.(b) shows x"25. User data is passed down to X.25
level 3.

e This da ation as a header to form a packet. This control
.information

the data link layer.

* The control informatiost”1s appended at the front and back of the packet forming a LAP-B
frame. The control information in LAP-B frame is needed for the operation of the LAP-B
protocol.

* This frame is then passed to the physical layer for transmission.
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User Data
! I
PacketLevel | -oVers User Data <« X.25 Packet
| I |
Hink Lavet HL:apdEr TL::a'i’lgr ér:l:nae
(b) : Relationship beetween the level of X.25
Virtual Circuit Service
» With the X25 packet layer, data are trangmi i [ uits, The
virtual circuit service of X25 provides fo
* The virtual circuit service of X25 provides 1 ircui . "virtual call" and
"permanent virtual circuit”.
* A virtual call is a dynamica 3 using a call set up and call clearing

procedure.

characteristics:
1. Multiple logicali€hannels can be set on a single physical line

2. Terminals of diffeggnt communication speeds can communicate
3. The procedure for transmission controls can be changed.

Multiple Logical Channels can be set on a Single Physical Line

The terminal connected to the packet switched network can communicate with multiple terminals
at the same time using a single physical line. This makes it possible to set multiple logical paths
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called logical channels on a single physical line. Multiple communications thus takes place
through these logical channels. Based on the X.25 rules, 4096 logical channel can be set on a
single physical line. To enable control of 4096 logical channels there are 16 logical channel
groups. Each logical channel group is divided into 256 logical channels. These channel groups
are known as LCGN (Logical Channel Group Number) and LCN (Logical Channel Number).

Terminals of Different Communicati

9600 bits/s.

4800 blt/'s

Communication using Different Speeds
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By using the above 2 features the network can be established. By applying a higher line speed to
the host computer than the terminal and setting multiple logical channels, the number of lines at
the computer can be reduced.

1 Logical
channel

] ¥ (] o] (] (7] (5]
n 9600 bits/s

Packet Mode
Terminal

Packet Switch

Packet interleaved Multiplexing

store and forward method, the : inthe packet switched unit. By

ti itehted unit can connect the devices
with different transmission cont protocol).With the help of this
method, any tegfinal that cannot Ra ACk e connected to the packet switched
network. A t

keyboard  Basic Procedure Standard Procedure Basic Procedure
l |
X.25 network
conversion of transmission procedure

¥y
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UNIT 4 - POSSIBLE QUESTIONS

PART A
(20 MARKS)
ONLINE EXAMIANTION

PART B

(Each Question carries 2 marka

Discuss about the features of X.25 network.

Describe about the layers of X.25 network.

What are the channels options in X.25and discuss about it?

What is meant by flow control and time limits in X.25 Network?
What are the facilities available in X.25 network?

Write about the concept of code transparency and synchronization.
Explain the concept of packet switching and packet routing.
Explain the process of HDLC transmission system.

Briefly explain the SDLC options.

W N
PART C

Compulsory Question

CoNoR~ LN E

(Each Question Carries 8 marks)

1. Discuss about the classification of communication protocols.

N

Compare the OSI reference model with TCP/IP model.
3. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
4. Explain in detail about the X.25 architecture with an example network.

5. Discuss about the transmitting a message through a TCP/IP model and explain it with an

y

example.
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S.NO QUESTIONS | OPTION 1 | OPTION 2 OPTION 3 | OPTION 4 | ANSWER
UNIT 4
1 [The polling protocols in use today are either character oriented space oriented network oriented physically depended character oriented

IBM introduced the first generalpurpose data link control to

support multipoint and configurations. multipoint Point to point multidrop single point Point to point
3 |Protocol is otherwise called as unidirectional bidirectional Bisync asynchronous Bisync
4 |BSCisa protocol. simplex duplex full duplex half duplex half duplex
5 must be excluded fromt the text and header fileds. Control codes simple code dual codes multicodes Control codes
6 The .pl_aces the I|ne: to transparent text mode which allows DCE DLE DTE SCMP DLE
the transmission of any bit pattern.
The is used by a master station to control the operations
7 |on the link such as the transmissionof polling and selection Control codes duplex control modes simpex control modes
frames.
The is used for the transmission of an information block .
8 - network packets switches message message
or blocks to and from the stations.
B Isoprovides for ration on in in . . . . .
9 ci?cii? soprovides fo operation on a point topoint intention contention dual codes single codes contention
10 The tra_nsmlttlpg station knows_the exact ord_er of frames it transmitted non transmitted transmission transferred transmission
transmits and it expects to receive ACKs to its
The is encouraged to check with specific vendors for their .
11 — .
actual implementationof the HDLC structure. header files data reader reader
1 The __ disconnected state prohibits a station from logicall hysicall Message ackets logicall
transmitting or receiving information. gieally phy y 9 P gieally
The state is define by specific vendors and is outside . s . L T
13 —
the standards of HDLC. declaration initialization duplexing multiplexing initialization
14 The __trar}sfer rate perm_lts the seC(_)ndary, [_)rlmary ?d” data raw data information mutli user data information
combined stations to transmit and receive user information.
In HDLC frame the information foramt frame i ransmi . .
15 C frame the info _atlo oramt frame is used to transmit multi user data sinlge user data no data user data user data
between two devices.
The format frame performs control functions such as
16 the acknowledgement of frames, the request for the unsupervisor supervisor declared data unformatted data supervisor
retransmission of frames and the request for the temporary P y P y P y
suspension of the transmission of frames.
17 The_____format frame is also used for control purposes in numbered formatted unnumbered unformatted unnumbered
HDLC format.
Th identifies the primary or ndar ion invol . . . . .
18 |. e__ identifies the p : gyo secondary station involved header field physical address logical address address field address field
in the particular frame trnsmission.
19 |HDLC does not rely on a specific code for line control. ASCII/IAS ASCII ANSI & ISO ISO ASCII/IAS




SNRM,SARM, and SABM are the commands of

20 line setting mode setting channel setting address setting mode setting
commands

21 HPLC standard has provided a cohesive foundation from which HDLC network HDLC address HDLC protocol HDLC base address HDLC protocol
to implement subsets of the
The HDLC superset structure provides for bit oriented protocols

22 |to recognize and use the same procedures among different types network packets routers applications applications
of

23 is an earlier subset of HDLC. LAP LCP TCP IP LAP

24 is IBM's version or rendition of HDLC. HDLC 7 SDLC HDLC 5 HDLC 8 SDLC

25 VI:]E pervasive method for switching data communications traffic packet switching packets random switching message switching message swtiching
Message swtiching is a store and forward technology because of

26 |the storage capability at the switch , usually in the form of data units performers users disk units disk units

27 The message svytlchl.ng technology usually operates with a master/slave slave master attached master/slave

relationship.

28 In the 19_7 Os_the md_u str_y began to move toward a different data routers packet swtiching packets message swtiching packet swtiching
communications switching structure known as

29 [Packet swtiching reduces the vulnerability of line failure layer failure network failure address format network failure
Packet switching is so named because user data are broken into .

30 . larger very tiny 2 smaller smaller

pieces

Port and channel multiplexing are referr . . .

o tand channel multiplexing are referred toasa____ reality virtual packet router virtual
channel.

entails the use of logic at the swithces to move the data . . . - . . . .

32 |/ S
packets through the network to the end destination. networking routing random routing specific routing routing networking routing
A centralized approach also entails considerable

33 |overhead, with the requirement for the network control centre to random routing routing network specific routing routing routing network
distribute routing information to its subordinate packet switches.
A centralised routing network provides for one network control

34 |centre to determine the routing of the packets through the reality virtual network router network

35 given packet generates additional identical packets. TCE TCP 1P TME TME
The systems are further classified as partial path . L .

6 |, .
directory or full path directory. directory packets routers applications directory

r ibl hi n a transmitting an oo . . . . . .

37 |—— every possible path is used between a transmitting and packet switching Packet flooding networking routing specific routing Packet flooding
receiving DCE.

g | ——" n_etworklng V.Vhere _mu_ltlpomt links, various LANS reality virtual Broadcasting router Broadcasting
and packet switch topologies exist is more complex.

directory approach is illustrated by the department of . . .

39 |
Defense's ARPANET. adaptive files data reader adaptive

40 is another technique used for network packet swtiching. routers packet swtiching packets Random routing random routing

a1 |——can best be |_ntr0duced by an examination of the system P SNA TCP TCE SNA
services control point.

42 is responssible for the SNA network . SMTP HTTP SSCP FTP SSCP




was the first major packet swtiching system implemented

43 | —
by AT&T. CCIs SNA TCP TCE CCIS

44 |Call seta were called as data units sinlge units memory signal units. signal units

45 |X.25is also called as white book Gray book black book blue book Gray book

46 A network and the user stations must have control Messates blods acket switches acket
mechanisms when they interface with each other. g g P P

47 ;I’:s recomr:;e;d;;i physical layer interface between the DCE DTE TCP/IP DCE and DTE DCE and DTE

48 |X.25 assumes the layer to be LAPB network datalink physical application datalink

49 |X.25 operates on the premises of circuit services physical logical virtual original virtual

50 X,25 usgs logical channel numbers to identify the DTE network messages blogs packet network
connections to the

51 A__resem_bles some of the procedures associated with video call virtual call audio call calling virtual call
telephone dialup lines.

52 The interrupt procedure allows a DTE to transmit one same different another nothing another
nonsequenced packet to DTE.
The and packets are used in a fashion quite similar to

53 —
the same commands in the HDLC and LAPB subset. RR RR and RNR RNR TCP/IP RR and RNR

channel states provide the foundation for managing the . . _— . .

54 | ——/—— ;
DTE/DCE connection. datalink physical application logical logical

55 Every packet transfgrred across the interface to the DTE DTE/DCE DCE TCP DTE/DCE
network must contain atleast three octets.

56 The transport layer requires the end user to specify a from CMOS MOS Q0S ECMP Q0s
the network.

57 |Class 3 is called in QOS as error recovery class Error Detection error correction error recovery error recovery class

58 |[Class 4 is called in QOS as Error Detection recovery class error detection and Failures error detection and

recovery class recovery class

At the top is the independence convergence fucntion

59 |which provides the relay and routing services for network subnetwork mask packets subnetwork
internetworking.

60 |The layer protocols are not affected by IP. subnetworks packets network subnetmask network
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SYLLABUS:

UNITV

Network Security: IP Security: Architecture, Authe header, \Encapsulating security
payloads, is combining security associations, key ity: Secure socket
layer and transport layer security, secure

Intruders, Viruses and related threads, fire

5.1 Network Security

Security can be defined as sta eedom from a risk or attack. Information security

AAA stands for A

concepts that aid in u

uthorization and Accounting. AAA are a set of primary
apting computer and network security as well as access control.
These concepts are used daily to protect property, data, and systems from intentional or even
unintentional damage. AAA is used to support the Confidentiality, Integrity, and Availability

(CIA) security concept.

Confidentiality: The term confidentiality means that the data which is confidential should remain
confidential. In other words, confidentiality means secret should stay secret.
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Integrity: The term integrity means that the data being worked with is the correct data, which is
not tampered or altered.

Availability: The term availability means that the data you need should always be available to

you.

Authentication provides a way of identifying a user, typic uiring a Userid/Password

combo before granting a session. Authentication process rols access by requiring valid user

Accounting keeps track of the activiti

5.2 IP Security

Internet protocol security (IPsec) Ides security for Internet Protocol.

is authenticates the sender and it discovers any changes

sender but also en€rypts the data being sent.

There are two modes of IPsec:

e Tunnel Mode: This will take the whole IP packet to form secure communication between

two places, or gateways.
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e Transport Mode: This only encapsulates the IP payload (not the entire IP packet as in

tunnel mode) to ensure a secure channel of communication.

5.3 Architecture, Authentication header, Encapsulating security payloads, combining

security associations, key management.

4) Anti-replay services uence number mechanism.

Encapsulating Security Payload (ESP) Header
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Figure 7: Encapsulating Sec Payload (ESP)

actual data being prote by Encapsulating Security Payload (ESP). The length of this field is

variable and depends o e size of the data. The protected data field also contain any

initialization vector for encryption algorithm.

Padding: Block ciphers require that plaintext be padded to a multiple of the block size. If any
padding is needed, it follows immediately after the payload data in the padding field.

Pad Length: Pad Length specifies the length of the padding.
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Next Header: The next header field indicates what type of data is in the payload data field.

Authentication Data: The authentication data field contains an integrity check value for the

Encapsulating Security Payload (ESP) packet.

Authentication is the process which allows a sender and receiver of information to validate each

have

this type of authentica are you might lose the smart card, it can be stolen, or someone can

duplicate the smart card e
3) What you are
Examples of this type of authentication are your fingerprint, handprint, retina pattern, voice,

keystroke pattern etc. Problems associated with this type of authentication are that there is a
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chance of false positives and false negatives. Chances are there that a valid user is rejected and
an invalid user is accepted. Often people are not comfortable with this type of authentication.

Access control can be a policy, a software, or a hardware device which is used to allow or deny
access to a resource. Access control can be by using devices like biometric device, switches,

routers, Remote Access Service (RAS), virtual private networks (\WPNSs), etc. Access control can

also be implemented on File System level like Microso
(NTFS), GNU/Linux's ext2/ext3/ext4 etc. The following
Control.

Technology File System

ain concepts of Access

* Discretionary access control (DAC)
» Mandatory access control (MAC)

* Role-based access control (RBAC)

connections are usua eaper than leased line, Dial-up, ISDN or similar type of connections.

Since Internet is the con medium, Virtual Private Network (VPN) can save huge telecom

costs.

Point-to-Point Tunneling Protocol (PPTP)

PPTP was created by Microsoft and available since Windows NT 4.0 Routing and Remote
Access Services. Point-to-Point Tunneling Protocol (PPTP) encrypts the data it encapsulates, but
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the header is not encrypted. Since the VPN header is not encrypted, an eavesdropper can read the
VPN header but the data is somewhat secure since the contents are encrypted.

Layer 2 Tunneling Protocol (L2TP)

Layer 2 Tunneling Protocol (L2TP) is another VPN tunneling protocol which is used together

with Internet Protocol Security (IPSec). IPSec encrypts the enti P packet. A advantage of

L2TP over PPTP is that eavesdroppers cannot identify a VPN is in use, because IPSec
encrypts the L2TP header information also. Hence L IS much more secure

than Point-to-Point Tunneling Protocol (PPTP).

ould be s€ d and whi

IPSec policies determines which IP traffic

be secured, what type of security sho appplied to thelP packets. olices contain

IPSec rules and IPSec rules contain filter listS filte ions.

There are three default IPSec\pelicies in Windows 2003. We assign only one policy at

a time.

Client (ResponddOnly): Client (RE ec pdlicy allows the computer to attempt

unsecured co ications first and S h to secured’Communications if requested.. This policy

containggthe default response rule, whic
traffic ba on t

reates dynamic IPSec filters for inbound and outbound

> requested protocol aneport traffic for the communication the system is

securing.

Server (Request Se€ . Server (Request Security) IPSec policy configured systems can

request secure IP com ations whenever possible but will fall back to clear-text IP
communication if non #PSec-aware computers or systems not configured using a Client

(Respond Only) policy request communication.

Secure Server (Require Security): Systems configured with a Secure Server (Require Security)
IPSec policy require secure communications. The filters for this policy require all

communication from the given system to be secure, with the exception of the initial inbound
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communication request. Non IPSec aware devices and the devices which are not configured with
Client (Respond Only) IPSec policy will not be able to communicate with a device configured

with Server (Request Security) IPSec policy.

The default polices can be viewed at group policy editor. If you are working in a Windows 2003
Domain Controller, select Start > Programs > Administrative, Tools > Domain Controller

Security Policy.

A

't Default Domain Controller Security Settings -10] x|

File Action View Help

— b }IE J
e BB RBIB b
@ Security Settings Name /
[ Gf Account .P!:nlicies A server (Request Security)
- £ Local Policies & Client (Respond Only)
[+ z¢] Event Log @A secure Server (Require Security)

#-[_8 Restricted Groups

-8 System Services

-8 Reqistry

-8 File System

- Wireless Network (IEEE 802.11) Policies

-] Public Key Policies

[#-((] Software Restriction Policies

g IP Security Policies on Active Directory {omnisecu.com)

I I ‘ | .

Figure 9: Domain Contro;Ier Security Policy MMC snap-in.
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UNIT 5 - POSSIBLE QUESTIONS

PART A
(20 MARKS)
ONLINE EXAMINATION

PART B
(Each Question carries 2 mafks)

Write about the network and IP security.

Discuss about the architecture of network security.

Write about the encapsulation security payloads in network security.
Discuss about the key management in network security.

How to combine security associations in network security?

Briefly explain the concept of viruses and related threads.

Explain the secure electronic transactions in detail.

How to explain the concept of firewall trusted systems?

- A w

ONoGa~wWdE

PART C
Compulsory Question
(Each Question Carries 8 marks)

1. Discuss about the classification of communication protocols.

N

Compare the OSI reference model with TCP/IP model.
3. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
4. Explain in detail about the X.25 architecture with an example network.
5. Discuss about the transmitting a message through a TCP/IP model and explain it with an

example.
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G e om0, 1561 Subject Code/Name : 17CAP302/COMPUTER NETWORKS
S.NO QUESTIONS | OPTION 1 | OPTION 2 | OPTION 3 | OPTION 4 | ANSWER
UNIT 5
1 (A replaces one symbol with another one. substitution cipher monoalphabetic cipher [traditional cipher block cipher substitution cipher
2 g/mbols reorders (permutes) symbols in a block of traditional cipher substitution cipher transposition cipher monoalphabetic cipher | transposition cipher
3 |The is sometimes referred to as the caesar cipher monoalphabetic ciphet [shift cipher traditional cipher transposition cipher shift cipher
A is a techique that emplys the morden . . .
4 -
block ciphers such as DES and AES modes modes of operation operating server server modes of operation
5 |[The most common public key algorithm is RSA RSSA RSS AES RSA
means that the data can must arrive at the . . . . L _— . .
6 - integrity message integrity authentication message authentication|  message integrity
receiver axactly as they were sent
7 is the service beyond message integrity message authentication [message integrity integrity authentication message authentication
8 |A digital signature needs a system private key primary key public_key symmetric_key public_key
9 |Adigital signature today provides message authentication |integrity message integrity authentication message integrity
k ween two parties i nl . . . . .
10 znce eys between two parties s used only session primary_key private_key public_key session
11 are qualitative values that represent a flow data data traffic data descriptor gzzz::sglrc and data traffic data data descriptor
12 |The define the maximum data rate of the traffic |peak data rate maximum burst size bandwith effective bandwith peak data rate
13 The . define the maximum length of time the traffic is effective bandwith constant rate peak data rate maximum burst size maximum burst size
generated in the peak rate
Th is the bandwith that the n rkn . . . . . . .
14 e______istheba d_ th that the network needs to effective bandwith peak data rate maximum burst size data descriptor effective bandwith
allocate for the flow of traffic
15 |A constant bit rate is also called as fixed rate nonfixed rate bit_rate bit_constant fixed rate
In her f fl hanges in time, whith th . . . L . . .
16 —t ¢ rate of data flow changes in time, whith the constant_bit_rate variable_bit_rate dynamic_bit_rate bit rate variable_bit_rate
change smooth instead of sudden and sharp
17 Isrr:;?tetimes the data rate changes suddenly in a very variable_bit_rate constant_bit_rate bursty data constant_bit_rate bursty data
18 |Congestion control is divided into types 1 2 3 4 2
A is mechanism that can prevent before and after . .
19 it happens open_loop closed_loop congestion control Flow control congestion control
In control ,policies are applied to prevent congestion . . . .
20 —
before it happens open_loop congestion |closed_loop congestion [closed_loop congestion control open_loop congestion
If the sender feels that a sent packets is lost ,the packet needs to . . .
21 transmission delete retransmission remove retransmission
22 |The type of at the sender may also affect congestion |closed_loop window control discarding window




23 |The policy imposed by the receiver may also effect |acknowledgment discarding admission window acknowledgment
24 A good — policy by the router.s may prevent congestion admission window discarding acknowledgment discarding
and the same time may not harm the integrity network
25 An—_ policy , which is a quality of service acknowledgment window daiscarding admission admission
mechanism
26 A - Is mechanism try to alleviate congestion open_loop closed_loop congestion control full_open closed_loop
after it happens
The technique of refer to congestion control
27 |mechanism in which a congestion node stops receiving data from |choke packet control window backpressure backpressure
the immediate upstream nodes
28 In__ isanodeto node congestion control that start with backpressure choke packet backtracking window backpressure
a node and propagates
29 A— Is apacket sent by anode to the source to inform control choke packet admission backpressure choke packet
it of congestion
In there is no communication between the L . . T . . . e .
30 ——
congested nodes and source explict signaling left side implicit signaling right side implicit signaling
31 |Lack of reliablity means losing a packet control data flow admission packet
32 |A in a file transfer or E_mail is less important jitter delay reliablity ability delay
33 A in the variation in delay for packets belonging to jitter reliablity delay ability jitter
the same flow
34 |[Different application need different maximum burst size effective bandwith bandwith peak data rate bandwith
35 |Packets from different flows arrive at scheduling fifo bandwith switch switch
A hni r he different flow . . . . .
36 |. goo_d - - technique treats the different flows bandwith scheduling admission window scheduling
in apair in appropriate manner
37 |Several scheduling are designed to improve quality of service quality of data quality of control quality of data flow quality of service
38 In : queuing , packets wait in a buffer(queue) until the lifo linked fifo filo fifo
node is ready to process them i i _
39 (I;Tass queuing , packets are first assigned to a priorety fifo lifo circular oriority priority
40 In priority t_he packets in a priority queue are lowest highest medium eaual highest
processed first
A better scheduling method is queuing, in . . L . . . . .
41 . . . - ' weighted fair riori iruclar fair in
this ,the packets are still assigned to different classes eighted fa priority cirucla ar queuing weighted fair
The is amechanism to control the amount and rate of - . . . . . . .
42 . riori riptor raffic shapin weighted fair
traffic sent to the network priority data descripto traffic shaping eighted fa traffic shaping
43 [The does not credit an idle host token bucket leak bucket top bucket empty bucket leak bucket
A algorithm shapes bursty traffic into
44 | ———————— .
fixed_rete traffic by averaging the data rate leak bucket token bucket empty bucket top bucket leak bucket
Th ket all he bursty traffi regul
45 € — bucket allows the bursty traffic at aregulated empty bucket leak bucket token bucket top bucket token bucket
maximum rate
46 The—_ can be combal_n ed to credit an idle host leak bucket top bucket empty bucket lowest bucket leak bucket
and at the same time regulate the traffic
Il incl i . . . . .
47 o allows us to send message include text,auido and mail internet E_mail internetwork E_mail
48 The client established a connection with MTA MTA alice UA system server MTA
server on the system
The first component of an electrionic mail system is . . .
49 alice server user agent services provider user agent

the




is the example of user agents are

50 — user agent command driven GUI_based E_mail command driven
mail,pine,and elm

51 define the names of aspecial files local part domain name mime header local part

52 |The second part of address is system server internet domain name local part domain name

multiple internet mail

multipurpose interface

multipurpose internet

multipurpose internet

multipurpose internet

53 |MIME is . . - . . - . .
extensions mail extensions mail exchange mail extensions mail extensions

54 has delete and keep mode pop pop2 pop3 popl pop3

55 : : is the mechanism provided by TCP/IP for FTP MIME UA pop3 ETP
copying a file from one host to another

56 is the default formate for transferring text files image ASCII data structure record structure ASCII

57 is the default formate for transferring binary files |image data structure record structure ASCII image

58 (I)r]l g;ie formate, the file is a continuous stream file structure record structure data structure image file structure

59 The service provider is distrubuted over many location called internet sites WWW http sites

60 |The web page store at the hard disk disk client server server
Th is the com r on which the information i . .

61 € s the computer o ch the information Is path sites host cookies host
located

62 |- _ is the pathname of the file where the host path server sites path
information is located

63 is language for creating web pages HTML C C++ java HTML

64 A________Iscreated by aweb server whenever a browser common gate way dynamic document script static document dynamic document
request the document

65 is the protocol used mainly to access data on the communication network WWW HTTP HTTP

world wide web
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COMPUTER NETWORKS
Maximum : 60 marks

Time: 3 hours
PART - A (20 x 1 =20 Marks) (30 Minutes)
(Question Nos. 1 to 20 Online Examinations)

PART B (5 x 8 =40 Marks) (2 /2 Hours)
Answer ALL the Questions

21. a) Explain in detail about the OSI Reference model?
Or
b} Explain about the guided transmission media?

22. a) List out the data link layer design issues? Explain it.
Or
b) Briefly explain about the example data link protocols?

23. a) Write about the shortest path algorithm?
Or
b) Explain In detail about leaky and token buckets?

24. a) Briefly explain about Berkeley sockets?
‘ Or

b) Explain about RPC?

25. a) Write about electronic mai]?
Or

b) Explain in detail about the HTML?
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Answer ALL the Questions

21. a) Explain in detail about the OSI Reference model?
Or
b} Explain about the guided transmission media?

22. a) List out the data link layer design issues? Explain it.
Or
b) Briefly explain about the example data link protocols?

23. a) Write about the shortest path algorithm?
Or
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24. a) Briefly explain about Berkeley sockets?
‘ Or

b) Explain about RPC?
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PART — A (10 x 2 =20 Marks)
Answer any TEN Questions

1. What are the advantages of FDDI over a basic token ring?

2. What is the purpose of the timer at the sender in systems using ARQ?

3. Give the two reasons for using layered protocols.

4. Write a short note on ISDN.

5. Why data link layer protocols position the checksum in the trailer and not in the
header?

6. How the wired transmission media differ from wireless?

7. What are the functions of Network Layer?

8. List out the main responsibilities of the network layer.

9. Mention the two sub layers of data link layer.

10. What is the baud rate of a standard 10 mbps Ethemnet LAN?

11. Write about distance vector routing algorithm.

12. Define 1-persistent CSMA.

13. Write a note on second generation mobile phones.

14. What are the advantages of RSA algorithm?

15. Differentiate between SMTP and SNMP.

PART B (5 X 8= 40 Marks)
Answer ALL the Questions

16. a. Explain in detail the seven layer architecture of Network?
Or
b. Discuss Public Switched Telephone Network.

¢

17. a. Describe the various IP addressing methods.
b. Explain about the Link Stgx:. Routing.

18. a. Explain leaky bucket and token bucket algorithm.
b. Discuss TCP. o

19. a. Discuss domain name system.
b. Explain about World Wid(e)rWeb.

20. Compulsory : -

Analyze the techniques used in 4G mobile phones.
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-PART - A (20 x 1 =20 Marks) (30 Minutes)

(Question Nos. 1 to 20 Online Examinations)

PART B (5 x 6 =30 Marks)
Answer ALL the Questions

a) Describe the layers of TCP/IP Reference model.

Or

21.
b) Explain the functioning of Twisted Pairs and Coaxial Cable in Transmission

—

media.

22.a) Discuss on working of Error-Correcting codes.
Or
b) Write short notes on Sliding Window Protocols.

23. a) Describe the Connection-oriented and Connection-less services of Network

Layer.
Or
b) Explain the Shortest path and Distance Vector Routing algorithms in Network

layer.
a) Discuss on Error Control and Flow Control mechanisms in Transport protocol.

Or
b) Describe the functioning of UDP in Transport layer.

24,

25. a) Explain the Architecture, Services, Message formats and transfer in Electronic

Mail.
Or

b) Describe the working of RSA-algorithm.

7y

PART C (1 x 10 = 10 Marks)
(Compulsory)

26. Discuss in detail on Symmetric-Key algorithms in Network security.
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