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Abstract : Security and privacy concernsare shown to be the primary obstacles to a wide adoption of clouds.
The new concepts that clouds introduce, such as multi-tenancy, resource sharing and outsourcing, create new
challenges to the security community. Security has become the greatest obstacle and booming revolution in
Cloud Computing, which occupies the top concern in the minds of the researchers. In this paper provide a
comprehensive method of cloud computing security and privacy concerns and identify cloud vulnerabilities,
classify known securitythreats and attacks, and present the state-of-the-art practices to control the vulnerabilities,
neutralize the threats,  and  calibrate  the  attacks.Cloud  Computing  is  the  master  of  IT  services,  providing
platform for delivering the requirements on demand and paid based on the service accessed over the internet.It
is the paradigm which cannot be resolved for its unimaginable activities; this allows users to make use of an
application at any location or devices. Confidentiality, Integrity, Privacy of the data residing in cloud storage is
the concern that is yet to be solved. So, a lot of research activities is been prompted by these issues, aiming to
cover the pitfalls of the security leaks.This paper exaggerates the vulnerabilities that occur maintaining in the
data integrity and a proposed model to protect the user data in a shared pool of computing resources and also
we converse here on spotting the major vulnerabilities in this type of structures and the largest part of essential
threats found in the literature related to vulnerabilities and threats with probable elucidation.
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1. INTRODUCTION

Cloud Computing is often called as a service deliverer over the internet which is provided on- demand. The
cloud computing infrastructure renders a valuable concrete for accessing the applications anywhere and anytime. It
clings to service providers to distribute a shared pool of resources, networks, computing capability of processors
and storage space. Clouds at its various perspectives are elaborated in the following research. The adorable
features of cloud computing includes delivery of on-demand service which can be elaborately explained as
availability ofrequested service can be obtained at any instant of time with the maintenance  of own computing
resources . The services by cloud providers are available through public, private, community, hybrid cloud (Gkatzikis
et al 2013). The services provided by public cloud are offered over the internet and managed by the cloud
providers. In this type of cloud, it would be maintained by a private organization. The services are organized by a
cloud provider among the particular community which consists of culmination of many firms in groups and the
services are shared over internet based on the requirements of the groups. It is the combination of different existing
cloud models.Cloud Computing is dynamically scalable and has virtualized resources which provide various services
that are exhibited as follows: As depicted in Figure 1 the following cloud services are explained, In SaaS, an
already made application along with the software and hardware are provided e.g., Microsoft Office365. In PaaS,
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