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Abstract:
Cloud computing is an upcoming technology that has been designed for commercial
needs. One of the major issues in cloud computing is the difficulty to manage federated
identities and the trust between the user and the service providers. This paper focuses
on how security can be provided between the user and the service provider and how the
user information can be authenticated. For the purpose of providing privacy and
authentication, Security Assertion Markup Language (SAML) based Single Sign-On is
used. Security is provided by using Hash based Encryption algorithm (HBE). HBE
algorithm works with the help of Key Exchange Protocol which contains poly hash
function. In the algorithm, Identity providers maintain user directory and authenticates
user information; service provider provides the service to users. The user has to register
their details with the identity provider prior to this. During this stage, Hash based
Encryption algorithm is used to provide secure communication between the identity
provider and the user. In this paper we suggest that higher security can be given to user
login by using an additional cryptographic technique, i.e. Hash based Encryption
algorithm with the help of the Key Exchange Protocol.

More Like This

Authorization of Searchable CP-ABE
Scheme with Attribute Revocation in Cloud
Computing
2019 IEEE 8th Joint International
Information Technology and Artificial
Intelligence Conference (ITAIC)
Published: 2019

A multi-level authorization based tenant
separation mechanism in cloud computing
environment
China Communications
Published: 2016

Show More



ADVANCED SEARCH

All 

 Browse  My Settings  Help  Institutional Sign In

Institutional Sign In

Personal Sign In 

http://www.ieee.org/
http://standards.ieee.org/
http://spectrum.ieee.org/
http://www.ieee.org/sitemap.html
https://innovate.ieee.org/Xplore/Subscribebutton
https://innovate.ieee.org/Xplore/Subscribebutton
https://www.ieee.org/cart/public/myCart/page.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/8277840
https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/xpl/conhome/8267340/proceeding
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
https://ieeexplore.ieee.org/author/37086312019
https://ieeexplore.ieee.org/author/37086314588
https://ieeexplore.ieee.org/author/37086310797
https://ieeexplore.ieee.org/xpl/dwnldReferences?arnumber=8277840
https://ieeexplore.ieee.org/alerts/citation
https://ieeexplore.ieee.org/document/8277840
https://ieeexplore.ieee.org/document/8277840/authors
https://ieeexplore.ieee.org/document/8277840/figures
https://ieeexplore.ieee.org/document/8277840/references
https://ieeexplore.ieee.org/document/8277840/keywords
https://ieeexplore.ieee.org/document/8277840/metrics
https://ieeexplore.ieee.org/document/8277840/similar
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjstGDibDj-9fxqLOBMA5ge5nAEdWLTRQ-sjfqcbXW0YlDwzzqpsD3ont1VPnjvP2IqoSybP8Uxdinf3TZq__Bt94JOV7cH-DFUzNU5Nc7l_7uQGIMrcHkv5Z1CKzHmEEJ5D1j3ZoNK3u0nCv8zkG9U0IFJGjhKKS5wY-EBxnQhXKkQgRkxhp0HSUOQjcla2LwGesTEAVPNkiaDzWb-R-btQPIBXRGSajBB-4fx86bslqFzMUbH8sVk28aIwn_5twuu_VjsD7jGthkd-ZHRNRswwOd3V_EiAuzPavZFZHXPT9_hQC6rujAwytKI8&sig=Cg0ArKJSzMvle7nRNmHp&adurl=https://innovate.ieee.org/
https://ieeexplore.ieee.org/document/8785559/
https://ieeexplore.ieee.org/document/7489984/
https://ieeexplore.ieee.org/search/advanced
https://ieeexplore.ieee.org/Xplore/home.jsp

