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An Efficient Dorsal Hand Vein Recognition
Security System using Arduino and GSM
Technology
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Abstract:-With the onset of maximum power, modest figuring
and more prominent unpredictability, biometric verification has
turned out to be conceivable at each scale in light of its more
secure nature and furthermore easy to use conduct. Compare to
other biometrics, vein biometric is a decent verification
characteristic among others. The dorsal hand vein recognition is
an emerging biometric procedure which is utilized for
verification purposes in many applications. In this work pre-
processing is done by median filter and region of interest such as
veins separated from the muscles and bones through adaptive K-
means clustering algorithm.The proposed method extracts the
dorsal hand vein pattern features by using LBP and Repeated
Line Tracking algorithm.Finally recognition and authentication
is done using Artificial Neural Network. Arduino and GSM
technology is used in this work to set security preference for the
particular user.In order to validate the proposed work , a total of
480 images of dorsal hand veins is involved in this work. In a
comparison with four existingverification algorithms, the
proposed method achieves thehighest accuracy with lowest error
rate.
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I. INTRODUCTION

Biometric innovation is a proficient individual
verification and distinguishing proof method. Biometric is
the term used to imply the field of numerical examination of
novel human features.Biometric system have seen a revived
pace of development in the worldwide market of security in
the course of recent decades, primarily by expanding
necessities in open security against fear-based oppressor
exercises, modern violations, and digital false. The
following are a portion of the security parameters that are
related with biometrics.

* Biometrics depends on the uniqueness of human
highlights

¢ Since biometrics is related with individual, it can't be
imparted to other people.

» Biometrics properties can't be lost, except if a genuine
mishap occurs.

« It can't be duplicated.

As one of the standard branches, vein acknowledgment
has drawn much consideration among analysts and assorted
clients. Anatomically, veins are blood conveying vessels
interlaced with muscles and bones, and the key capacity of
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the vascular framework is to supply oxygen to each piece of
the body. The spatial course of action of vascular system in
the human body is steady and vein examples of people are
unique, even between indistinguishable twins. Biometrics is
the investigation of distinguishing an individual utilizing its
conduct and physiological highlights. In this paper, vein of
the back of the hand is concentrated because it is
particularly obvious, simple to obtain, and effective to
process. As contrasted and other mainstream biometric
characteristics, for example, face or unique mark, the hand
vein has a few recognized benefits. Relatively, vein design
based biometric frameworks have the accompanying
preferences.

Even though vein recognition system have lot of benefits
,still there are a few difficultiesshould have been dealt in
future in order to get efficient Dorsal vein biometric
recognizable frameworks. To start with, poor lighting at the
catching gadget may make the picture show up amazingly
dull or brilliant. Furthermore, in Dorsal vein obtaining
process, the situation of the back of the hand and the camera
is close, which causes optical obscuring on the caught
picture and in the event that the hand isn't guided with a
legitimate hand-docking outline, at that point a slight
misalignment will be there, which may diminish the
acknowledgment rate in the end making the coordinating
procedure be erroneous. Third actuality is, every unique
individual has diverse pressure levels when keeping the turn
in a fisted position, bringing about differed size of palm
dorsal surface. The subsequent commotion must be expelled
however much as could be expected and conventional
dorsal-vein acknowledgment techniques utilize some
startling picture preparing calculations to beat the issues
referenced.

II. PREVIOUS WORK

N.A. khan, et al., [1]proposed a more secure system of
dorsal hand vein identification which is led to a rise in
developing biometric systems. Dorsal hand vein patterns are
an emerging biometric which has attracted the attention of
many researchers. Different approaches have been used to
extract the vein pattern and match them.Naushad Alj, et al.,
[2] confirmed in his work that his aim was at reducing the
dimension of the training set by building an adaptive
estimating equation or a quadratic inference function that
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